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Preface

Robin Bryant

Extensive media coverage, numerous government and industry reports and fre-
quent police warnings have all contributed to a heightened awareness of new
criminal opportunities following in the wake of the rapid growth of digital tech-
nologies. If we are not quite yet living in Castells’ (1996) ‘network society’ we
are, in many key respects, close to it. Superficially at least, it might appear that
we have entered a new era with new forms of criminality. However, on closer
examination, many of these supposedly novel forms of crime (such as phishing
in order to perform an identity fraud) in fact share much in common with con-
ventional and long standing crimes and criminal techniques. Thus the reader will
encounter an ongoing debate throughout this book concerning just how ‘new’
are they, in reality, these ‘new technology’ crimes? This debate culminates in a
chapter concerned with some of the developing criminological and motivational
perspectives on digital crime.

In the chapters that follow, we have deliberately chosen to extend the discussion
beyond the realms of what may be termed ‘conventional cybercrime’ (despite
the apparent inherent contradiction of the phrase) to other forms of criminality
that exploit digital technologies to a lesser or greater extent. Hence we examine
telecommunications fraud, video game piracy and ‘chip and PIN’ credit and debit
cards, in addition to considering well-recognised problems such as cybercrime
and internet grooming. It is for this reason that we have adopted the phrase ‘digital
crime’ within the title of the book.

This book examines the legislative and investigative response to digital crime
both in chapters exclusively devoted to this subject, but also more generally
throughout the remaining chapters. Given the international nature of much digital
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crime the discussion of legislation also extends to the European Commission’s
Convention on Cybercrime.

Digital crime will undoubtedly continue to present the law enforcement com-
munity with new investigative challenges, particularly of a technical nature, and
we have attempted to delineate these challenges alongside a description of current
law enforcement practice. The professional backgrounds of the contributors to
this book, drawn from the academic community (particularly computer science),
police training and criminal investigation, reflect this desire to engage with the
issues surrounding investigation.

A rapid pace of change creates an ever-present danger for the authors of a
printed work exploring the impact of new technologies; the book could well be
out of date by the time it is published. It is inevitable that when you read this text,
at least some of the crimes we examine will have faded from public consciousness,
and drifted down the priority lists of digital crime investigators. We have tried to
head off this danger by attempting to draw conclusions of a more lasting nature,
based upon observations of current (and perhaps more transient) forms of criminal
activity, but illuminated by theoretical perspectives.

Each chapter concludes with a set of questions for the reader, either as a review
of the material covered or as questions to stimulate further research into the topics.
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1

The Challenge of
Digital Crime

Robin Bryant

In this chapter we examine the challenges arising from the growth of digital
crime, particularly the problems faced by investigators. The interaction between
technological change and criminality is well recognised for crime in general,
but certain aspects of digital crime mark a significant shift both in the ways in
which crime is enacted, and the consequent investigative response. This chapter
explores some of the more general technological and social factors that have
accompanied and possibly contributed to these changes. The remaining chapters
consider particular aspects in more detail.

1.1 Technology and crime

Throughout history, general technological developments have continually created
new opportunities for criminal activity, which in turn have driven the development
of new technologies. Both the pre-modern and modern eras provide clear examples
of such interactions. For example, in the 12th century, the techniques employed for
counterfeiting currency closely matched the technological development of reliable
methods to produce genuine currency. Similarly, bank robbers in the early 20th

Investigating Digital Crime Edited by Robin Bryant and Sarah Bryant
© 2008 John Wiley & Sons, Ltd



2 CH 1 THE CHALLENGE OF DIGITAL CRIME

century soon began to use motor cars to speed their getaway, a scenario portrayed
frequently in early Hollywood gangster movies such as White Heat. More recently,
criminals employ advanced technology in their attempts to access internet-based
banking systems in order to launder the proceeds of criminal enterprises.

The burgeoning development of a wide range of new technologies provides an
ever expanding range of options for the creative mind. Some of the terminology
relating to these technologies and their applications are shown in figure 1.1; no
doubt digital crime investigators will already be familiar with the meanings of
many of the terms shown.

Just as technology is utilised by many people for legitimate reasons, so it will
be by those intent on committing crime. In this sense, little has changed; plus
ca change, plus c’est la méme chose. However, in the late modern age, crime
that specifically exploits digital technologies (what we term in this book ‘digital
crime’) has a number of possibly novel characteristics, and we explore these
below.

1.1.1 Spatial and temporal differences

It perhaps now a cliché to observe that digital crime respects no international or
legislative boundaries. However, it is undoubtedly true that much digital crime
(particularly crime associated with the internet) is not anchored in time and space
in quite the same sense as more conventional crime. Whereas the 1950s con
artist inviting passers-by to ‘Find the Lady’ (pick out the Queen of Hearts from
a row of three face-down playing cards) in London’s Petticoat Lane would need
to make direct personal contact to carry out the fraud, an eBay fraudster is not
so constrained. Likewise, some crimes (such as installing a ‘Trojan horse’ virus)
may be enacted in seconds, but the effect may not be felt until days, months
or years later. Vatis (2005) goes so far as to claim that cybercrime in particular
represents

[...] the most fundamental challenge for law enforcement in the 21st
century. By its very nature, the cyber environment is borderless,
affords easy anonymity and methods of concealment and provides new
tools to engage in criminal activity.

For digital crime, temporal differences are also significant, particularly in re-
lation to the rapidity of interactions, such as receiving reward and gratification.
The probable motivation for a person to illegally download the mp3 version of
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4 CH 1 THE CHALLENGE OF DIGITAL CRIME

copyrighted music is not solely because it is relatively free of charge, but also
because it is immediately available.

Access to information is no longer so constrained by time and space. It is far
more difficult, largely as a result of the internet, for groups, organisations, author-
ities and official bodies to control access to certain forms of information, many
of which may be considered to be sensitive or even dangerous. Once Pandora’s
digital Box is opened it is almost impossible to track down and remove any
information released. On reflection, this should not be surprising, given the

- The Anarchist's Cookbook .
Written by: The Jolly Roger
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Figure 1.2 A typical hypertext version of the ‘Anarchist’s Cookbook'.



1.1 TECHNOLOGY AND CRIME 5

origins of the internet as a network designed to withstand attack. Contrast two
documents produced in the 1970s: the so-called ‘Green Book’ produced by
members of the Provisional IRA (to help train their recruits in the use of lethal
weapons and quasi-military tactics) with the notorious ‘Anarchist’s Cookbook’,
a text still circulating on the internet which details, inter alia, the manufacture of
improvised explosive devices.

Most of the ‘military’ content of the Green Book was strictly controlled and
‘analogue’ in nature (presumably mainly photocopied and distributed on pa-
per), and has not apparently been released into the public domain. However, the
Anarchist’s Cookbook and similar documents (such as the Terrorist’s Handbook)
have been developed and expanded by a number of contributors working indepen-
dently and anonymously (now as part of a wider project termed the ‘Jolly Roger
Cookbook’) and are readily available to anyone through the internet. In 1999
David Copeland (not believed to be a member of any terrorist organisation) used
information contained in the Terrorist’s Handbook to construct nail bombs which
he used to attack people in a gay bar in Soho in London, and then passers-by in
Brick Lane and Brixton, both multi-cultural areas of London (BBC, 2000).

1.1.2 Economies of scale

Second, digital crime often exploits the ability of ICT to disseminate information
widely, repeatedly and cheaply. As a result, what we might term the ‘sucker
quotient’ for digital crime can be much lower than for conventional crime; for
digital crime the investment of time and effort may be low, but the activity may
still nonetheless provide high returns for the criminal. Our 1950s con artist is
counting on quite a few people from those hundreds passing by to be gullible
enough to take part in the con; the sucker quotient has to be relatively high
for the con to yield sufficient results. On the other hand, a phisher can send tens
of thousands of fake emails relatively easily, and even if only one victim responds,
the resulting user account details may be used subsequently to commit identity
theft and fraud, potentially very lucrative crimes. In a somewhat similar way, the
pattern of rewards from other digital crimes follows the related principle of many
victims and small losses. As Wall (2004, p. 20) suggests

Where once a robber might have had to put together a team of individ-
uals [...] in order to steal £1 million from a bank, new technologies
are powerful enough (in principle at least) to enable one individual to
rob one million people of £1 each.



