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This book is dedicated to you, the aspiring
information security professionals who will
be assuming frontline positions in defend-
ing the nation’s infrastructures. Your work
will enable information systems to safely
and securely fulfill the promise of the infor-
mation age. Study hard—you play a key
role in our nation’s future.
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Book Introduction

I hear and I forget.

I see and I remember.

I do and I understand.
—Confucius

The success of a learning endeavor rests on several factors including the complexity of the
material and the level of direct involvement on the part of the student. It takes more than
passive attendance at a lecture to learn most complex subjects. To truly learn and under-
stand all of the elements of a complex issue requires exploration that comes from more inti-
mate involvement with the material.

Computer security is a complex subject with many composite domains, overlapping princi-
ples, and highly specific, detailed technical aspects. Developing skilled professionals in com-
puter security requires that several components be addressed, namely technical and
principle-based knowledge, coupled with practical experience using that knowledge in opera-
tional situations. This book is designed to assist in simulating the practical experience por-
tion of the knowledge base of computer security.

This book is not a stand-alone reference designed to cover all aspects of computer security.
It is designed to act together with a principles-based text, such as McGraw-Hill's Principles of
Computer Security: Security+ and Beyond. Together in a well-balanced curriculum they provide a
foundation for understanding basic computer security concepts and skills.

Pedagogical Design

Four Questions in Security

This book is laid out in four sections, each corresponding to a question associated with net-
works and computer security. These questions act as a structured framework designed to
build upon each previous section as we strive to develop a hands-on understanding of
computer security principles. The sections and questions are:

Section —How does the network work?
Section 2—How is the network vulnerable and what are the threats?
Section 3—How do we prevent harm to the network?

Section 4—How do we detect and respond to attacks on the network?

xiii
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These four questions build upon one another. First, it is important to understand how a net-
work works before you can see the vulnerabilities that it has. After studying the vulnerabili-
ties and the threats that act upon them, we must look to the methods for preventing harm to
the network. Lastly, even in the most secure environments, we must prepare for the worst
and ask how can we detect and how should we respond to attacks.

Lab Exercise Design

This laboratory book is specifically designed to allow flexibility on the part of instructors.
There is flexibility in regards to equipment and setup, as they can be performed on a
Windows, Linux, or Mac platform with the use of virtual machines. There is flexibility in
regards to equipment quantity as both stand-alone networks and virtual networks can be
employed. Lastly, there is flexibility in lab selection, as it is not expected that every lab will
be employed, but rather a selection of appropriate labs may be taken to support specific con-
cepts in the principles portion of coursework.

The lab exercises are designed to teach skills and concepts in computer and network secu-
rity. There are several features of each lab that allow for flexibility while not losing focus on
important concepts.

Labs Written for Windows and Linux

Most lab exercises are written for both Windows and Linux operating systems. This not only
allows the students to work in the operating system with which they are familiar, but can
serve to bridge the gap between understanding how each operating system works.

Each Lab Exercise Stands Alone

While the labs build upon one another in terms of content and skills covered, they stand
alone with respect to configuration and settings. This allows for maximum flexibility in rela-
tion to the sequence and repetition of labs.

Labs Are Presented in Progressive Sequence

While the lab manual is broken down into four sections, each section is further broken down
into chapters that divide the content into logical groupings. See Figure 1. This will help the
student new to network security develop his knowledge and awareness of the skills and con-
cepts in a progressive manner.
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Labs Can Be Done in Sequence by Topic

Not only are the lab exercises grouped by content according to the four questions, but references
to later lab exercises that relate to the current one are included. See Figure 2. For example, you
may want to perform the lab exercises pertaining to FTP. You could do the FTP lab from Section
1, which demonstrates the use of FTP; the Sniffing lab from Section 2, which demonstrates a vul-
nerability of FTP; the SCP lab from Section 3, which demonstrates hardening by encrypting the
file transfer; and the log analysis lab from Section 4, which can reveal attacks on an FTP server.

Most Lab Exercises Have Suggestions for Further Study

At the end of each lab there are suggestions for further investigation. These sections point
the student in the right direction to discover more. For the student who is advanced and
completes labs ahead of time, these suggested labs offer a challenge, though they need not be
required for other students.

The Use of Virtual Machines

While all the labs can be performed on computers configured as explained in the accompany-
ing Web site, it is highly recommended that the lab be performed on virtual machines such
as Microsoft Virtual PC or VMWare. There are several advantages to using virtual machines.

Easy Deployment

Once the virtual machines are created, they can be copied to all the lab computers.

Can Be Done on PC, Linux, or Mac Platform

As long as you meet the minimum resource and software requirements, the labs can be done
on both PCs, Linux, or Macs.

One Student, One PC, Multiple Machines

If you use physical PCs to set up the lab, it will require at a minimum 3 PCs to create the
network necessary to complete all the labs. This means that in a classroom of 30 computers,
only 10 lab exercises can be worked on at one time. By using virtual machines, all 30 comput-
ers can be used running 30 labs at a time.

Labs Are Portable—Laptops

The use of virtual machines gives you the added benefit of having a network security lab on
your laptop. This means that the student does not necessarily have to go to the lab to do the
exercises; he can take the lab with him where ever he goes.
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Easy Rollback

When properly configured, at the end of each lab exercise there is no need to uninstall or
re-image computers. All that is needed is to exit the virtual machine without saving the
changes. If the virtual hard drive has been modified, copying the original file back is a
simple process.

Unlimited Potential for Further Experimentation

Unlike a simulation, each virtual machine is using the actual operating systems and as such
can be used to develop new techniques and/or test out other security concepts and software
with relatively little difficulty.

Security Lab Setup

All lab exercises have a letter designation of a, b, ¢, or d. The “a” labs are Windows-based
exercises, “b” labs are Linux-based exercises, and “c” labs are mixed Windows and Linux
exercises. Labs with the a, b, or c designation are intended to be performed on a closed
network or virtual PC. The “d” labs are labs that need to be performed on a computer with

Internet access. See Figure 3.

Host Computer
D-Labs

Mixed Setup
C-Labs

Windows Linux
Setup Setup
A - Labs B - Labs

1A - WinXPPro 1T - Win2kServ 2A - LinuxCl 2T - LinuxServ
192.168.100.101 192.168.100.102 192.168.100.201 192.168.100.202 Host Computer

Clients are Attack Machines
. ) Servers are Defense Machines
Domain — security.local
Network — 192.168.100.0 g‘“;’ swweg m"‘:""sf’r" Pukyissh
Subnet mask — 255.255.255.0  newr oal nmap
DNS — 192.168.100.x02
Servers - Web, ssh, fip, tefnet,
smip, etc
Defense Software - Anti virus,
Parsonal FW INS

Figure 3: Lab setup diagram
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The “a" Labs

These labs involve a Windows XP Professional PC and a Windows 2000 Server. In general the
XP PC will be the attacker and the server will be the defender.

The “b" Labs

These labs involve a Red Hat g version of Linux. One will be configured as a client and one as
a server. In general the Linux client will be the attacker and the server will be the defender.

The “c" Labs

These labs will involve a combination of Windows and Linux PCs. The Linux PC is used as an
SSH and mail server.

The “d" Labs

These labs involve a host PC that has Internet access. While most exercises are designed to be
done without Internet access, a few do require connectivity. The Internet connection allows
students to do research and see the effects of spyware as they exist in real life.

Note that all computers are configured with weak passwords intentionally. This is for ease
of lab use and to demonstrate the hazards of weak passwords. Creating and using more
robust passwords is covered in Section 3.

Security Lab Requirements and Instructions

Detailed requirements and instructions for the security lab setup can be found at
www.securitylabmanual.com. The requirements and instructions vary based upon the
platform and base 0S you intend to use.

* Note

As many vendors improve their software, the availability of the versions used in this
manual may no longer be available. As such, a few lab exercises may not work exactly
as written but should still work in general. Please visit www.securitylabmanual.com

for updates and other information.

Xix
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