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PREFACE

A friend and colleague once said to me: “To be a good auditor you have to
be better at business than your client.” I've often pondered that remark, for
on the one hand it is a compelling notion, yet on the other it sets an impossible
ideal for auditors to achieve. Perhaps in the more traditional areas of auditing
we, as auditors, are gaining confidence in the soundness of our methodologies.
Admittedly, the lawsuits still prevail, but the problems seem to be in the
application of the methodologies rather than in the methodologies themselves.

In the domain of modern auditing, however, we have an Achilles heel:
our methodologies for the control and audit of computer systems are still in
their infancy. Further, the rate at which new computer technology is de-
veloped and introduced seems to outstrip the rate at which we can develop
viable audit methodologies. It is the area of EDP auditing that currently
represents the great challenge to auditors.

EDP auditing is the process of collecting and evaluating evidence to de-
termine whether a computer system safeguards assets, maintains data in-
tegrity, achieves organizational goals effectively, and consumes resources
efficiently. Safeguarding assets involves ensuring that they are protected
from damage or destruction, unauthorized use, and being stolen. Data in-
tegrity is a state: it means data is accurate, complete, and consistent. Asset
safeguarding and data integrity always have been the concern of auditors.
However, the definition of EDP auditing proposed also encompasses a con-
cern for the effectiveness with which EDP systems meet their objectives and
the efficiency with which data is processed. Since EDP expenditure often
is a major item in an organization’s balance sheet and income statement, cur-
rently management is more frequently asking auditors to evaluate these
aspects of EDP systems.

Some Pedagogicai Issues

Before writing this book, I thought long and hard about the approach I should
use to present the subject matter of EDP auditing. It seems to me there are
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xil  PREFACE

two approaches. With the first approach, which I will call the “exposures
approach,” the writer focuses primarily on the types of losses that can occur
in computer systems. The secondary focus is on the controls used to reduce
these losses. With the second approach, which I will call the “controls ap-
proach,” the primary focus is on the controls and the secondary focus is on
the losses that the controls reduce.

Why can’t both exposures and controls be the primary focus? Both cer-
tainly have major importance from an audit perspective. The problem is that
there is not a one-to-one relationship between exposures and controls. A
single control can reduce the loss from multiple exposures. Thus, if the writer
focuses on exposures, some subject matter on controls will be repeated;
alternatively, if the writer focuses on controls, some subject matter on ex-
posures will be repeated. As my students have not hesitated to point out,
the writer who does not carefully control the duplication of material that re-
sults, will bore the reader quickly. The only solution, I believe, is for the
writer to adopt either exposures or controls as the primary focus; the secon-
dary focus then becomes the material that must be duplicated as efficiently
as possible so presentation of the subject matter of EDP auditing is complete.

In this book, I chose to focus on controls for three major reasons. First,
I trust that students who have had a first course in auditing will be familiar
with the major types of exposures facing an organization (these do not change
with computers); I assume they are reading this book because their knowl-
edge of computer control technology is not so well developed. Second, my
experience is that students feel more comfortable with the controls approach:
they seem to find it less “messy” than the exposures approach. I am unsure
why this is the case, but I think it has to do with controls requiring a smaller
“chunk” of understanding than exposures. Third, a major purpose of this
book is to integrate the burgeoning literature on computer controls that ap-
pears in both the auditing and computer science areas. It dismays me that each
area still tends to ignore the other; each has much to contribute to the other.

The controls approach has its problems. The subject matter on computer
controls is somewhat more volatile than the subject matter on exposures.
Some control technology is still evolving; for example, several problems
remain to be solved relating to the use of cryptography in communications
networks. But I believe there to be more than enough stability in the control
technology to make the approach that I have adopted worthwhile.

Structure of the Book

The parts (and chapters) of the book follow a natural sequence. The first
part motivates the EDP audit function within an organization. The second
and third parts describe the computer control frameworks that should exist
in an organization at the management level and application system level,
respectively. By first evaluating the management control framework, the EDP
auditor determines the extent and scope of testing needed at the application
system level. Techniques of evidence collection are discussed in the fourth
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part of the book; and the fifth part discusses how the evidence collected can
be evaluated. The final part discusses the futures of EDP auditing.

One point must be made on the subject matter of the chapters. As a po-
tential reader, you may look for chapters on the specialized areas of EDP
audit: online realtime systems, database management systems, service bu-
reaus, etc. You may be disappointed to find these chapters missing. However,
through experience I am convinced that this is not the best way to initially
present the subject matter of EDP auditing. Many of the controls and audit
methodologies needed for online systems are the same for database manage-
ment systems, and so forth. This is not to deny there are specialized controls
and specialized audit techniques for these specialized areas. However, or-
ganizing the basic subject matter of EDP auditing by these specialized areas
results in substantial duplication of material and frustrations for both the
instructor and student. The secret of being a good EDP auditor is to be
capable of assembling the fundamental controls and EDP audit methodologies
in a manner appropriate for a specific computer installation, be it a simple
batch system or a complex database management system.

Using the Book

1 intend this book to be of use primarily to both students and practitioners of
EDP auditing. However, I hope it will also prove useful to EDP managers,
systems analysts, and programmers who have responsibility for designing
and implementing controls in systems.

The book presumes the reader has at least a basic knowledge of auditing,
computer data processing, and a programming language (preferably COBOL).
Thus, it is not intended for beginners in the field. The beginner should first
study one of the many excellent introductory texts in the areas of auditing
and computers.

At the college level, the book provides sufficient material for a solid semes-
ter’s work at the upper undergraduate or graduate level. The instructor may
wish to leave out some chapters—for example, Chapter 3 on organization
and management of the EDP audit function—and give more emphasis to
others. The chapter bibliographies are a source of additional reading for
students if the instructor wants to spend more time on particular chapters.

Besides the usual lecture method, the instructor might like to try using
the book employing a case study approach. The students are made responsible
for studying the chapter materials; the class periods are used to discuss the
exercises and cases at the end of each chapter.

Besides the exercises and cases, each chapter in the book also contains
a set of review questions. In general, answers to the review questions can
be found in the chapter. At times, however, a little thought may be required.
The exercises and cases are more demanding. Often I have tried to make the
student think from an exposures perspective, thereby compensating for my
primary focus on controls in the chapter. The exercises and cases also may
require the student to integrate material covered in earlier chapters. To assist
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the instructor, there is also an instructor’s manual available containing sug-
gested solutions to the assignment material.

1 strongly recommend that the instructor supplement the assignment ma-
terial with further case studies and some computer problems. The case studies
should be more comprehensive than the short cases contained in the book
so the student is forced to integrate the text material. They might be on spe-
cific types of systems; for example, an online banking system or a service
bureau. A variety of computer problems can be set; for example, using a
generalized audit software package to examine the quality of data on a file
or using a test data generator to assist validating the logic of a program.

I hope that as a user of the book, you conclude that the benefits exceed
the costs. I would appreciate your feedback, whether it be positive or nega-
tive, so that a second edition (if it occurs) might better meet your needs.
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-ONE

INTRODUCTION

EDP auditing is a function that has been developed to assess whether com-
puter systems safeguard assets, maintain data integrity, and achieve the goals
of an organization effectively and efficiently. Parties both internal and external
to an organization are concerned with whether computer systems fulfill these
objectives. The management of an organization attempts to use resources in
an optimal manner within the constraints established by the society; for ex-
ample, management may pursue a profit-maximizing objective subject to the

Chapter

Overview of contents

1 Overview of EDP Auditing

2 A General Approach to EDP
Auditing

3 Organization and Management
of the EDP Audit Function

Discusses the need for control and audit of com-
puters; defines EDP auditing; examines the
underlying support disciplines; evaluates the
effects of EDP on internal control

Examines the effects of the system of internal
controls on the audit approach; discusses the
relationship between expected losses and errors
and irregularities; discusses the nature of com-
puter controls; provides an overview of the steps
in an EDP audit; describes some of the major
EDP audit decisions

Discusses setting up and organizing an EDP
audit group; considers staffing and training
issues; examines the relationship of the EDP
audit group with other organizational groups
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legal constraint that it maintains the privacy of data provided to it by individual
members of the society. External parties, whether they be shareholders,
unions, or pressure groups, also have vested interests in how organizations
use computers. Their concerns vary from wealth maximization to possible
work displacement to a loss of personal privacy.

The first three chapters of this book introduce the EDP audit function.
They discuss the motivations for an EDP audit function, the objectives of
EDP auditing, present an overview of the EDP audit process, and show how
the EDP audit function might be set up within an organization.
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SUMMARY

REVIEW QUESTIONS
EXERCISES AND CASES
REFERENCES

Whereas 25 years ago we fulfilled most of our data processing needs manually,
today computers perform much of the data processing required in both the
private and public sectors of our economy. The need to maintain the integrity
of data processed by computers pervades our lives. We have increasing fears
that our substantially increased data processing capabilities are not well con-
trolled. The media makes much of computer abuse. We have concerns about
the privacy of data we exchange with organizations such as the tax depart-
ment, medical authorities, and credit granting institutions. Probably all of us
have suffered the frustrations of trying to get an organization to update its
computer-maintained name and address file.

Uncontrolled use of computers has a widespread impact on a society. In-
accurate information causes misallocation of resources within the economy.
Frauds are perpetrated because of inadequate system controls. Unfortunately,
the person who suffers most is often the person who can least afford to suffer;
for example, the small shareholder and the low-income earner. Perhaps more
subtle is the growing distrust of institutions that gather and process large
volumes of data. A sense of lost individuality now exists: the “big brother” of
1984 is upon us.

NEED FOR CONTROL AND AUDIT OF COMPUTERS

Computers continue to be used more extensively to process data. Between
1974 and 1979, International Data Corporation [1979] estimated worldwide
use of U.S. manufactured computers increased from 264,690 units to 764,400
units. As part of this increase, worldwide use of U.S. manufactured minicom-
puters grew from an estimated 135,300 units in 1974 to an estimated 504,700
units in 1979. Steady growth in computer use, especially minicomputer use,
is inevitable,

Since computers play such a large part in assisting us process data, it is im-
portant that their use be controlled. The following sections briefly discuss five
major reasons for setting up a function to examine controls over computer
data processing (Figure 1.1).

Organizational Costs of Data Loss

Data is a critical resource necessary for an organization’s continuing opera-
tions. Everest [1982] proposes that data provides the organization with an
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Need to

control Possibility of  Possibility of Need to
evolutionary loss of data incorrect maintain
use of Computer processing decisions if individual
computers abuse capabilities data is in error privacy

ORGANIZATIONS

\\//

Control and audit
of computers

Figure 1.1
Factors influencing an organization toward contro! and audit of
computers.

image of itself, its environment, its history, and its future. If this image is
accurate, the organization increases its abilities to adapt and survive in a
changing environment.

Consider the case of a large department store that has its accounts re-
ceivable file destroyed. Unless its customers are honest, and also remember
what they have purchased from the store, the firm can suffer a major loss in
cash receipts and its long-run survival may be affected. Consider, also, the
department store losing its accounts payable file. It is unable to pay its ac-
counts on time and can suffer a loss of credit rating as well as any discounts
available for early payment. If it contacts creditors requesting assistance, the
department store relies on the honesty of the creditors in notifying it of the
amounts owed. Further, creditors must now question the competence of the
department store’s management and may be unwilling to extend credit in the
future.

Such losses can arise through lax controls existing over computers. Man-
agement may not provide adequate backup for computer files; thus, the loss
of a file through computer program error, sabotage, or natural disaster means
the file cannot be recovered and the organization’s continuing operations are
impaired.

Incorrect Decision Making

The importance of accurate data depends on the types of decisions made by
individuals having some interest in an organization. For example, if manage-
ment makes strategic planning decisions, most likely they will tolerate some



