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Preface

Information is the lifeblood of any organization. Without good infor-
mation, poor decisions are made, risks are not recognized and com-
municated, and valuable information is lost or stolen. Cyber risks
are increasing, and these risks are seriously impacting organizations.
Without good information risk management, customer trust and loy-
alties as well as the organization’s reputation and brand are at risk. In
taking a more holistic approach to information risk management, we
encompass the risks to service delivery, information management, as
well as information protection. Chief Information Officers (CIOs) are
tasked with delivering information to the organization. In essence,
this means making sure the right information is available to the right
person at the right time to enable people to do their jobs and make
good decisions. It also means making sure the wrong information
is not being given to the wrong person at the wrong time, thereby
increasing risks to the organization.

It is time for CIOs to relook at how they are organized and realign
with what is important to the business. CIOs deliver information to
the business. Good information is what is important to the business.
Any Chief Executive Officer (CEO) or executive will tell you that
without good information they cannot make good decisions. 'This
means that information must be findable, managed, protected, and
available. Risks to information must be managed and mitigated. The
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costs of mismanagement or ignoring risks are huge. Fines, noncom-
pliance, breaches, loss of trust, loss of reputation, loss of key person-
nel, and perhaps jail time can occur if risks are ignored. CIOs must
better improve the management of risks to their information. This
book gives the reader some solid foundations for improving informa-

tion risk management.
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1

INTRODUCTION
Why Risk Management?

The purpose of this book is to help Chief Information Officers
(CIOs), Chief Information Security Officers (CISOs), Chief Risk
Officers (CROs), Information Management/Information Technology
(IM/IT) Security Professionals, and IM/IT Managers deal with IM/
IT risks. IM/IT risks are not all about information security. The CIO
must deliver IM/IT services to enable the business to run effectively.
'The CIO must also protect information to prevent it from being lost
or stolen. The CIO walks on the edge of a sword, balancing service
delivery on one side and Zabilities on the other. Straying too far on
either side will result in failure, and that failure may be catastrophic.

We have been managing risk from the time we left the trees to
modern times. Our risk model is still based on primal instincts (fight
or flight). It was very simple and our choices were simple. We made the
choice to eat, get eaten, or run away. We had to decide if the tiger was
smiling because its belly was full or because it saw us as the next meal.
We still use that same habitual way of thinking to deal with today’s
“tigers,” and we can be led to make less than optimal decisions.

At a basic instinct level, our risk management skills are not well
suited to making risk decisions in the complex environment in which
we live today. If you consider a medium-sized network of 4,000 devices
with routers, switches, servers, workstations, and printers, about 6.9
billion electronic events are generated every working day. Now think
about which of those events could affect you or your organization in a
negative way. How about in a positive way? We need tools, processes,
and methodologies to help us make informed decisions when manag-
ing risks, especially information and IT risks.

With the advent of the Internet we now have a single worldwide
network or, as Kevin Kelly from Wired Magazine describes it, “The
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Machine.” The Machine is composed of billions of computers, rout-
ers, switches, and mobile devices, all with a view into this network.
And with this single network we have ways of doing amazing things.
We can communicate around the world. People can read what is
going on across the planet almost at the moment an event is happen-
ing. Think about some of the events that have occurred over the past
decade and we knew about it the minute it was happening. We see
pictures of disasters within minutes of the disaster happening. People
have digitized this world into The Machine. And it will become far
more connected. And the risks? If you don’t keep up, you will fall
behind and become a have-not. If you keep up, you pay the price of
evolving faster than your people can evolve. You end up with technol-
ogy that is too sophisticated to be understood. You end up with too
many events happening. And you cannot make good decisions with-
out good information.

We are in a war zone and we do not know it. The war zone is cyber-
space. The events that happen in cyberspace happen a million times
faster than events in real-time. The events happen all over the world
and it is a global economy. Because we are all connected, we also are
connected to people with criminal intent. Those people are intent on
stealing your money, information, and anything of value. The world
market for information is in the trillions of dollars. And it does not
matter how it was gotten—the market is there for information.

Today the biggest risk in cyberspace is misunderstanding.
According to the Internet Security Alliance (ISA) and the American
National Standards Institute (ANSI) report entitled “The Financial
Management of Cyber Risk,” most executives wait until they are
compromised to put a reactive plan in place. Waiting until after the
problem has occurred damages reputations and costs more money.
Reactive plans are too late. It is the proverbial “closing the gate after
the horses are gone.” According to the Ponemon Institute, the aver-
age incident cost to an organization rose from $4.5 million in 2005
to $6.65 million in 2009 for a security breach involving credit cards.
And we cannot estimate the damage to reputation—not to mention
the theft of intellectual property that has cost billions of dollars. It has
cost companies dearly.

Risk management is something we do every day. We manage
risks as we walk across a street or drive down the highway. On an
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individual basis, we manage risks fairly well, although we always hear
stories about people who do not think about the risks and manage to
hurt themselves or worse because they did something stupid. At an
organizational level, we do not manage risks well. This is due to the
complexity of organizations and systems. At some levels, we manage
risks fairly well. However, as we have seen in many of the failures of
organizations, risk was not managed well. Risk management is ad hoc
management at best.

We have not formalized risk management in most organizations.
The closest we come to enterprise risk management is the auditors
and the board. In some organizations there is the recognition that risk
must be managed at the corporate level and executives must be aware
of risks in making key business decisions. In those organizations, there
is an audit advisory committee that advises the board and directors
on business risks. These are key business decisions that change the
way an organization conducts business. Typically, these are focused
on rewarded risks, which are risks associated with investments that
create value for shareholders, What is missing is the incorporation of
operational risks into these key business decisions. As indicated by a
number of studies, operational failures can cause significant losses. In
reality, risk management is still very much fragmented and managed
within business lines and geographic boundaries.

Even more fragmented are risks associated with IM/IT. The real-
ity is that we are all heavily invested in cyberspace. We do business in
cyberspace because it reduces our costs. We do business in cyberspace
because our partners and customers do business there. We use Web
sites to provide information to our customers, our partners, and our
competitors. We use the Web to inform, transact, and communicate.
We do not manage the risks associated with cyberspace as business
risks. Cyberspace is an enterprisewide risk management issue. It should
be at the board. It should have a strategic, cross-organization focus.

Cyberspace has both rewarded risks and unrewarded risks (the
organization is compelled to invest in security to prevent data loss or
meet compliance). The requirement is to recognize that cyberspace
risks are both horizontal across the organization and vertical within
business units.

Risk management is an integral oversight function to help organiza-
tions avoid or mitigate situations or events that can harm individuals,
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groups, or the organization. Risk management is not just about orga-
nizational harm, but is also about how services are delivered. Risk
management does not reduce risks; it measures and reports risks.

It is really simple why you manage risks:

* To reduce or mitigate liabilities
* To improve or maintain service delivery

Information risk management is about getting the right information
to the right person at the right time while preventing the wrong infor-
mation from getting to the wrong person at the wrong time. And what
we are seeing is that information risk management is still considered
a technical issue to be dealt with by IM or IT staff. According to the
ISA-ANSI publication The Financial Management of Cyber Risk most
enterprises categorize information security as a technical or opera-
tional issue to be managed by the IT department. This misinforma-
tion is being fed by outdated corporate structures and the lack of an
overall strategy dealing with information risk management.

In the ISA-ANSI publication, they indicate that the Chief Financial
Officer (CFO) as opposed to the CIO or CISO should be the most
logical person to lead enterprise risk management, including informa-
tion risk management. The problem is one of education and time. To
properly inform a CFO, they need to have some background in IM/
IT to understand some of the nuisances that make up information
technology. Because of the complexity, there is no single person who
has that understanding, That is why we must automate risk manage-
ment to allow the information to be presented in a2 meaningful way.
The Federal Information Security Management Act (FISMA), which
was passed in 2002, is now looking toward continuous monitoring or
near-real-time risk management so that on a real-time basis, senior
executives understand the security state of their information systems.

We need to consider risk management starting at the top, We have
all heard of enterprise risk management (ERM). ERM is usually
practiced at the board or executive level in making strategic decisions.
At the enterprise level, risk management as defined by ISO 31000
(2009) enables an organization to

* Increase the likelihood of achieving objectives;
* Improve the identification of opportunities and threats;



