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PREFACE

Computer forensics cannot be divorced from the law. A computer forensics investigator
needs knowledge of the law to effectively do his or her job. Meanwhile, legal professionals
working on cybercrimes must have knowledge of the hardware, software, and technology
involved in computer forensics to effectively do their jobs.

The available textbooks on computer forensics are either too technical, placing too
much emphasis on the hardware and software used, or too thick in legal analysis, to the
extent that a comprehensive background in law is required for their review. There is cur-
rently no textbook in the market that falls somewhere in between these two extremes—
a book that is tailored to, and can be used by, the individual who does not have a
comprehensive legal and technical background. This textbook seeks to fill this void in
the literature.

This book is intended to appeal to a wide range of groups. By steering away from both
a thicket of legal terms and reams of technical analysis, it seeks to interest a much broader
audience of writers and researchers working on computer forensics. Moreover, by pro-
viding a concise yet sufficiently detailed account of the most significant and current devel-
opments in computer forensics and their implications for a number of different fields
(e.g., computer science, law, public policy and administration, security, and criminology),
it is likely to prove an extremely useful resource for academics, practitioners, and graduate
and undergraduate students in these areas. Criminal justice and socio-legal scholars and
professionals should also find food for thought in this work.

Given that this textbook covers the technology and software currently used in the field,
it will be of interest to law enforcement agencies and professionals working as computer
forensics specialists.

Specifically, this book is intended for the following audiences:

¢ Law enforcement agents seeking to expand their knowledge of investigations to
the field of computers

¢ Students and professionals seeking a career in computer forensics investigations

® Computer forensics specialists concerned about the legality of searches and
evidence seizure, storage, transport, and evaluation

¢ Legal professionals seeking to understand computer forensics investigations, rules
concerning electronic evidence, and the admissibility of this evidence in court

e Computer specialists in the private sector who may be required by courts or law
enforcement agents—sometime in the future—to search, restore, transmit, copy,
or store electronic data during a computer forensics investigation
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Anyone interested in learning about computer forensics, investigations, and electronic
evidence will also benefit from this textbook.

The computer forensics field is gaining prominence because of the current worldwide
media coverage of cybercrimes and cybercriminals. This textbook will also be relevant to
civil liberties groups and professional associations, as news of extradition of cybercrimi-
nals and the acceptance of the use of hearsay evidence in computer crime cases is
becoming a more common practice.

Finally, this textbook is intended for students in computer forensics courses. It is
also intended for students in legal courses who are seeking an introduction to the tech-
nology involved in computer forensics investigations and the technical and legal difficul-
ties involved in searching, extracting, maintaining, and storing electronic evidence, while
simultaneously looking at the legal implications of such investigations and the rules of
legal procedure relevant to electronic evidence.

Supplements

This textbook is accompanied by a series of valuable supplements. An instructor’s manual
(with Microsoft® PowerPoint® slides) is available to assist instructors in teaching com-
puter forensics and other cybercrime courses. Additionally, a TestBank containing discus-
sion questions and practical exercises is provided to stimulate the critical thinking skills.
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During 2006 and 2007, inmates at the Plymouth County, Massachusetts, correctional
facility were provided with computer privileges to conduct legal research. Stringent secu-
rity measures were put in place that prevented inmates from accessing e-mail, the Internet,
and other computer programs—at least that is what prison officials thought.

Francis G. Janosko, an inmate at the correctional facility at that time, managed to hack
into the computer network. Specifically, he gained unauthorized access to the computer
system to send e-mails and provide inmates in the facility with access to the personal
information (names, Social Security numbers, home addresses, and telephone numbers,
among other items) of more than 1000 current and former correctional facility workers.!

Janosko’s actions put the lives of these employees and their families in harm’s way. This
case is but one example of how the technology and information age has provided crimi-
nals with the means to cause catastrophic harm or damage with just a few presses on a
keyboard—harm or damage that one could accurately say would not have been possible
without the existence of such technology. It also raises a troubling question: Which other
types of crimes have the Internet, computers, and related technologies made possible? To
answer this question, this chapter focuses on what cybercrime is, how it differs from tra-
ditional forms of crime, which types of cybercrimes are distinguished, and which crimes
are considered “cybercrimes.”

Cybercrime: Defined

The exponential expansion of computer technologies and the Internet have spawned a
variety of new criminal behaviors and provided criminals with a new environment within

1



2 m Chapter 1 Entering the World of Cybercrime

which to operate. Cybercrime involves the use of the Internet, computers, and related
technologies in the commission of a crime. It includes technologically specific crimes that
would not be possible without the use of computer technology as well as traditional
crimes committed with the assistance of a computer.2 The range of criminal activities has
also been increasing as a result of the advent of cybercrime, as many more crimes were cre-
ated and have been the exclusive product of technology and the Internet.

Cybercrime Versus Traditional Crime

Cybercrime differs from traditional crime in several ways. One important difference is
that cybercrime knows no physical, geographic boundaries because the Internet provides
criminals with access to people, institutions, and businesses around the globe. Consider
the crime of fraud. Normally, fraud involves face-to-face communication with the victim
or lengthy conversations over the phone to gain the target’s trust. In today’s world, how-
ever, fraudulent e-mails and websites can be used to con victims worldwide. For instance,
from 2004 to 2009, Icarus Dakota Ferris manufactured and sold counterfeit postage
stamps online by claiming that they were discontinued. He made approximately $345,000
in profits by defrauding victims globally. As this example suggests, cybercrimes can be
committed on a far broader scale than their traditional, real-world counterparts.

The Internet has augmented the ease and speed with which criminal activities are con-
ducted. Prior to the advent of the Internet, if someone wanted to steal money from the
bank, he or she would either rob the bank during its daily operation or steal the money
after business hours. Either way, the thief would have to physically remove the
money from the bank. As such, bank robbers were restricted to taking as much money as
they could possibly carry outside the bank. In the online environment, such physical
restrictions no longer apply. Larger monetary rewards can be gained without expending
any physical energy. Billions of dollars can be stolen from a bank in the online environ-
ment within minutes.

The Internet also affords perpetrators with the opportunity to expend less effort in
defrauding someone. Consider mail fraud, which has changed a great deal since the
advent of computers. The amount of correspondence between individuals has increased
exponentially as a result of technology because it takes significantly less time to send
and receive a letter. Instead of individuals sending out fake letters through regular mail,
criminals now do so electronically. In the past, regular mail might contain vital infor-
mation, such as credit card and financial information, which nefarious individuals
might steal. Now, criminals are using electronic mail (e-mail) to obtain the same kind of
information. Criminals can also send bulk amounts of e-mail without paying; in the
practice known as spamming, huge numbers of e-mails are sent out to multiple recipi-
ents almost instantaneously.

Another crime affected by computer and information technology is the theft of pro-
prietary information and trade secrets from businesses. In the past, businesses might use
spies, tap into phone wires, or set up cameras or voice recorders to obtain information on
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their rivals. They would steal paperwork or sift through the trash for valuable documents
that might have been discarded carelessly. Often, stealing this information was relatively
difficulc for the criminal. With the advent of computers, however, once someone has
gained unauthorized access to a computer system, he or she has all of the information
desired at their fingertips.

Social networking sites such as Facebook, MySpace, and Twitter have also made the
burglar’s job much easier. Today, burglars no longer need to stake out someone’s home to
determine whether the individual (target) is at home. Instead, they can simply request to
be the target’s friend on Facebook or MySpace or a follower of the subject on Twitter.
Given that many people accept friend and follower requests from strangers, such a request
is very likely to give the would-be thief access to the subject’s profile page. On these sites,
the targets are usually more than happy to share with the rest of the world their comings
and goings—to such an extent that they normally declare when they are leaving their
homes and where they are going. Individuals also like to share information about
their homes and purchases. In California, a group of teenagers—mostly girls—were
accused of burglarizing the homes of celebrities such as Orlando Bloom, Brian Austin
Green, Megan Fox, Paris Hilton, and Lindsay Lohan using this information. More than $3
million in jewelry, clothes, and accessories was stolen from these celebrities.* The group
tracked their victims’ whereabouts online through sites such as Twitter to determine
when the celebrities would be away from their homes.

Perhaps the National Academy of Sciences said it best: “The modern thief can steal
more with a computer than with a gun. Tomorrow’s terrorist may be able to do more
damage with a keyboard than with a bomb.”

New Crimes, New Tactics

Crimes that would not have been possible without the use of technology include threats
against software and networks such as hacking (defined as unauthorized intrusion into
computers) and malware (malicious software), which includes computer viruses, worms,
and Trojan horses (each of which is explored in this chapter in further detail).
Cyberterrorism is another example.® Cyberterrorism may be defined “as the politically
motivated use of computers as weapons or as targets, by sub-national groups or clandes-
tine agents intent on violence, to influence an audience or cause a government to change
its policies.”” A cyberterrorist may hack into U.S. critical infrastructure in an attempt to
cause grave harm such as loss of life or significant economic damage. Such attacks are
aimed at wreaking havoc on information technology systems that are an integral part of
public safety, traffic control, medical and emergency services, and public works. While this
type of wide-scale disruption has not yet come to fruition in real life, film has depicted it
(for example, Live Free or Die Hard) and academicians, practitioners, researchers, law
enforcement agencies, and politicians have entertained the possibility of such events
occurring. Additionally, computer security experts have created mock cyberterrorism
attacks to expose weaknesses in the United States’ critical infrastructure during a war
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game titled “Digital Pearl Harbor” hosted by the U.S. Naval War College in 20022 These
attacks illustrated that the most vulnerable systems were the Internet and computer infra-
structure systems of financial institutions.

Old Crimes, New Tactics

Cybercrime also includes crimes that put a twist on traditional crimes. Extortion can
occur online. Cyberextortion occurs when someone uses a computer to attack or
threaten to attack an individual, business, or organization if money is not provided to pre-
vent or stop the attack. In Long Island, for example, two teenagers attempted to extort
MySpace by threatening to post a method for stealing MySpace users’ personal informa-
tion online, unless the site’s operators paid the teenagers $150,000. In 2010, Anthony
Digati tried to extort money from a New York-based life insurance company. In partic-
ular, Digati, via e-mail, threatened to damage the reputation of the insurance company
and cost it millions of dollars in revenue if the company did not pay him approximately
$200,000.°

Crimes of vandalism can also occur online, although they take a different form from
physical vandalism, such as graffiti on the walls. Online vandalism can occur by defacing
websites, for example. Web defacement involves the unauthorized access to a website and
the alteration or replacement of its content without causing permanent damage. A group
of U.S. hackers (known as ‘Team Spl0it’) broke into government websites during the con-
flict in Kosovo in 1999 and posted antiwar messages.!® A more recent example concerns
the Red Eye Crew. In January 2010, this group of hackers (allegedly from Brazil) defaced
more than 30 websites owned by various U.S. House of Representatives and House
Committee members. The hackers left an offensive message on the compromised websites
that was aimed at the President of the United States, Barrack Obama.l!

Even certain public order crimes, which include—among other things—victimless
crimes that threaten the general well-being of society and challenge its accepted moral
principles, can be committed online. One such example is prostitution. Prostitutes pro-
vide a range of sexual behaviors (e.g., sadism, masochism, and sexual intercourse) in
exchange for remuneration. They may provide their services through brothels or escort
services or search for potential customers on the streets. Nowadays, their services can be
offered and arranged over the Internet. Specifically, prostitutes (or their pimps) may set
up websites through which customers may solicit sexual services or post ads on online
forums, wait for clients to answer the ads, and arrange meetings with their customers in
hotels or other locations. This has come to be known as cyberprostitution. There have
been many cases on Craigslist (a website that provides, among other things, forums for
housing, jobs, personals, services, and events) where prostitutes have been soliciting sex in
the “Casual Encounters” section (other sections as well). In fact, in 2009, undercover
police officers in Worcester, Massachusetts, posted false offers of prostitution on
Craigslist’s “Causal Encounters” section that resulted in the arrests of 50 people.12



