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Foreword

A lot has occurred in the world during the 10 years since I wrote my last
book, Data Mining Solutions,! with Teresa Blaxton: Google is formally
incorporated and Viagra is approved for prescription sale (1998); the euro
currency is introduced into Europe and Y2K software concerns loom (1999);
America Online buys Time Warner for $162 billion and Bon Jovi is still top-
ping the music charts (2000); 9/11 shakes the world and Shrek is released
into movie theaters (2001); the United States invades Afghanistan and Kelly
Clarkson wins on the first season of American Idol (2002); the United States
declares war with Iraq and Arnold Schwarzenegger gets elected the gov-
ernor of California (2003); a massive tsunami in Southeast Asia kills more
than 200,000 people and the Boston Red Sox win the World Series after 86
years (2004); Hurricane Katrina devastates New Orleans and gas prices in
the United States inflate to more than S3 a gallon (2005); Saddam Hussein
is hanged for his crimes against humanity and Microsoft formally releases
the Vista operating system (2006); the iPhone is brought to market and Evel
Knievel finally meets his maker (2007). In 2008 and beyond, we now have
global warming concerns, the emergence of China as an economic power-
house, and ever-expanding terrorist threats and incidents.

So, when Taylor & Francis Group approached me about doing another
book, I had to ask myself, what has really changed in this field and is it
worth writing about? There are already a number of data-mining books in
the marketplace that briefly touch on a few of the topics that [ would want
to cover in a new book. However, most of the coverage is “simple” at best

! Christopher Westphal and Teresa Blaxton, Data Mining Solutions: Methods and Tools for Solving
Real-World Problems (New York: John Wiley & Sons, 1998).
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and there is little discussion of the real-world detail required to under-
stand and implement the concepts presented. Additionally, many of these
books are geared toward a more generalized audience and I wanted to
focus on homeland security professionals and consultants, law enforce-
ment officials, the intelligence community, corporate security personnel,
intelligence analysts, special agents, special investigative units, private
investigators, financial-crimes units, and broadly to corporate informa-
tion technology (IT) professionals.

To write another book I would have to draw on my experience from
a “real world” perspective—as someone who has been in the trenches
implementing and structuring the analytical and information-sharing
systems in use across a number of government programs and commer-
cial industries. There would have to be little hype or dramatization with
respect to how the systems are described and, if anything, I would have to
err on the side of being too honest about the positive and negative aspects
of what is really being done behind the closed doors of our intelligence
and law enforcement agencies.

[ thought about all the systems I have been involved with imple-
menting, the different technology companies I have worked with over
the years, and the numerous types of requirements defined by the user
communities, and determined that there was enough advancement in the
market to create a publication. Thus, I agreed to write this book, and
after a number of iterations with the publisher, we decided to title it Data
Mining for Intelligence, Fraud, & Criminal Detection: Advanced Analytics
& Information Sharing Technologies.

Even though there have been many changes in the world, a lot has
stayed the same, specifically in the context of information sharing and
data analytics. The post-9/11 era has brought about many promises of
sharing information, performing better analysis, and generally mak-
ing the world a safer place for everyone. Every organization, bureau,
agency, and corporation has fundamental analytical needs that tradi-
tionally require a significant amount of data integration and resources
to best understand the data. Whether trying to identify money launder-
ing, insider trading, insurance fraud, terrorist behavior, or other forms
of criminal activity, the analytical processes and system architectures
are very similar to each other. In fact, the types of patterns exposed in
one domain can frequently be used in another, and it is often not neces-
sary to reinvest and re-create these capabilities across different indus-
tries when a common approach can be used. This book will address
these topics in depth and review the commonalities, framework, and
infrastructures necessary to implement and deploy complex analytical
systems.
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In 2004, the Government Accountability Office (GAO) provided a
report? detailing approximately 200 government-based, data-mining
projects. In 2005, they issued a follow-up report® discussing privacy pro-
tections. These and other reports* show that there are many controls in
place to ensure the systems are documented, audited, and accountable
for the types of analytics they are delivering. What they do not state is the
overall effectiveness of these systems—successes or pitfalls. This book
will review several such systems and explain both how they function and
how they produce results, and will provide an overall review of their capa-
bilities and relative limitations (data, representation, and structure).

In addition to analytical approaches (technologies and method-
ologies), this book will also cover the topic of information sharing. Law
enforcement agencies are always looking for better ways to conduct their
investigations. On TV, shows like CSI (Crime Scene Investigation) and
NCIS (Naval Criminal Investigative Service) depict elite teams of special
investigators quickly resolving cases by accessing different high-tech
resources to analyze the evidence. With a few clicks of a button, they
search through their data archives to find the smoking gun—case solved.
Traditionally, law enforcement agencies have not been as proficient with
advanced technologies and although intriguing, these TV shows do not
reflect what occurs in the mainstream community. This book will shed
light on the current state of affairs within law enforcement, as well as
within the intelligence and commercial communities.

A significant gap exists between local- and state-level investigative
efforts of counterdrug, financial crimes, terrorism, and fraud. While
sharing a common and collective goal of combating crime, there is cur-
rently little, if any, analytical collaboration and minimal data sharing
among state and local law enforcement agencies because each organiza-
tion operates independently. Although politics, jurisdictional boundaries,
and other factors all play into how much one agency is willing to support
the sharing of its resources, many agencies embrace the ability to make
effective use of their data resources. This book will address a number of
information-sharing issues and why no large-scale capabilities are cur-
rently deployed throughout the government. It will also review several
commercial efforts that have had limited success.

2 “*Data Mining: Federal Efforts Cover a Wide Range of Uses,” U.S. Government Accountability
Office, GAO-04-548, May 2004, http://www.gao.gov/new.items/d04548.pdf.

3 “Data Mining: Agencies Have Taken Key Steps to Protect Privacy in Selected Efforts, but
Significant Compliance Issues Remain,” U.S. Government Accountability Office, GAO-05-866,
August 2005, http://www.gao.gov/new.items/d05866.pdf.

+ “Data Mining Report,” Office of the Director of National Intelligence, February 15, 2008.
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In the rapid pace of our changing world, it is difficult to keep up-to-date
with industry trends in complex fields, such as data mining, text process-
ing, crime mapping, link analysis, and other forms of advanced analytics.
Many investigators are not adequately trained in the IT field—although
this is changing as more advanced training is being provided to investiga-
tors coming up through the ranks. To better foster cooperation and data
sharing among different agencies, and to alleviate the current noncol-
laborative investigative situation, fusion centers and programs have been
proposed, are under development, or are actively operating to address
these issues. This book will dedicate a fair amount of time to discussing
how current fusion centers are really being designed and will review their
Achilles’ heel in terms of being able to meet their stated objectives.

Currently, there is very little in published literature that truly defines
real-world systems, how they are deployed, and the positive and negative
aspects of their operations. Other books only briefly touch the surface of
what is possible, or potentially can be done, leaving the reader wondering
what the true status and capabilities are in today’s high-end analytical sys-
tems. Most importantly, this book provides a significant number of exam-
ples based on real-world data, systems, and operations. Specifically, the
analytical approaches presented throughout this book are heavily based
on graph theory (e.g., connect the dots) because it holds the most promise
for understanding large quantities of discrete-valued information.

The book is organized into three parts: Part 1 provides an overview of
the main topics involved with understanding the types of data that can be
used in current analytical and information-sharing systems. This section
covers the fundamental approaches to analyzing data and clearly delin-
eates how to connect the dots among different data elements. Part 2 is
exclusively focused on providing real-world examples of how data is used,
manipulated, integrated, and interpreted. All scenarios presented in this
section are derived from operational systems. Finally, Part 3 provides an
overview of many information-sharing systems, organizations, and task
forces as well as data interchange formats. It also discusses more ideal
information-sharing and analytical architectures for use across a broad
spectrum of applications.

[ feel it is important to stress that the content, opinions, explanations,
discussions, and materials presented in this manuscript do not necessar-
ily reflect the official views of, or make endorsements for, any government
or private organization or product. The interpretations of the data, pat-
terns, and results presented herein are entirely based on my personal
observations and opinions and alternative interpretations are certainly
encouraged. Reasonable efforts have been made to present the material
in the most objective fashion possible; however, it is still derived from a
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subjective understanding and viewpoint. The accuracy of this content is
made according to the best materials publicly and readily available at the
time of research. There may be omissions or errors in the descriptions
of some systems, laws, or processes, but they do not materially affect the
concepts being conveyed to the readership. Additionally, this field is rap-
idly changing and new or updated statistics, numbers, or laws and regula-
tions may be introduced after the period of research and writing of this
book has been concluded; therefore all information should be revalidated
if it will be used for more in-depth discussion or related research.

XV
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