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1

INTRODUCTION

This book is either ambitious, brave, or reckless approaching a topic
as rapidly evolving as industrial control system (ICS) security. From
the advent of ICS-targeted malicious software such as Stuxnet to the
advanced persistent threats posed by organized crime and state-spon-
sored entities, ICS is in the crosshairs and practices and controls con-
sidered safe today may be obsolete tomorrow. Possibly more so than in
more traditional I'T security, because of the differences inherent in ICS.

We are taking a chance by addressing highly technical topic—the
security of industrial automation and process control, also known as
ICS security—from both technical and management perspectives,
and at times from a more philosophical perspective. The reason for
this approach is that a substantial amount of ad hoc and anecdotal
technical material and analysis already exist, and this material would
benefit from a broader treatment that includes business-level topics
such as business case development and compliance and, ultimately,
more effective enterprise risk management.

On the face of it, securing communications and operations in indus-
trial automation and process control offers unique challenges in that
not only do we deal with the traditional data and communications
security requirements found on any given IT network, but we also
must deal with the reality of the physics of a process in which motion
is controlled and manipulated through data-dependent systems and
computers—physical changes that can impact a system in myriad
ways. These include costly production stoppages, maintenance fail-
ures and repairs, and even hazardous releases and dangerous failures.

In some cases, the published standards and recognized and gener-
ally accepted approaches for ICS security and traditional I'T security
can appear so similar as to be superfluous; however, they are devel-
oped to serve substantially different objectives. It is these few substan-
tially different objectives that inspire this book, in which we intend
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to discuss ICS security requirements coupled with operational and
management solutions.

The overall objective of this book is to improve industrial and
enterprise risk management in this age of Internet protocol (IP) con-
vergence, recognizing that industrial systems require the balancing
of many engineering and business requirements more tightly than is
often the case in a data-centric I'T system.

Where This Book Starts and Stops

The mark of a mature technical discipline is when discussion around
operational details and nuances is balanced by discussion of management
strategies and tactics: how to get the best results from the technology at
the granular, device level, and how to coordinate and consolidate entire
systems into an efficient whole. Evidence of a mature practice manifests
when even the most complex technical and engineering subjects can be
expressed in a meaningful way at any level of an organization so that risk
impacts and mitigations can be clearly communicated at all levels.

Evidence of an immature discipline is readily apparent in incon-
sistent practices, dependence on “experts and qualitative measures”
and a solid dose of faith in what the experts provide in order to gain a
comfort factor of risk reduction to business operations.

'The domain of ICS has been expanding rapidly with security solu-
tions and solutions vendors relative to the evidence of threats specifically
against process control assets. However, compared to the related field of
I'T security, there is still a relatively small amount of management-level
guidance available for the operational managers developing business
cases, risk managers performing assessments, or auditors seeking con-
text against which to evaluate the adequacy and balance of controls and
safeguards relative to risks. This book is intended in part to address the
imbalance between technical details and information about ICS secu-
rity and management-level guidance specific to process control security.

By management-level guidance we mean information that can
be consumed by those trying to balance the business requirements
of risk reduction, production, and operational budgets into an
effective blended strategy: how much risk can you treat versus how
much risk can you transfer versus risk you can accept. This balance
between treatment, transfer, and acceptance is fundamental to overall
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risk management and does not require deep technical knowledge.
Technical knowledge and information is an important input to this
process, and as such we refer the reader to the many technical publica-
tions related to ICS security—from vendor white papers to National
Institute of Standards and Technology (NIST) and International
Organization for Standardization (ISO) standards.

'This book is not about process control security architectures. Where
it is useful to reference or provide security architectures we will do so,
but we will reference prior work in this area such as that from NIST
800-53 revision 2, “Recommended Security Controls for Federal
Information System,” and 800-82, “Guide to Industrial Control System
(ICS) Security,” ISA-99 Industrial Automation and Control Systems
Security Standard, and the UK National Security Advice Centre.!

This book is not an attempt to catalog known vulnerabilities or
specific attacks and malware, such as Stuxnet, associated with pro-
cess control systems. Such an attempt would be futile because such
a list would be obsolete long before this book got off the editor’s
desk and into print. For information about some of the latest pro-
cess control vulnerabilities, the reader is directed to sources such as
the Computer Emergency Response Team? or the Process Control
System Forum.? While these subjects are referenced, there are plenty
of resources available that will discuss technical vulnerabilities.
Rather, this text deals with the processes and disciplines required to
proactively seek, understand, and address such vulnerabilities, and
also with looking at the industrial processes in a new way: under-
standing how unintentional and intentional actions can result in sys-
temic faults and failures that could impact safe and reliable operations
in today’s modern industrial processes. It is in these areas of failure
analysis that we often find opportunities for failures on a day-to-day
basis that go largely unnoticed. Until something anomalous occurs.
Understanding these possible failure modes and process hazards is
the first step in designing a more robust system that resists faults and
helps ensure continued operation of mission-critical systems.

Our Audience

We intend to satisfy a wide range of readers in this book; this is where
we become most ambitious.
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For the I'T or ICS security novice there will be plenty of useful back-
ground data about the world of ICS and, more importantly, context.
Context about the various forms of process control, how they relate to
each other, and how they relate to I'T systems that might be covered by
the same job description, if not residing on the same networks!

For the people dealing with ICS and security on a day-in day-out
basis, this book will provide a broad framework for understanding and
addressing both technical and business requirements. This book will pro-
vide some granular detail but is not intended as a how-to model for hard-
ening process control systems in a step-by-step manner. It will, however,
provide many useful insights and guidance on how to assess and man-
age threats and risks facing ICS, and how to communicate the business
case rationale to obtain the resources to address these threats and risks.
"The material covered in this book is not specific to any particular indus-
try or ICS; it has been specifically authored to help practitioners from
any industrial sector, whether they are supporting a legacy system with
proprietary protocols and networks migrating to IP, or the latest IPv6
technologies (see Chapter 5 for more on this topic specifically).

'The rise of Ethernet usage on the shop floor and the continued need
for information visibility throughout the entire enterprise drive ever-
increasing convergence between the I'T networks and ICS networks.
For the experienced IT security guru, this book will provide a good
introduction to “the other I'T”: industrial control systems, often known
by related terms such as supervisory control and data acquisition
(SCADA) and distributed control systems (DCS), to name a couple.

This soup of acronyms can create a confusing picture and barriers
to understanding. ICS, SCADA, DCS, and so forth, are ubiquitous
terms that must be understood by I'T types. Each term has a different
implication for technical architecture, usage, and potential threats,
risks, and hazards.

Previously, these industrial environments were disconnected and
“closed” due to communications incompatibility with Ethernet and
other common local area network (LAN) protocols and the ICS pro-
tocols such as Modbus, Profibus, ControlNet, DeviceNet, and more.
Today, these protocols are often entirely converged with IT systems
on Ethernet and IP networks combining the infrastructures and
allowing seamless integration across various layer 1 physical media
types (copper, fiber, wireless) and communications protocols.
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For auditors of I'T systems, this book will be a source of baseline
data about controls and safeguards that might be found in the ICS
environments as they migrate from analogue to digital and especially
IP-based networks.

Forensics practitioners and accident investigators may find util-
ity in this book due to the observations and recommendations made
related to safety systems versus ICS, and the manner in which threats
and risks might be assessed and ultimately prioritized. We would not
presume to indicate any fault or blame associated with threat and risk
management methodologies different from those in this book; how-
ever, the information, methodologies, controls, and safeguards men-
tioned in this book should be at least partially represented in most
comprehensive ICS security practices.

ICS engineers may find valuable information about how to relate
IT security issues to a more familiar view of generally accepted ICS
best practices and disciplines such as process safety, efficiency, qual-
ity management, and performance management. This book will also
assist ICS engineers in the determination of process hazards, mitiga-
tion of safety risks, and implementation of engineered safeguards to
avoid dangerous failures or impacts to production and supply chain
operations.

In places like the United States, regulators and legislators have
shown forbearance when it comes to setting standards for process con-
trols, even around the most sensitive infrastructures. For instance, the
Federal Energy Regulatory Commission (FERC)* allows the indus-
try-lead North American Electricity Reliability Council (NERC)® to
establish security standards for the industry, even though the stan-
dards were essentially first approved by FERC before being deemed
mandatory for NERC members. NERC is actually a North American
organization, including energy suppliers in Canada; so the U.S.
FERC has pretty much legislated for other countries at the same time.
Other jurisdictions like the European Union appear to be headed in
a similar direction. At the time of the writing of this book, consider-
able additional regulatory and legislative efforts are moving forward,
including recommended practices and requirements from the Nuclear
Regulatory Commission® and the Chemical Facility Anti-Terrorism
Standards defined in 6 CFR 27, Appendix A.” These and similar
efforts continue to develop throughout the world’s governments as the
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need to protect critical infrastructure becomes increasingly clear. This
book aspires to contribute to those discussions about ICS security.

What Is an Industrial Control System?

Process control system (PCS), distributed control system (DCS),
and supervisory control and data acquisition (SCADA) are names
frequently applied to the systems that control, monitor, and manage
large production systems. The systems are often in critical infrastruc-
tures industries, such as electric power generators, transportation
systems, dams, chemical facilities, petrochemical operations, pipe-
lines, and others, giving the security of PCS, DCS, and SCADA
systems evaluated importance in the increasingly networked world
we live in.

SCADA especially is a term that has fairly recently been depre-
cated. In 2002 the International Society of Automation (ISA) started
work on security standards for what it called industrial automation
and control systems (IACS), under the aegis of its 99 standard.

IACS included SCADA services and reflected the wider and
broader industrial infrastructures that were based on IP and inter-
taced with I'T systems. IACS was further shortened in 2006 when
the Department of Homeland Security (DHS) published Mitigations
Jfor Vulnerabilities Found in Control System (CS) Networks. Finally, in
2008, the National Institute of Standards and Technology applied
the current compromise name, industry control systems (ICS), in its
landmark publication of NIST 800-82: Guide to Industrial Control
System Security.

In this chapter we will distinguish between PCS, DCS, and
SCADA systems as a matter of formal detail, but for the most part
we intend all three systems when using the term industrial control sys-
tems (ICS): as a preliminary summary, ICS gathers information from
a variety of endpoint devices about the current status of a production
process, which may be fully or partially automated. Historians, typical
I'T systems within process control environments, gather information
concerning the production process. PCS, DCS, SCADA, and so
forth, read values and interact based upon automated logic alarms and
events requiring operators interaction, or report automated system
state changes.
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A process control system allows operators to make control decisions,
which might then be relayed upstream, downstream, or to parallel
processes for execution by the same system. These systems could be
within the four walls of one building, or could be spread throughout a
potentially massive geographical region (in the case for items such as
pipelines, power distribution, water and wastewater management.) For
example, an ICS might gather information from endpoint devices that
allow operators to assess that a leak may have opened in a pipeline.
The system aggregates this information at a central site, which (hope-
fully) contains intelligence and analytics alerting a control station and
operators that the leak has occurred. Operators then carry out neces-
sary analysis to determine if and how the leak may impact operations,
safety, and regulations (environmental, health, and safety).

ICS displays the information gathered from endpoint devices in
a logical and organized fashion, and keeps a history of the param-
eters received from the endpoint device. If the leak under investiga-
tion required that pressure in the pipeline be reduced or even that the
pipeline be shut down, then these operational instructions may be
issued from the control station through the ICS. Another possibility
is that the ICS is intended for monitoring but not active interven-
tion, in which case the operators would dispatch maintenance teams
according to the coordinates provided by the process control system.

This example starts to reveal the fact that control systems can be
relatively simple or incredibly complex. More often than not, the sys-
tems are more complex than is readily apparent on the surface, which
in part distinguishes them from IT systems. For instance, where the
traditional I'T space deals with a fairly limited set of operating sys-
tems, communications protocols, and Open System Interconnection
(OSI) model layer 1 (physical) and layer 2 (data link) device vendors
(as illustrated in Figure 1.3), a typical process environment can repre-
sent hundreds of devices from different vendors with different specifi-
cations, protocols, and physical deployment requirements.

Systems may be solely intended for the purpose of collecting,
displaying, and archiving information from endpoint devices. For
instance, urban traffic low information from various intersections
around a large city is used for both day-to-day governance and long-
term urban planning. Alternately, ICS in a nuclear power plant or a
municipal water system may have the ability to apply either automatic,



