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Preface

In recent years, crimes against business have become a growing
force in this country, costing billions of dollars annually. These costs
to business are inevitably passed on through the system to the con-
sumer.

For more than 70 years, the Better Business Bureau system has
been in the forefront of the battle to promote fair competition and
protect consumers from dishonesty in the marketplace. With the sup-
port of ethical business, it has successfully promoted the concept
that business self-regulation not only will alleviate the need for gov-
ernment intervention, but also will yield better returns than practices
that deceive or defraud the public.

In keeping with its basic mission to protect the consumer and
maintain an orderly marketplace, the Council of Better Business Bu-
reaus and its affiliated Bureaus have joined together to produce this
book. Its primary purpose is to help concerned businesses to combat
the more common schemes that prey upon the unwary employee,
manager, or owner.

In making the information contained herein available to the
thousands of businesses that support the Bureau system, the Council
hopes that it has contributed toward maintaining an orderly market-
place—to the benefit of buyer and seller alike.

William H. Tankersley
President
Council of Better Business Bureaus
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Introduction

One of the fastest growing, most lucrative industries in America today
is crime against business.

Through the 1980s and 1990s, the dollar value of cash, mer-
chandise, and information obtained through employee theft, com-
puter fraud, office supply schemes, bribes, kickbacks, credit card
fraud, and related crimes will far outpace that earned in such highly
touted, high-tech industries as aerospace, computers, and bioengi-
neering. Surprisingly, knowledgeable crime watchers predict that for
the most part this accelerating crime wave will comprise not such
familiar, well-publicized crimes as robbery and shoplifting, but rather
“white-collar’” crimes and a whole new class of schemes and frauds
perpetrated both within and outside targeted businesses.

Consider the following facts:

e |n the early 1980s, an average of 20,000 credit card crimes are
committed every day, according to the Committee of Banking, Fi-
nance and Urban Affairs of the U.S. Congress.

e Foreign product counterfeiting was responsible for the loss of over
130,000 U.S. jobs in 1982, reports the International Trade Com-
mission.

e One-fifth of the investigative staff of the Federal Bureau of Investi-
gation (FBI) in 1982 was targeted exclusively at detecting fraud
and white-collar crime. The result: nearly 4,000 convictions and an
estimated $2.6 billion in crime prevented.

e The combined losses due to shoplifting and internal pilferage by
employees add up to 15 percent of retail prices, estimates the U.S.
Department of Commerce.
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INTRODUCTION

The National Office Products Association cites annual losses of
$50 million to businesses due to office supply schemes, but notes
the actual figure may be even higher.

In the bank credit card industry alone, losses due to the fraudulent
use of credit cards rose from about $11 million in 1972 to over
$125 million a decade later—over a 1,000 percent increase.

Computer crimes perpetrated in a scant 0.0003 second (3 milli-
seconds) have netted these specialized criminals millions of
dollars.

Insurance fraud results in annual losses of $4 billion, a:figure re-
ported to be spiraling upward.

White-collar crime losses total $40 billion a year, reports the FBI.

1976 1977 1978 1979 1980 1981 1982
Fiscal Years

Prepared by U.S. Department of Justice, Federal Bureau of Investigation

The BBB Works with Business

During more than 70 years of operation, the Council of Better Busi-
ness Bureaus and its network of local BBBs have documented thou-
sands of cases in which businesses have suffered at the hands of
con artists and schemers. The victims include a wide variety of busi-
nesses, from neighborhood ‘“mom and pop’’ stores to multi-national
conglomerates.
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INTRODUCTION

You Are Not Defenseless

The stereotypical armed bandit is becoming of almost secondary
concern as, increasingly, culprits turn out to be trusted employees,
family members, or friends. This phenomenon demands a whole new
manner of vigilance.

A little knowledge is a very useful thing when it comes to recog-
nizing and foiling a fraud, scheme, or theft. While there are no fool-
proof solutions to the serious crime problems discussed in this book,
you can keep losses to a minimum by knowing and applying these
four basic principles.

e Be aware of your crime losses.

® Apply risk management techniques to prevent crimes before they
occur.

e Train employees at all levels in crime prevention.

e Report all illegal activities to the appropriate law enforcement au-
thorities.

This book describes how various schemes work, how you can de-
fend your business against con artists and schemers, and what legal
recourses to use if you are victimized. Although there are areas in
which the nature of operation of the various types of schemes over-
laps, we have divided the white-collar crimes commonly committed
against business into three categories. Section | deals with
““Schemes Against Business,” including office supply schemes,
phony invoice schemes, charity schemes, loan broker fraud, bank-
ruptcy fraud, and business opportunity schemes. Section II, “‘Exter-
nal Crime,” covers product counterfeiting, crimes practiced on
cashiers, shoplifting, credit card fraud, check fraud, coupon fraud,
and cargo theft. Section Il addresses some of the fastest growing
and most damaging types of business crimes—"‘Internal Crime.”
This section covers embezzlement and pilferage; bribery, kickbacks,
and payoffs; insurance fraud; and computer crimes.

A book could be written on each of the topics covered. But we
feel that it is most important for every businessperson to acquire a
basic understanding of the most prevalent forms of the crimes that
threaten their businesses. That knowledge is the first important step
in learning how to stop, or at least reduce the risk of, crime against
business.

Figuratively Speaking

In an effort to indicate the extent of losses sustained by the business
community due to crimes directed against it, we have contacted nu-
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INTRODUCTION

merous government agencies, business organizations and associ-
ations, law enforcement officials, and private monitoring groups.
Nearly all of these groups caution that it is virtually impossible to
compile totally accurate statistics in this area, the main barrier being
the frequent non-reportage of crimes against business. The National
Institute of Justice points out that some businesspeople who become
aware that they are victims of such crimes as internal theft and fraud
resolve these problems internally, never making their losses public;
others write them off as an inevitable cost of doing business. Embar-
rassment also may discourage the reporting of crimes to public agen-
cies or business groups. And, of course, there are the crimes that are
never detected, often because businesspeople have not been trained
to recognize the tell-tale signs. For whatever reason, many crimes
against business never become part of official estimates, making
many statistics little more than educated guesses. The figures we cite
constitute the ‘‘best guesses’ of a host of individuals and organiza-
tions, but the reader should be aware that even among the experts,
figures often vary widely.

The Role of the BBB

Our goal is to help you avoid becoming a victim of the kinds of crime
covered in this book. A special section in each chapter details your
legal recourses and the appropriate agencies to contact if you are
victimized, and Appendix A provides addresses and phone numbers
for the agencies cited.

We urge you also to contact your local Better Business Bureau.
Appendix B provides addresses and phone numbers for the 165 local
BBBs in the U.S.

Local Bureaus assist businesses and consumers through:

O Pertinent information. Each local Bureau keeps files on large
numbers of firms and organizations in its service area. BBBs pro-
vide such basic information as how long a firm has been in busi-
ness, whether or not customers or other businesses have filed
complaints, and the nature of complaints and the manner in
which the firm resolved them. BBBs can also provide factual infor-
mation on local and national charitable organizations: We provide
the facts; you draw your own conclusions.

[0 Complaint handling. Acting as impartial third parties, BBBs ac-
tively work for mutually acceptable solutions to disputes between
businesses, and between consumers and businesses.

[0 Checks on advertising claims. BBBs regularly monitor advertise-
ments and investigate misleading or inaccurate claims. In addi-
tion, the Bureaus handle complaints from businesses concerning
competitors’ advertising.
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INTRODUCTION

O Standards development. Working with industry and business
groups, the BBB develops voluntary advertising codes and stan-
dards.

How You Can Help

We hope that readers will bring to our attention schemes against
business that are not covered in this book, as well as unusual vari-
ations of the crimes outlined in these pages. Only by working with
you can we continue to assist you and your business colleagues in
combatting our common enemy, crime against business. Please di-
rect your comments to:

Public Information Department

Council of Better Business Bureaus

1515 Wilson Boulevard

Arlington, VA 22209
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