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Dedications
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on to dedicate my second book to my son, and now I have a beautiful daughter who
deserves a dedication too (and whose arrival, incidentally, actually delayed the release of
this edition by a couple of months).

So, the question becomes: Are dedications—as their definition implies—exclusive to a
given book? Or can these be edition-specific? Or perhaps the more important question
is: Do I really think it wise to get into a debate over semantics with my wife, who has a
double-major in both English and philosophy?

So I'll play the political game and try to weakly rationalize a compromise: The first edi-
tion of this book was dedicated to Lella. The second will be to Lella 2.0, or as she’s more
commonly known, Isla.

Besides, I've already witnessed how much my daughter values my books. For example,
over the past few months, she’s had two copies of my previous book under her crib,
slightly elevating one end to alleviate nighttime gas. Since she wakes up happy and smil-
ing every morning, I'll infer from this her appreciation of the practical benefits of my
work. Furthermore, she’s always ready to gnaw and drool on my books until they’re nice
and soggy, and since pure happiness is expressed during the process, I'll attribute this to
her esteem of the quality of the authorship.

And so, to my beautiful little girl, I wish to dedicate to you this work. I really don’t
know how I ever managed to finish it, seeing as how little you let me sleep over the past
few months! I know you’ll probably never read it, but that’s not the point. I just want
you to know you were always on my mind and made working on it virtually impossible!
And I'm so very happy it's all done with now, so that I can spend more time playing with
you and letting you continue wrapping me tightly around your tiny little finger!
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This book is for you.
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Introduction

“Aren’t we done with QoS yet?”

That's a question I get from time-to-time, which I like to answer along the lines of “As
soon as we're done with availability and security, we’ll be done with QoS also.”

What I'm trying to express—although cheekily—is that although QoS has been around
for a while, it is a foundational network infrastructure technology (the same as high-
availability technologies and security technologies). And these foundational technologies
will always prove to be integral components of any networking system, being present at
the platform level, at the place in-the network (PIN) level and ultimately at the end-to-
end network level.

Furthermore, such foundational network technologies are constantly evolving and
expanding to meet new business and technical requirements. Such has been the case with
QoS since the first edition of this work was published nearly 10 years ago.

For example, consider just one QoS-dependent application: video.

In 2004, there were really only two flavors of video traversing most enterprise net-
works: streaming video (unidirectional flows that benefited from both network- and
application-level buffering to offset variations in transmission delays) and video confer-
encing (bidirectional 384-Kbps or 768-Kbps streams between dedicated hardware-based
systems). So, we went into our massive Cisco Validation Labs in Research Triangle Park
in North Carolina and hammered out best-practice designs to accommodate these two
categories of video. We were done, right?

Wrong.

In the years that followed, codec and hardware advances made video production more
cost-efficient and accessible, such that today nearly everyone with a smartphone has the
ability to shoot high-definition video anytime and anywhere. Similarly, with the advent
of social networking websites, video sharing and distribution suddenly became pos-
sible by anyone, anywhere (and that on a global scale!). Finally, video consumption also
became possible anytime, anywhere, and on any device—thanks to advances in hardware
and in wireless networking technologies.

That being the case, video is now the most dominant type of network traffic on the
Internet and is expected to reach 90 percent within in a few years. Furthermore, there
are many new forms and variations of video traffic, such as TelePresence, IP video
surveillance, desktop video, and digital signage (just to name a few). And each of these
types of video has unique service level requirements that must be met to ensure a high
quality of experience by the end user. And thus, we circle back to QoS, which represents
the enabling technologies to provide this quality of experience.

And that’s just one application.

Advances in areas of data center and cloud networking, in addition to wireless network-
ing, all have had corresponding impacts on QoS network designs.
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Hence, a new edition of this book.

Another reason behind this second edition is to reflect the evolution of industry stan-
dards relating to QoS. Cisco has long advocated following industry standards and rec-
ommendations whenever deploying QoS, because this simplifies QoS designs, extends
QoS policies beyond an administrative domain, and improves QoS policy effectiveness
between administrative domains. Therefore, new standards, RFCs, and proposals have
had—and will continue to have—a major impact on current and future strategic QoS
designs.

A third key reason behind this new edition is that every network platform detailed in the
original book has been replaced or significantly upgraded. So, the latest platforms (at the
time of this writing) have been featured in this second version, with over a dozen Cisco
product families being represented. In fact, nearly every design chapter features a differ-
ent Cisco platform that suits the role being discussed, whether the role is a data center
virtual switch, a branch router, a wireless LAN controller, a campus distribution switch, a
WAN aggregator, a service provider core router, or so on.

And finally, QoS is a comprehensive and complex subject, one that entails a significant
amount of fundamental technological concepts as well as platform-specific implementa-
tion detail. Therefore, it is often valuable for network administrators to have a single
common reference on the subject, such as this book, which overviews all the relevant
tools, presents various end-to-end strategies, and details platform-specific design recom-
mendations for every major shipping Cisco platform.

And no, we’re not done with QoS yet!

Objectives of This Book

The main objective of this book is to present—in a comprehensive and cohesive
manner—the many aspects of quality of service design, including an overview of the
tools, strategic and tactical design recommendations, and platform-specific configuration
details. Therefore, novice to advanced network administrators alike can benefit from this
volume as a single handy reference on this topic.

In addition, this exercise has produced multiple platform-specific configurations that can
be viewed as QoS templates. As such, these templates can be considered roughly 80 per-
cent of a generic enterprise or service provider QoS solution (borrowing from Pareto’s
80/20 rule), to which another 20 percent of customizing and tailoring can be done to
reach a final customer-specific solution. Considerations and rationales behind the pre-
sented designs are all explained so that administrators are fully informed of the rationale
behind the designs and therefore can confidently modify these to meet their own spe-
cific requirements and constraints.

A key approach that we've used throughout this configuration-rich book is to incorpo-
rate inline explanations of configurations. In this way, QoS-relevant commands are high-
lighted and detailed line-by-line to explicate the function of each element and clarify
how these parts make up the solution as a whole.
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To complement these line-by-line design recommendations, related verification com-
mands are also incorporated. These verification commands are presented in context

with the design examples, with specific details of what-to-look-for being highlighted

and explained. These verification examples are therefore significantly richer in relevance
than most such examples presented in hardware/software documentation, and they allow
network administrators to confirm quickly whether the recommended designs have been
deployed correctly.

Finally, each design section has a case study chapter at the end that ties together many
of the strategic principles, tactical recommendations, and platform-specific consider-
ations that have been presented within the section. These case studies illustrate how to
take generic and abstract design concepts and mold them to meet specific customer
requirements. These case studies are indicative of what can be expected in real-life pro-
duction environments. Each of these case study examples spans multiple devices, thus
highlighting critical interrelationships. Furthermore, all case study chapters form respec-
tive parts of a single integrated end-to-end QoS network design.

Who Should Read This Book?

The primary reader of this book is the network administrator tasked with deploying QoS
technologies. By extension, this group may also include other related IT professionals,
such as systems administrators, audio/video specialists, VoIP specialists, and operations
staff.

In addition, some readers may include technical decision makers tasked with evaluating
the strategy and feasibility of QoS deployments, in addition to the drafting of imple-
mentation plans and phases toward these goals.

Yet another group of readers includes system engineers, partners, trainers, and other
networking professionals who need to ramp-up technically on QoS technologies and
designs, both for practical deployment purposes and to achieve various Cisco certifica-
tions.

Prerequisites are minimal, as the opening section of this book covers QoS technologies
in high-to-mid-level technical detail, including protocols, tools, and relevant standards.
In addition, each chapter includes extensive references for Additional Reading for more
detailed information for readers unfamiliar with specific concepts discussed.

Because the content of the book ranges from a high level to a very low level of technical
detail, it is suitable for a wide range of audiences, from intermediate to expert.

How This Book Is Organized

This book is organized into 39 chapters distributed across 8 parts, and includes 2 appen-
dixes. Although this book can be read cover to cover, this organization allows readers to
easily identify chapters of direct interest, thus facilitating the use of this book as a handy
reference work. The eight parts of this book are described below:
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Part I, “QoS Design Overview,” introduces readers to QoS technologies, presenting a
brief history and an architectural framework for these tools. Following this, groups of
QoS tools are overviewed, including classification and marking tools, policing and shap-
ing tools, queuing and dropping tools, bandwidth-reservation tools, and advanced tools
like Medianet and application visibility and control.

Part II, “QoS Design Strategies,” breaks away from a purely technical discussion to take
a higher-level view of how business requirements drive QoS design. Application service-
level requirements are analyzed, as are strategic QoS design best practices. This section
concludes with the first case study chapter, illustrating the considerations that factor
into defining an end-to-end QoS design strategy.

Part III, “Campus QoS Design,” begins the exercise applying strategic QoS models to a
tactical place in the network (PIN), which in this case is the enterprise campus. Campus-
specific design considerations and recommendations are discussed at length, and sub-
sequent chapters specialize in design recommendations for the access, distribution, and
core layers of the campus network. A campus QoS design case study chapter completes
the section.

Part IV, “Wireless LAN QoS Design,” applies the strategic QoS models to the enter-
prise wireless LAN. Because WiFi is a unique media, as compared to the rest of the
network, additional concepts need to be covered to explain how QoS can be achieved
over-the-air. These considerations include the introduction of the Enhanced Distributed
Coordination Function as well as IEEE 802.11e/Wireless Multimedia QoS. Following
this, QoS design chapters address both the centralized wireless LAN controller deploy-
ment model and the new wired-and-wireless converged access deployment model. The
section finishes with a WLAN QoS design case study.

Part V, “Data Center QoS Design,” continues the application of QoS strategies, but this
time to the data center network. Because of the convergence of storage-area networks
and local-area networks within the data center, certain protocols require a completely
lossless service that traditional QoS tools cannot guarantee. Therefore, data center-
specific QoS tools are discussed, including the data center bridging toolset, which can
be leveraged to guarantee such a lossless service. Following this, QoS design chapters
address the virtual access layer, access and aggregation layers, and the core layer of data
center networks. This part closes with a data center QoS design case study.

Part VI, “WAN and Branch QoS Design,” expands the scope of discussion beyond the
local area and applies strategic QoS principles to the wide-area network. QoS designs are
presented for both WAN aggregation routers and for branch routers. This part ends with
a WAN QoS design case study.

Part VII, “MPLS VPN QoS Design,” continues the wide-area discussion but addresses
QoS strategies for MPLS VPN networks, taking the perspectives of both the enterprise
customer and the service provider into account in the end-to-end design. Design chap-
ters are presented for the enterprise customer-edge router, the provider-edge router and
the provider core routers. This section finishes with a case study on MPLS VPN QoS
design.
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Part VIII, “IPsec QoS Design,” concludes the discussion by applying strategic QoS prin-
ciples to IPsec VPNs. QoS designs are detailed for both Dynamic Multipoint VPNs and
Group Encrypted Transport VPNs.

An overview on each of the 39 chapters (and the 2 appendixes) follows.

Chapter 1, “Introduction and Brief History of QoS and QoE”: Provides a brief
history lesson on quality of service and quality of experience evolution, introducing
fundamental QoS concepts, standards, and the evolutionary changes necessitating a
second edition of this book.

Chapter 2, “I0S-Based QoS Architectural Framework and Syntax Structure”:
Overviews how QoS tools interrelate, and introduces Cisco’s [OS-based Modular
QoS command-line interface (MQC), the common syntax structure for configuring
QoS across most Cisco platforms.

Chapter 3, “Classification and Marking Tools™: Describes the various classification
options for distinguishing one packet from another, which is the requisite first step
in providing differentiated services. Also discussed are various marking options so
that packets do not have to be reclassified at every network node.

Chapter 4, “Policing, Shaping, and Markdown Tools™: Discusses various tools
that can be used to meter and regulate packet flows, including policers (which drop
excess traffic), shapers (which delay excess traffic) and markers (which re-mark
excess traffic).

Chapter 5, “Congestion Management and Avoidance Tools”: Considers options on
how to deal with bottlenecks in the network, by addressing both queuing tools (to
determine which packets get priority or preferential treatment during congestion),
and early-dropping tools (to reduce the probability of congestion). ‘

Chapter 6, “Bandwidth-Reservation Tools”: Introduces the concepts of bandwidth
reservations and endpoint/infrastructure signaling to communicate how and when
such reservations are to be made.

Chapter 7, “QoS in IPv6 Networks”: Examines [Pv6 packet formats, classification
and marking options, and how QoS tools are to be configured in IPv6 networks or
in mixed IPv4 and IPv6 networks.

Chapter 8, “Medianet™: Gives a brief overview of the Medianet architecture, with
particular focus on the aspects of Medianet specific to QoS configuration and mon-
itoring.

Chapter 9, “Application Visibility and Control”: Presents deep packet inspection
technologies for application identification, classification, and monitoring and how
these can be used within the network.

Chapter 10, “Business and Application QoS Requirements™: Examines current
business trends impacting QoS designs and various application-class QoS require-
ments.



