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2 Chapter 1 ¢ Introduction to Web Application Hacking

Introduction

What is hacking? To me, the act of hacking is the tinkering, studying, analyzing, learning,
exploring and experimenting. Not just computers, but anything. One of the great outcomes
of this activity is discovering ways to make the object of your attention bend to your will for
your benefit, under your control. An accountant who discovers a new tax loophole can be
considered a hacker. Through out time tinkerers, thinkers, scholars and scientists who created
things like the wheel, lever and fulcrum, capacitor, inductor, polio vaccine, the light bulb,
batteries, phone, radio, air plane, and of course the computer, in a sense, were all hackers.

All of the individuals behind most every great invention had a relentless pursuit to bend the
will of whatever force they could leverage to a desired outcome. Very few innovations were
created by accident, and even if the result of an accident was the inspiration, a great degree
of tinkering, studying, analyzing, learning, exploring and experimenting was most certainly
necessary to obtain or perfect the desired goal. Most great innovations came from an almost
unnatural amount of tinkering, studying, analyzing, learning, exploring and tinkering... or
hacking. The act of hacking when applied to computer security typically results in making
the object of your desire (in this case, usually a computer) bend to your will. The act of
hacking when applied to computers, just like anything else, requires tenacity, intense focus,
attention to detail, keen observation, and the ability to cross reference a great deal of information,
oh and thinking “outside of the box” definitely helps.

In this book, we aim to describe how to make a computer bend to your will by finding
and exploiting vulnerabilities specifically in Web Applications. We will describe common
security issues in web applications, tell you how to find them, describe how to exploit them,
and then tell you how to fix them. We will also cover, how and why some hackers (the bad
guys) will try to exploit these vulnerabilities to achieve their own end. We will also try to
explain how to detect if hackers are actively trying to exploit vulnerabilities in your own
web applications.

In this book the examples will being teaching how to find vulnerabilities using “Black
Box” methods (where the user does not have the source code, documentation or web server
logs for the application). Once the black box methods have been described, source code and

- audit trail methods of discovering vulnerabilities will also be mentioned.

It should also be noted that it is not possible to document every possible scenario you
will run into and fit all of that information into one moderately sized book, but we will try
to be as broad and encompassing as possible. Also this book more aims to teach the reader
how to fish by defining a methodology of web application hacking and then describes how
to find common vulnerabilities using those methodelogies.

To begin our lessons in web application hacking it is important that you (the reader) are
familiar with what a web application is and how one works. In this chapter, the next few
sections describe how a web application works and the later sections in this chapter describe
web hacking methodologies.
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Web Application Architecture Components

Basically a web application is broken up into several components. These components are a
web server, the application content that resides on the web server, and typically there a backend
data store that the application accesses and interfaces with. This is a description of a very
basic application. Most of the examples in this book will be based on this model. No matter
how complex a Web application architecture is, i.e. if there is a high availability reverse proxy
architecture with replicated databases on the backend, application firewalls, etc., the basic
components are the same.

The following components makeup the web application architecture:

®  The Web Server
®  The Application Content

B The Datastore

The Web Server

The Web Server is a service that runs on the computer the serves up web content. This service
typically listens on port 80 (http) or port 443 (https), although often times web servers will
run on non standard ports. Microsoft’s Internet Information Server and Apache are examples
of web servers. It should be noted that sometimes there will be a “middleware” server, or
web applications that will access other web or network applications, and we will discuss
middleware servers in future chapters.

Most web servers communicate using the Hyper Text Transfer Protocol (HTTP) context
and requests are prefixed with “http://”. For more information about HTTP please refer to
RFC 2616 (HTTP 1.1 Specification) and RFC 1945 (HTTP 1.0 Specification).

Ideally web applications will run on Secure Socket Layer (SSL) web servers. These will
be accessed using the Hyper Text Transfer Protocol Secure (HTTPS) context and requests
will be prefixed with “https://”. For more information about HTTP please refer to RFC
2818 (HTTP Over TLS Specification). (We’ll cover hardening a Web server in Chapter 7.)

The Application Content

The Application Content is an interactive program that takes web requests and uses
parameters sent by the web browser, to perform certain functions. The Application
Content resides on the web server. Application Content is not static content but rather
programming logic content, or content that will perform different actions based on
parameters sent from the client. The way the programs are executed or interpreted vary
greatly. For example with PHP an interpreter is embedded in the web server binary, and
interactive PHP scripts are then interpreted by the web server itself. With a Common
Gateway Interface (CGI) a program resides in a special directory of the web server and
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