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Pretace

In olden times {well, before 1970) number theory had the reputation as the purest part of
mathematics. It was studied for its long and rich history, its wealth of easily accessible
and fascinating questions, and its intellectual appeal. But, in the past few years, people
have looked at number theory in a new way. Today, people study number theory both
for the traditional reasons and for the compelling reason that number theory has become
essential for cryptography. The first edition of this book was the first text to integrate the
modern applications of elementary number theory with traditional topics. This fourth
edition builds on the basic approach of the original text. No other number theory text
presents elementary number theory and its applications in as thoughtful a fashion as
this book does. Instructors will be pleasantly surprised to see how modern applications
can be seamlessly woven into their number theory course when they use this text.

This book is designed as a text for an undergraduate number theory course at any
level. No formal prerequisites are needed for most of the material, other than some
level of mathematical maturity. This book is aiso designed to be a useful supplement
for computer science courses and as a number theory primer for people interested in
learning about new developments in number theory and cryptography.

This fourth edition has been designed to preserve the strengths of previous editions
while providing substantial enhancements and improvements. Instructors familiar with
previous editions will be comfortable with this new edition. Those examining this book
for the first time will see a text suitable for the new millennium, integrating gems of
number theory dating back thousands of years with developments less than ten years
old. Those familiar with previous editions will fird that this book has become more
flexible, easier to each from, and more interesting and compelling. They will also find
that additional emphasis has also been placed on the historical context of results and on
the experimental side of number theory.
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CHANGES IN THE FOURTH EDITION

Extensive enhancements have been made to the third edition of this text to produce this
new and improved fourth edition. Many changes have been made at the request of users
and reviewers. The fourth edition should be easier to teach from, easier to read, and

more effective in conveying both the beauty and utility of number theory. Noteworthy
changes include:

* A more flexible initial set of chapters

The initial chapter has been streamlined. Material covered in this chapter has been
reorganized. Coverage of axioms for the integers and the binommial theorem, previously
in Chapter 1, is now in the Appendix. Coverage of integer representations and integer
operations and their complexity is now presented in a separate chapter (Chapter 2}.
Primes and greatest common divisors are covered in Chapter 3: previously primes were
introduced in Chapter 1.

* Chapter introductions

Each chapter now begins with an introduction describing what the chapter covers and
why this material is important. These introductions are designed to provide perspective
to students.

» Updated and expanded coverage of cryptography

The chapter on cryptology has been revised and updated. Expanded coverage of block
ciphers and new coverage of stream ciphers is provided. In particular, Vernam and
autokey ciphers are covered and a discussion of the DES cryptosystem is included. The
material in this chapter has been reorganized so that material related to cryptographic
protocols is now in a separate section. The ElGamal cryptosystem is now covered (in
Chapter 10). Cryptographic terminology has also been updated.

» Up-to-date discoveries

The latest discoveries in number theory have been reflected in the text, including theo-
retical discoveries such as the fact that Andrew Wiles has proved Fermat's last theorem.
Also, computational discoveries, such as the six new Mersenne primes discovered since
the third edition was published. are described throughout the text. Web links are pro-
vided where updates to discoveries made subsequent to the publication of, and reprint-
ing of, this book can be found

+« Web resources

You can access the Web site for this book by visiting the Addison Wesley Longman
site at www.awlonline.com/rosen. It includes links for sites that provide up-to-date
information about recent discoveries. tutorials, historical and biographical material,
software 10 download. and other resources.
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A special icon (#) marks the locations in the text where material related to these
links is covered. Furthermore, an appendix listing the top Web links for number theory
1s now provided.

» New and expanded topic coverage

Sections devoted to solving polynomial congruences, Mobius inversion, and the El-
Gamal cryptosystem have been added. The Pocklington and Proth primality tests are
now covered. New material on integer sequences and figurate numbers can be found
in Chapter 1. A new section on Fibonacci numbers is found in Chapter 1, expanding
the coverage of Fibonacci numbers in the third edition. The algebraic and transcenden-
tal numbers are now discussed in Chapters 1 and 12. Countability i1s now covered in
Chapter 1.

» Enhanced examples and proofs

Many proofs have been enhanced by adding more motivation, clearer explanations,
and by breaking up some long, complicated proofs through the use of lemmas. New
examples have been added at key places in the text.

* Enhanced exercises

Many new exercises have been added, including both routine and challenging exercises.
Answers to the odd-numbered exercises have been checked and rechecked. Additional
computational exercises designed to be solved using a computational system such as
Maple or Mathematica have been added. These are segregated from the exercises de-
signed for solution by hand.

« Stress on historical context

More attention has been paid to the history and context of the key ideas of number the-
ory. For example, the genesis of the prime number theorem is covered. The history and
importance of the law of quadratic reciprocity receives more coverage in this edition.
Euler’s version of the law of quadratic reciprocity is now described in the text. Several
different proofs of the law of quadratic reciprocity are now outlined in the exercises. A
comprehensive history of the discovery of all currently known Mersenne primes is also
provided.

» Additional biographies

More than 25 new biographies have been added, including those of early mathemati-
cians from India and China and of twentieth century mathematicians and computer
scientists. Biographies from the third edition have been improved. Photographs or illus-
trations accompany many of these biographies. An index of biographies is also provided.
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« Support for Maple® and Mathematica®

A new appendix describes the number theory commands in Maple, Mathematica, and

their add-on packages. It also provides pointers for finding out more about using these
systems for calculations in number theory

s Student’s Solutions Manual

A Student’s Solutions Manual is now available. This guide includes worked solutions
to all the odd-numbered exercises in the text and contains other useful material, such as

guidance with some of the computational exercises found at the end of each section of
the text.

FEATURES
A Development of Classical Number Theory

The core of this book presents classical elementary number theory in a comprehensive
and compeling manner. The historical context and importance of key results is noted.

The basic material on each topic is developed carefully, followed by more sophisticated
results on the same topic.

Applications

A key strength of this book is how applications of number theory are covered. Once
the requisite theory has been developed, applications are woven into the text in a
flexible way. These applications are designed to motivate the coverage of the theory
and illustrate the usefulness of different aspects of elementary number theory. Extensive
coverage is devoted to applications of number theory to cryptography. Classical ciphers,
block and stream ciphers, public key cryptosystems, and cryptographic protocols are all
covered. Other applications to computer science include fast muitiplication of integers,
pseudorandom numbers, and check digits. Applications to many other areas, such as
scheduling, telephony, entomology. and zoology can also be found in the text.

Unifying Themes

Many concepts from elementary number theory are used in primality testing and fac-
toring. Furthermore, primality testing and factoring play a key role in applications of
number theory to cryptography. As such, these topics are used as unifying themes and
all returned 1o repeatedly. Almost every chapter includes material on these topics.

Accessibility

This book has been designed with a minimum of prerequisites. The book is almost
entirely self-contained, with only a knowledge of what is generally known as “college
algebra” required. There are several places where knowledge of some concepts from
calculus is needed (such as in the discussion of the distribution of primes and of big-O
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notation). Concepts from discrete mathematics and from linear algebra are needed in a
few places. All material that depends on topics more advanced than college algebra are
explicitly noted and are optional.

Accuracy

Great effort has been made to ensure the accuracy of this edition. Input from many

users of the third edition, reviewers, and proofreaders skilled in mathematics has helped
achieve this goal.

Extensive Exercise Sets

The best (and maybe the only) way to learn mathematics is by doing exercises. This text
contains an extremely extensive and diverse collection of exercises. Many routine ex-
ercises are included to develop basic skills, with care taken so that both odd-numbered
and even-numbered exercises of this type are included. A large number of intermediate
level exercises help students put several concepts together to form new results. Many
other exercises and blocks of exercises are designed to develop new concepts. Challeng-
ing exercises are in ample supply and are marked with one star (x) indicating a difticult
exercise and two stars (* ) indicating an extremely difficult exercise. There are some
exercises that contain results used later in the text; these are marked with a chevron (>).
These exercises should be assigned by instructors whenever possible.

An extensive collection of computer projects is also provided. Each section includes
computations and explorations designed to be done with a computational program such
as Maple or Mathematica, or using programs written by instructors and/or students.
There are some routine exercises of this sort that students should do to learn how to
apply basic commands from Maple or Mathematica (as describe in Appendix D), as well
as more open-ended questions designed for experimentation and creativity. Each section
also includes a set of programming projects designed to be done by students using a
programming language of their choice, such as the programming languages included
with Maple and Mathematica, or another programming language of their choice.

Exercise Answers

The answers to all odd-numbered exercises are provided at the end of the text. More
complete solutions to these exercises can be found in the Student’s Solutions Manual
that accompanies this text. All solutions have been careful checked and rechecked to
ensure accuracy.

Discovery via Empirical Evidence

In many places in the text numerical evidence is examined to help motivate key results.
This gives an opportunity to students to come up with a conjecture much as the people
who originally developed number theory did.
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Extensive Examples

This book includes examples that illustrates each important concept. These examples
are designed to illustrate the definitions, algorithms, and proofs in the text. They are
also designed to help students work many of the exercises found at the end of sections.

Carefully Motivated Proofs

Many proofs in this book are motivated with examples that precede the formal proof and
illustrate the key ideas of the proof. The proofs themselves are presented in a careful,
rigorous, and fully explained manner. The proofs are designed so that students can
understand each step and the flow of logic. Numerical examples illustrating the steps
of the proof are often provided following the formal proof as well.

Algorithmic Reasoning

The algorithmic aspects of elementary number theory are thoroughly covered in this
text. Not only are many algorithms described, but their complexity is also analyzed.
Among the algorithms described in this book are those for computing greatest common
divisors in many different ways and for primality testing and factoring. The coverage of
the complexity of algorithms has been included so that instructors can choose whether
they want to include this material in their course.

Biographies and Historical Notes

More than 50 biographies of contributors to number theory are included in this edition.
Contributors included lived in ancient times, the Middle Ages, the sixteenth through
eighteenth centuries, the nineteenth century, and the twentieth century, and lived in the
East and in the West. These biographies are designed to give students an appreciation of
contributors as unique individuals who often led (or are leading) interesting lives.

Open Questions

Many open questions in number theory are described throughout the book. Some are
described in the text itself and others are found in exercise sets. These questions show
that the subject of number theory is a work in progress. Readers should be aware that
attempting to solve such problems can often be time-consurning and futile. However, it
would be surprising if some of these questions were not settled in the next few years.

Up-to-Date Content

The latest discoveries in number theory are included in this book. The current status
of many open questions is described, as are new theoretical results. Discoveries of new
primes and factorizations made as late as November 1999 are included with the first
printing of this edition. These discoveries will help readers understand that number
theory is an extremely active area of study. They may even see how they may participate
in the search for new primes.
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Bibliography

An extensive bibliography is provided for this book. This bibliography lists key printed
number theory resources including both books and papers. Many useful number texts are
listed, as are books dealing with the history of number theory and with particular aspects
of the subject. Many orniginal sources are included, as 1s material covenng cryptography.

Maple and Mathematica Support

An appendix has been provided which lists the commands in both Maple and Math-
ematica for carrying out computations in number theory. These commands are listed
according to the chapter of the text relevant to these commands.

Web Resources

The Web site for this book includes a Web guide to number theory that is keyed to this
text, as well as other resources. To access this site go to www.awlonline.com/rosen.

For convenience. the most important number theory Web sites are highlighted in Ap-
pendix D.

Tables

A set of five tables is included to help students with their computations and experi-
mentation. Looking at these tables can help students search for patterns and formulate
conjectures. The use of a computational software package, such as Maple or Mathemat-
ica is recommended when these tables are insufficient.

List of Symbols

A list of symbols used in the text and where they are defined is included on the inside
front cover of this book.

ANCILLARIES
Student’s Solutions Manual (ISBN 0-201-43723-6)

The Student’s Solutions Manual contains worked solutions to all the odd-numbered
exercises in the text and other helpful matenal, including some tips on using Maple
and Mathematica to explore number theory.

Instructor’s Manual (ISBN 0-201-43722-8)

The Instructor’s Manual contains solutions to all exercises in the text. It also contains
advice on planning which sections to cover. Sample tests are also provided.

Web Site

The Web site for this book contains a guide providing annotated links to a large number
of Web sites relevant to number theory. These sites are keyed to the page in the book
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where relevant material is discussed. These locations are marked with an icon (#) in
the text.

How 1o USE THIS Book

This text is designed to be extremely flexible. The essential, core material for a number
theory course can be found in Section 1.4, which covers divisibility; Chapter 3, which
covers primes, factoring, and greatest common divisors; Sections 4.1-4.3, which cover
congruences; and Chapter 6, which covers important congruences including Fermat’s
little theorem. Instructors can design their own courses by supplementing core material
with other content of their own choice. To help instructors decide which sections to
cover, a brief description of the different parts of the book follows.

The material in Sections 1.1, 1.2, and 1.3 is optional. Section 1.1 covers the basic
concepts about different types of numbers, integer sequences (including countability),
and sums and products. Section 1.2 provides a concise introduction to mathematical
induction, which students may already have studied elsewhere. (Additional foundational
material on integer axioms and the binomial theorem can be found in the Appendices.)
Section 1.3 introduces the Fibonacci numbers, which students may have studied in a
course in discrete mathematics. (As stated previously, Section 1.4 presents core material
on divisibility of integers.)

Chapter 2 is optional; it covers base b representations of integers, integer arithmetic,
and the complexity of integer operations. Big- O notation is introduced in Section 2.3.
This is important for students who have not seen this notation elsewhere, especially
when the instructor wants to stress the complexity of computations in number theory.

As previously stated, Chapter 3 and Section 4.1—4.3 present core material. Section
4.4, which deals with solving polynomial congruences modulo powers of primes is
optional; it is important to development of p-adic number theory. Section 4.5 requires
some background in linear algebra; the material in this section is used in Section 8.2;
these sections may be omitted if desired. Section 4.6 introduces a particular factorization
method (the Pollard rho method) and can be omitted.

Chapter 5 is optional. Instructors can pick and choose from a variety of applica-
tions of number theory. Section 5.1 introduces divisibility tests; Section 5.2 covers the
perpetual calendar; Section 5.3 discusses scheduling round-robin tournaments; Section
5.4 shows how congruences can be used in hashing functions; and Section 5.5 describes
how check digits are found and used. As mentioned previously, Chapter 6 presents core
material.

Chapter 7 covers multiplicative functions. Section 7.1 should be covered; it intro-
duces the basic concept of a multiplicative function and studies the Euler phi-function.
The sum and number of divisors functions are studied in Section 7.2; this section is rec-
ommended for all instructors. All instructors will probably want to cover Section 7.3,
which introduces the concept of a perfect number and describes the search for Mersenne
primes.
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Chapter 8 covers the applications of number theory to cryptology. It is highly rec-
ommended since this is such an important topic and one that students find extremely
interesting. Section 8.1 introduces the basic terminology of this subject and some classi-
cal character ciphers; instructors who plan to cover cryptography in their course should
be sure to include this section. Section 8.2 introduces block and stream ciphers, two
important families of ciphers, and provides examples of these types of cipher that are
based on number theory. Section 8.3 covers a particular type of biock cipher based on
modular exponentiation. Section 8.4 should be covered by all instructors. It introduces
the fundamental concept of public-key cryptography and illustrates this with the RSA
cryptosystem. Section 8.5 discuss knapsack ciphers; it is an optional section. Section
8.6 provides an introduction to cryptographic protocols and is highly recommended
for instructors interested in modem cryptographic applications. (Additional topics from
cryptography are covered in Chapters 9,10, and 11.)

Chapter 9 deals with the concept of the order of an integer, primitive roots, and
index arithmetic. Sections 9.1-9.4 should be covered if possible. Section 9.5, which
discusses how the concepts of this chapter are used in primality testing presents partial
converses of Fermat’s little theorem. Section 9.6 on universal exponents is optional; it
contains some interesting results about Carmichael numbers.

Chapter 10 introduces some applications that use the material from Chapter 9.
The three sections that cover pseudorandom numbers, the E[Gamal cryptosystem, and
schemes for splicing telephone cable are optional. Instructors stressing cryptographic
applications will especially want to cover Section 10.2.

Sections 11.1 and 11.2, which cover quadratic residues and quadratic reciprocity,
a key result of number theory, should be covered whenever possible. Sections 11.3 and
11.4 deal with Jacobi symbols and Euler pseudoprimes and are optional. Section 11.5

covers zero-knowledge proofs; instructors interested in cryptography will want to cover
this section if possible.

Section 12.1, which covers decimal fractions, will be covered by many instructors.
Instructors with an interest in continued fractions will want to cover Sections 12.2-12.4,
which establish the basic results about finite and periodic continued fractions. Section
12.5. which deals with factoring using continued fractions, is optional.

Most instructors will want to cover Sections 13.1 and 13.2, which deal with Pythag-
orean triples and Fermat's last theorem, respectively. Section 13.3, which covers sums
of squares and Section 13.4, which discuss the solution of Pell’s equation and which
uses continued fractions, are optional sections.
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