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CHAPTER 1

INTRODUCTION

Eoghan Casey and Keith Seglem

In June 2000, when the home of alleged serial killer John Robinson was
scarched, five computers were collected as evidence. Robinson used the
Internet to find victims and persuade them into meeting him, at which time he
allegedly sexually assaulted some and killed others (McClintock 2001). More
recently, several hard drives were seized from the home of FBI spy Robert
Hanssen. In addition to searching private government computer systems (o
ensure that he was not under investigation, Hanssen hid and encrypted data
on floppy disks that he allegedly passed to the KGB, and used handheld
devices to communicate securely with his collaborators as detailed in the fol-

lowing communication that he sent to them.

As you implied and I have said, we do need a better form of secure communication

Jaster. In this vein, I propose (without bemng attached to 1) the following: One of the com-
mercial products currently available is the Palm VII organizer. I have a Palm I, which
is actually a fairly capable computer. The VI version comes with wireless internet capa-
bility built in. It can allow the rapid transmisston of encrypled messages, which if used
on an infrequent basis, could be quile effective in preventing confustons if the existance
[sic] of the accounts could be appropriately hidden as well as the existance [sic] of the
devices themselves. Such a device might even serve for rapid transmittal of substantial

material in digital form. (US vs Hanssen)

As more criminals utilize technology to achieve their goals and avoid
apprchension, there is a developing need for individuals who can analyze
and utilize evidence stored on and transmitted using computers. This book
grew out of the authors’ shared desire to create a resource for forensic
examiners' who deal regularly with crimes involving networked computers,

1 Tor the purposes of this text, the term ‘forensic examiner’ is used to refer to any individual
who is responsible for examining digital evidence in the context of a legal dispute.
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wireless devices, and embedded systems. This work brings together the spe-
cialized technical knowledge and investigative experience of many experts,
and creates a unique guide for forensic scientists, attorneys, law enforcement,
and computer professionals who are confronted with digital evidence of any
kind.

To provide examiners with an understanding of the relevant technology,
tools, and analysis techniques, three primary themes are treated: Tools,
Technology, and Case Examples. Chapter 2 (The Other Side of Civil Discovery)
unites all three themes, detailing tools and techniques that forensic examiners
can use to address the challenges of digital discovery. The 7ools section pres-
ents a variety of tools along with case examples that demonstrate their
usefulness. Additionally, each chapter in this section contains valuable insights
into specific aspects of investigating computer-related crime.

The Téchnology section forms the heart of the book, providing in-depth
technical descriptions of digital evidence analysis in commonly encountered
situations, starting with computers, moving on to networks, and culminating
with embedded systems. This section demonstrates how forensic science is
applied in different technological contexts, providing forensic examiners with
technical information and guidance that is useful at the crime scene.
Demonstrative case examples are provided throughout this section to convey
complex concepts.

In the final Case Examples section, experienced investigators and examiners
present cases to give readers a sense of the technical, legal, and practical
challenges that arise in investigations involving computers and networks.

There are several dichotomies that examiners must be cognizant of before
venturing into the advanced aspects of forensic examination of computer
systerns. These fundamental issues are introduced here.

LIVE VERSUS DEAD SYSTEMS

It is accepted that the action of switching off the computer may mean that a small amount
of evidence may be unrecoverable if it has not been saved to the memory but the integrity
of the evidence already present will be retained. (ACPO 1999)

Individuals are regularly encouraged to turn a computer off immediately to
prevent deletion of evidence. However, the unceremonious cutting of a com-
puter’s power supply incurs a number of serious risks. Turning off a computer
causes information to be cleared from its memory; processes that were run-
ning, network connections, mounted file systems are all lost. This loss of
evidence may not be significant when dealing with personal computers —
some information may even be retained on disk in RAM slack (NTT 2000) or
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virtual memory in the form of swap and page files.? However, shutting down
a system before collecting volatile data can result in major evidence loss when
dealing with systems that have several gigabytes of random access memory or
have active network connections that are of critical importance to an investi-
gation. Additionally, an abrupt shutdown may corrupt important data or
damage hardware, preventing the system from rebooting. Shutting down a
system can also mean shutting down a company, causing significant disruption
and financial loss for which the investigator may be held liable. Finally, there
is the physical risk that the computer could be rigged to explode if’ the power
switch is toggled.® Therefore, attention must be given to this crucial stage of
the collection process.

In many cases, it may not be desirable or necessary to shut a system down as
the first step. For example, volatile data may need to be collected belore a sus-
pect system is shut down. Some disk editing programs (e.g. Norton Diskedit)
can capture the entire contents of RAM, and various tools are available for col-
lecting portions of memory. For instance, fport (www.foundstonc.com),
handleex (www.sysinternals.com), ps and pulist from the Windows 2000
resource kit all provide information about the processes that are running on a
system. Also, tools such as carbonite (www.foundstone.com) have been devel-
oped to counteract loadable kernel modules on Linux. Additionally, applications
such as ‘The Coroner’s Toolkit (TCT) are being developed to formalize and
automate the collection of volatile information from live computer systems.*

Once volatile information has been collected, it is generally safe to unplug
the power cord from the back of the computer. Except in the context of net-
works and embedded systems, this book presumes that examiners are dealing
with dead systems that have been delivered to them for exarnination.

LOGICAL VERSUS PHYSICAL ANALYSIS

From an examination standpoint, the distinction between the physical media
that holds binary data and the logical representation of that information is
extremely important., In certain instances, forensic examiners will want to

9 Virtual memory enables more processes to run than can fit within a computer’s physical
memory. This is achieved by either swapping or paging data from disk into and out of phys-
ical memory as required. Swapping replaces a complete process with another in memory
whereas paging removes a “page’ (usually 2—+ kbytes) of a process and replaces it with a
page {rom another process.

3 In 1994, while investigating satellite transceiver sales via Bulletin Board System, Mike
Menz encountered a computer with explosives connected to the power switch.

4 Although components of "The Coroner’s Toolkit are presented in this book, it is not covered
in detail. Additional information about TCT is available at www.porcupinc.org/ forensics.
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perform their analysis on the raw data and in other instances they will want to
examine the data as they are arranged by the operating system. Take a Palm V
handheld device as an example. An examination of the full contents of the
device’s physical RAM and ROM can reveal passwords that are hidden by the
Palm OS interface. On the other hand, viewing the data logically using the Palm
OS or Palm Desktop enables the examiner to determine which data were stored
in the Memo application and the category in which they were stored.

Take the Linux operating system as another example. When instructed to
search for child pornography on a computer running Linux, an inexperi-
enced examiner might search at the file system (logical) level for files with a
GIF or JPG extension (find / -iname *.jpg -print). In some cases this
may be sufficient to locate enough pornographic images to obtain a search
warrant for a more extensive search or to discipline an employee for violation
of company policy. However, in most cases, this approach will fail to uncover
all of the available evidence. It is a simple matter to change a file extension
from JPG to DOC, thus foiling a search based on these characteristics. Also,
some relevant files might be deleted but still resident in unallocated space.
Therefore, it is usually desirable to search every sector of the physical disk for
certain file types (strings - /dev/hda | grep JFIF).

Searching at the physical level also has potential pitfalls. For instance, if a
file is fragmented, with portions in non-adjacent clusters, keyword searches
may give inaccurate results.

if an examiner were to enler the keyword ‘Manhattan Project’ and a file containing that
text was arranged in several fragmented data clusters, it 1s very possible that the search
would fuil to register a ‘hit’ on that file. Even worse, if a cluster ends, for example, with
the text phrase “Tomorrow we’ll go to Manhatian’ and the next physical cluster begins with
broject supervision,” the search will register a false hit. (Guidance Software 2000)

Fortunately, some tools will search each sector of the drive and are simulta-
neously aware of the logical arrangement of the data, giving the examiner the
best of both worlds.? '

NETWORKS, ENCRYPTION, AND STEGANOGRAPHY

The proliferation of handheld devices connected to wireless networks has
ushered in an era of pervasive computing. One of the most significant

5 Another aspect of physical disk examination is the restoration of damaged media and recov-
ery of overwritten data (NT1 2001). Although this level of examination is beyond the scope
of this book, guidelines are provided for preserving damaged media later in this chapter.




