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THE COMPLETE COMPUTER VIRUS
HANDBOOK

PREFACE

Weicome to the second edition of this handbook. This ediion
contains details of the initial research and investigations that we
cam.doutdmngthesmmeroﬁ%ﬂtcgaﬂlermthourma’e
recent research and investigations. This edition of the handbook
has been updated with :

e expansion of MS-DOS technical details and new sections on

Wonanh-wmssmare products
. omdmrde of insurance
. explanaton of the legal issues

1 am confident that you will findthe explanation of different aspects
of the virus threat interesting and useful. We have addressed how
you can be attacked and possible defensive methods including
prevenhon detg@g&and removal.

- vurusesarabamgdl :5'- eproblemofprevsntion detection
k andreooverymavims\wa fsofmoremlportanea Therefom
1 we believe thatif J :

wundertakem
David Frost
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INTRODUCTION

During 1988 there were a large number of articles in the press
describing a new type of security problem to computer users. As
a result of the increasing interest in the issue, Price Waterhouse
investigated the threat to computer systems which has become
known as the "computer virus". During October 1988 we published
the first edition of “The Complete Computer Virus Handbook”. The
handbook provided an objective view of the virus problem and
included detailed appendices describing viruses and anti-virus
software. The first edition was extremely popular and we are
pleased that interest in the handbook has continued.

Since our initial research, carried out in 1988, the virus threat has
constantly developed and changed. New viruses have been
reported, and new/enhanced anti-virus products have been
developed. This edition contains details of all viruses known to us
and an evaluation of the latest available version of all vaccine
products known to us.

Our definition of a computer virus states that a virus is computer
code usually designed to carry out two tasks” Firstly the virus is
designed to replicate itself from one computer system to another.
Secondly, the computer virus is designed to locate itself within a
computer system in such a way as to make it possible for it to
amend/destroy programs and data files, by interfering with the
normal processes of the operating system.

The Price Waterhouse team based in the London office have
examined reported computer viruses from around the world and
evaluated a large number of anti-virus products. In addition, we
have proposed a methodology which will help to reduce the risk
of exposure to computer viruses.

September 1989 Price Waterhouse
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Our detailed commentary on each anti-virus product is contained
in Appendix Il. Our gvaluation method included reviewing
available technical documentation and supplementing this by
discussions with the supplier. Where possible we aiso carried out
hands on evaluation of the product. The method(s) used are
summarised in Appendix 1}.

While we have made every effort to ensure the accuracy of our
evaluation, we have in a number of cases relied on information

supplied to us. In addition, as anti-virus products are constantly

being updated to deal with new virus threats, there is a risk that
by the time this book is published at least some of our reviews will
be out-of-date. We recommend that anyone attempting to select
an ariti-virus product should contact the suppliers before a final
decision is made. We have recorded the date of our evaluation
and, where applicable, the version number of the software.

For this research to continue to pe effective, Price Waterhouse

. need both detanis of virus attacks and copies of computer virus
. software, sc that anti-virus software ¢an be properly evaluated and

techniques used by virus writers can be monitored. Details of
anti-virus products an’ ~opes of the software are also needed.

if you would like to hein, ric +:e send either details of an attack or
copies of virus scftware =0 vaceines, (clearly marked “virus" if
necesasary) to - ~

David Frost
Price Wateriwcuse,
No 1 London Bridge

London

SEt1 9Ql. - T Teopbe e 12378 7200
Confidirtiahty wili oo 08

Details of new viruses aad viicoines examunes wa e o phsted

" in future editons of this har: hook.

September 1989 Price Waterhouse
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DEFINITION OF TERMS

Software threats to computer systems may originate from a wide
variety of sources and can be classified into a number of

,categories. The following describes the most common type of

threat :

Virus _

A virus is a computer programthat spreads from one system to
anather, eventually performing the illicit function for which it was
designed. Each reproduced virus code works independently of the
initial virus.

Worm

This term is often used interchangeably with virus. A worm is a
software program that generally "burrows” into the computer’s
memory. The worm is designed to search for idle computer -
memory, itthen rewrites itself successively through the computer’s
memory until the system crashes. The worm differs from the
computer virus in that the recurring segments of the program
maintain communication with the segment from which they were
created. -

Trojan Horse

A Trojan horse is & section of code hidden within a legitirate
program. The Trojan horse does not possess the ability to replicate
itself. The unauthorised code may of may not direct the legitimate
program to cause damage to the system. The Trojan horse may
be activated immediately or may continue to operate as legitimate
software for a )anended period of time before activating itself.

September 1989 Price Waterhouse
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Time Bomb

Alogic bomb or a time bombis a set of instructions thatis executed
in conjunction with a predetermined event. The "trigger" is often a
‘specific date or time (e.g. April Fool’s Day, Friday the 13th), but
may be any event (e.g. a counter reaching a predetermined
number). A virus or Trojan-horse may contain a logic bomb.

Anti-Virus Programs .

Within this handbook Price Waterhouse have used the system of
classification of anti-virus programs. proposed by the Computer
Virus Industry Association (CVIA). The CVIA is a group formed by
nine software suppliers specialising in anti-virus programs in the -
United States.

) CI‘ass I. Infection prevention designed to stop the virus
replication process and prevent initial “infection" (does not
apply to hardware infection prevention products).

e Class II: Infection detection, designed to pick up virus attacks
soon after they happen, mark the specific component(s)
infected and allow action to be taken. This class is more difficult
to circumvent initially.

e Class lll: Infection identification productdes’ 3dtoreportthe
specific types of strain of virus which is present. It will identify
viruses in systems and remove them - but only works on known
viruses. '

September 1989 Price Waterhouse
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RISKS POSED BY VIRUSES

~ The range of threats posed by viruses and the primary impact of
a virus attack can be broadly classified into the following types:

-

Destructive Viruses

Massive destruction

Partial destruction

o

2 S

Selective destruction

Random havoc

Network saturation

Non-destructive Viruses

Annoyance

September‘l 989

Attacks the format of disks whereby
any program or data damage will not
be recoverable.

Erasure and modification of a specific
portion of a disk affecting any files
stored in that portion.

Erasure and modification of specific
files or file groups.

Randomly changing data on disk or in
memory during normal program
execution, or changing key stroke
values, or data from other input/output
devices.

Systematically using up computer
memory or space to impede
performance or cause the system to
crash. .

Displaying messages; changing
display colours, changing key stroke
values (e.g. changing the effect of the
SHIFT/UNSHIFT keys), deleting
characters displayed on a visual
display.

Price Waterhouse
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Secondary Impact Of A Virus Attack

The most significant secondary effects of a virus are those that
involve lost productivity. In any organisation or computer site
affected by computer viruses, computer support personnel will be
involved with "the task of dealing with the problem, while
management time may be required to formulate procedures which
will prevent future virus problems and reassure affected
customers/suppliers.

The tasks carried out by support personnel after discovery of a
virus would typically include :

Identification of virus
Assessment of impact on programs and data
Assessment of impact on customers, suppliers, and statf

Development of software to remove virus code from the
system

Recovery of lost or damaged programs and/or data files
¢ Discovering how the virus code entered the system

e Evaluation and implementation of anti-virus products and
procedures to prevent future attacks.

Recent reports have shown that software houses are also
vuinerable to virus threats. The impact of such attacks will be
magnified if the attack is only detected after copies of their product
are shipped to suppliers and subsequently solds The risk then_ ., .
arises that copies of their product could be affected by virus code
and that the virus could be passed on to their customers, with the
very real possibility that affected customers could sue for
damages which have arisen from using the software. The
consequences of such an attack could therefore have a serious
impact upon the future viability of a software house and its
reputation in the market place.

September 1989 - Price Waterhouse
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SOURCES OF VIRUSES - '.

To date, the major threat posed by computer viruses is to
microcomputer systems. Experimental work has shown that it is
possible to create viruses capable of infecting minicomputer
systems. However, it is generally believed that compared with the
threat posed to microcomputer systems, the threat to either
minicomputer systems or mainframe systems is not as significant
at the moment although such systems when connected to a
telecommunications network,or if microcomputers are linked to
them are still vulnerable to attack. We have included details of a
number of viruses which have affected minicomputer and
mainframe systems.

This may be the case but two incidents in 1988 give further cause
for alarm. The first relates to the programmer in Texas USA who
managed to destroy a large number of data records on his
previous employer's computer after he had been dismissed.

"Although he received a jail sentence, it cost the company

considerable time, effort and money to rebuild their files. Although
this is not an example of a computer virus it does show the sort of
damage that could be inflicted on a mainframe computer if it were
to be infected. Also this sort of publicity is certain to provide the
authors of virus programs with the incentive and the challenge of
infecting mainframe computers.

The second disturbing incident related to an attempted Eurobond
fraud and to the comment in a number of press reports that it may
have been the work of organised crime. If this is true, it may herald
the start of the interest of “organised crime" in computer systems,
then we would indeed have a very much bigger threat looming on
the not too distant horizon.

September[989 - . Price Waterhouse
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Home Grown Versus Imported Viruses

Viruses have two principal methods of infecting a system. A virus
may be introduced into a corpofate compater system or network
by a legitimate user who physically places an infected program
into production either kriowingly or unknowingly. A non-legitimate
user could also deliberately introduce a virus in this way.
Alternatively, a virus may be carried to a system via a
telecommunications link with another system that has already
been infected or by "uploading" software from a microcomputer
connected to the system.

-

Microcomgputers Versus Mainfi"axmes/Minicomputers

The greatest incidence of viruses has been in microcomputers.
TA& proliferation of microcomputers has created an environment
in which computer viruses can grow freely. Many cf the tested and
reliable contrals that have been developed for information
processing are not available or have been abandoned by
microcomputer users. The development of a user-friendly
environment, a leading contributor to the widespread acceptance
of microcomputer technology, has created an environment that
does not require a significant investment of management
resources. Users are left to control the environment on their own.
Recently, however, this situation has begun to change.
Management is beginning to realise the dangers involved in the
uncontrolled decentralisation of information processing.

An additional consideration contributing to the rapid growth of
computer viruses in the microcomputer environment has been the
free sharing of programs (“shareware") among microcomputer
users. The practice of sharing computer software, either through

September 1989 Price Waterh;)use
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legitimate bulletin board services or illegal software "pirating’, is
one of the principal methods of virus transmission. The use of
electronic bulletin board services, while providing numerous
benefits to consumers of microcomputer products and
contributing to the free flow of information, carries with it the risk
of receiving tainted software.

The microcomputer environment also has the added complication
that, due to the limitations of the microcomputer operating
systems, personal computers typically operate as single-state
machines. Unlike mainframe and minicomputers, microcomputers
typically do not have the internal hardware and software controls
which protect application programs from one another nor the
operating system from application programs. Mainframe and
minicomputer systems have had these types of controls since the
late 1960’s. In the microcomputer environment it is possible, and
fairly common, for application software to dynamically modify the
operating system or application programs. In the case of a
computer virus, the malicioys software can uSe these weaknesses
to affect other programs or modify the operating system.

The microcomputer market is dominated by IBM or IBM
compatible computers. Therefore a virus which is written to
operate on an IBM. microcomputer can potentially affect a huge
number of systems. Similarly there are large numbers of
Macintosh microcomputers and again a single virus can therefore,
without modification, potentially affect each of these systems. The
absence of such a single dominant operating system running on
thousands of mainframe computers may be another reason why
mainframe based viruses have not appeared as frequently. A virus
would need to be modified to operate on each type of mainframe.

September 1989 . Price Waterhouse
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Although the occurrences of viruses in minicomputer and
mainframe systems have been low compared to the
microcomputer environment, the potential for damage is far
greater. In contrast to the user-friendly microcomputer
environment, the minicomputer and mainframe environments
require a greater degree of technical ability in order to operate the
systems. As such, the knowledge of the systems resides with a
group of technical staff (e.g. systems programmers) who typically
have access to systems manager privileges or sensitive utilities
and thus are capable of writing malicious programs, introducing
trapdoors, or otherwise bypassing the security system - without
management’'s knowledge. This is why hackers try to obtain
systems manager privileges as the first point of attack.

Mairfgame Gmtaungﬁybtemslhaveformany years been designed

| to keefp ane users program separate from another. The operating

systern is usuelly protected from direct access by the user
program. These functions have the by-product of making a virus
more technically complicated to write and more difficult to use to
cause damage. '

Another area of great concern for users of minicomputer and
mainframe systems are the communication links that connect their
systems to the outside world. A virus may spread from the high-risk
microcomputer envircnment to the minicomputer or mainframe via
this type of connectivity. The avallability of dial-in access to the
computer system opens the system up to a host of dangers. A

.| hacker, located anywhere in the world, has greater potential, with

dai-upW,toMavmhasymmifmvimsproqm
can somehow be entered into the system and executed. The virus
program can be executed in one of two ways: firstly, the virus can
be executed by the intruder if the privilege to run programs has
been obtained or secondly the intruder can disguise the virus

September 1959 ' Price Waterbhouse



