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PREFACE

The Subject

For over 20 years, businesses have been moving their data processing activities
on-line. Many businesses, such as airlines and banks, are no longer able to
function when their on-line computer systems are,down. Their on-line data-
bases must be up-to-date and corfect at all times.

" In part, the requirement for correctness and reliability is the burden of the
application programming staff. They write the application programs that
perform the business’s basic functions: make a deposit or withdrawal, reserve
a seat or purchase a ticket, buy or sell a security, etc. Each of these programs is
designed and tested to perform its function correctly. However, even the most
carefully implemented application program is vulnerable to certain errors¢hat
are beyond its control. These potential errors arise from two sources: concur-
rency and failures.

Multiprogramming is essential for attaining high performance. Its effect is
to allow many programs to interleave their executions. That is, they execute
concurrently. When such programs interleave their accesses to the database,
they can interfere. Avoiding this interference is called the concurrency control
problem.

Computer systems are subject tc many types of failures. Operating systems
fail, as does the hardware on which they run. When a failure occurs, one or
more application programs may be interrupted in midstream. Since the
program was written to be correct only under the assumption that it executed
in its entirety, an interrupted execution can lead to incorrect results. For exam-
ple, a money transfer application may be interrupted by a failure after debiting
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one account but before crediting the other. Avoiding such incorrect results due
to failures is called the recovery problem.

Systems that solve the concurrency control and recovery problems allow
their users to assume that each of their programs executes atomically — as if
no other programs were executing concurrently — and reliably — as if there
were no failures. This abstraciion of an atomic and reliable execution of a
program is called a transaction.

A concurrency control algorithm ensures that transactions execute atomi-
cally. It does this by controlling the interleaving of concurrent transactions, to
give the illusion that transactions execute serially, one after the next, with no
interleaving at all. Interleaved executions whose effects are the same as serial
executions are called serializable. Serializable executions are correct, because
they support this illusion of transaction atomicity.

A recovery algorithm monitors and controls the execution of programs so
that the database includes only the resuits of transactions that run to a nor-
mal completion. If a failure occurs while a transaction is executing, and the
transaction is unable to finish executing, then the recovery algorithm must
wipe out the effects of the partially completed transaction. That is, it must
ensure that the database does not reflect the results of such transactions. More-
over, it must ensure that the results of transactions that do execute are never
lost. .

This book is about techniques for concurrency control and recovery. It
covers techniques for centralized and distributed computer systems, and for
single copy, multiversion, and replicated databases. These techniques were
developed by researchers and system designers principally interested in trans-
action processing systems and database systems. Such systems must process a
relatively high volume of short transactions for data processing. Example
applications include electronic funds transfer, airline reservation, and order
processing. The techniques are useful for other types of applications too, such
as electronic switching and computer-aided design — indeed any application
that requires atomicity and reliability of concurrently executing programs that
access shared data.

The book 1s a blend of conceptual principles and practical details. The
principles give a basic understanding of the essence of each problem and
why each technique solves it. This understanding is essential for applying the
techniques in a commercial setting, since every product and computing
‘environment has its own restrictions and idiosyncrasies that affect the
implementation. It is also important for applying the techniques outside the
realm of database systems. For those techniques that we consider of most
practical vaiue, we explain what’s needed to turn the conceptual prin-
ciples into a workable database system product. We concentrate on those
practical approaches that are most often used in today’s commercial
systems.
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Serializability Theory _ .

Whether by its native capabilities or the way we educate it; the- human mind
seems better suited for reasoning about sequential activities than concurrent
ones. This is indeed unfortunate for the study of concurrency control algo-
rithms. Inherent to the study of such algorithms is the need to reason about
concurrent executions.

Over the years, researchers have developed an abstract model that
simplifies this sort of reasoning. The model, called serializability theory,
provides two important tools. First, it provides a notation for writing down
concurrent executions in a clear and precise format, making it easy to talk and
write about them. Second, it gives a straightforward way to determine when a
concurrent execution of transactions is serializable. Since the goal of a concur-
rency control algorithm is to produce serializable executions, this theory helps
us determine when such an algorithm is correct.

To understand serializability theory, one only needs a basic knowledge of
directed graphs and partial orders. A comprehensive presentation of this mate-
rial appears in most undergraduate textbooks on discrete mathematics. We
briefly review the material in the Appendix.

We mainly use serializability theory to express example executions and to
reason abstractly about the behavior of concurrency control and recovery
algorithms. However, we also use the theory to produce formal correctness
proofs of some of the algorithms. Although we feel strongly about the impor-
tance of understanding such proofs, we recognize that not every reader will
want to take the time to study them. We have therefore isolated the more
complex proofs in separate sections, which you can skip without loss of contis
nuity. Such sectians are marked by an asterisk ( ). Less than 10 percent of the
book is so marked.

Chapter Organization

Chapter 1 motivates concurrency control and recovery problems. It defines
correct transaction behavior from the user’s point of view, and presents a
model for the internal structure of the database system that implements this
behavior — the model we will use throughout the book. Chapter 2 covers
serializability theory.

The remaining six chapters are split into two parts: Chapters 3- 5. on
concurrency control and Chapters 6-8 on recovery.

In Chapter 3 we cover two phase locking. Since locking is so popular in
commercial systems, we cover many of the variations and lmplementatlon
details used in practice. The performance of locking algorithms is discussed
in a section written for us by Dr. Y.C. Tay. We also discuss non-two-phase
locking protocols used in tree structures.

In Chapter 4 we cover concurrency control techniques that do not use
locking: timestamp ordering, serialization graph testing, and certifiers (i.e.,
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optimistic methods). These techniques are not widely used in practice, so the
chapter is somewhat more conceptual and less implementation oriented than
Chapter 3. We show hew locking and non-locking techniques can be inte-
grated into hundreds of variations.

In Chapter 5 we describe concurrency control for multiversion databases,
:where the history of values of each data object is maintained as part of the
database. As is discussed later in Chapter 6, old versions are often retained for
recovery purposes. In this chapter we show that they have value for concur-
rency control too. We show how each of the major concurrency control and

; recovery techniques of Chapters 3 and 4 can be used to manage multiversion

" data. *

4 In Chapter 6 we present recovery- algorithms for centralized systems. We
-emphasize undo-redo logging because it demonstrates most of the recovery
problems that all techniques must handle, and because it is especially popular
in commercial systems. We cover other approaches at a more conceptual level:
deferred updating, shadowing, checkpointing, and archiving.

In Chapter 7 we describe recovery algorithins for distributed systems
where a transaction may update data at two or more sites that only communi-
cate via messages. The critical problem here is atomic commitment: ensuring
that a transaction’s results are installed either at all sites at which it executed or
at none of them. We describe the two phase and three phase commit protocols,
and explain how each of them handles site and communications failures.

In Chapter 8 we treat the concurrency control and recovery problem for
replicated distributed data, where copies of a piece of data may be stored at
multiple sites. Here the concurrency control and recovery problems become
closely intertwined. We describe several approaches to these problems:
quorum consensus, missing writes, virtual partitions, and available copies. In
this chapter we go beyond the state-of-the-art. No database systems that we
know of support general purpose access to replicated distributed data.

Chapter Prerequisites

This book is designed to meet the needs of both professional and academic
audiences. It assumes background in operating systems at the level of a one
semester undergraduate course. In particular, we assume some knowledge of
the following concepts: concurrency, processes, mutual exclusion, sema-
phores, and deadlocks. ~

We designed the chapters so that you can select whatever ones you wish
with few constraints on prerequisites. Chapters 1 and 2 and Sections 3.1, 3.2,
3.4, and 3.5 of Chapter 3 are all that is required for later chapters. The sub-
sequent material on concurrency control (the rest of Chapter 3 and Chapters
4-5) is largely independent of the material on recovery (Chapters 6-8). You
can go as far into each chapter sequence as you like.
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Chapter 1

Chapter 2

Chapter 3
Sections 3.1, 3.2, 3.4, 3.5

Chapter 3 Chapter 6 -
Sections 3.3, 3.6 - 3.12

Chapter 4 Chapter 7
Sections 4.1 - 4.2

Chapter 4 Chapter 5 Chapter 8
Sections 4.3 - 4.5

FIGURE 1
Dependencies between Chapters

A minimal survey of centralized concurrency control and recovery would
include Sections 3.1-3.7, 3.12, and 3.13 of Chapter 3 and Sections 6.1-6.4
and 6.8 of Chapter 6. This material covers the main techniques used in
commercial database systems, namely, locking and logging. In length, it’s
about a quarter of the book.

You can extend your survey to distributed (nonreplicated) data by adding
Sections 3.10 and 3.11 (distributed locking) and Chapter 7 (distributed recov-
ery). You can extend it to give a more complete treatment of centralized
systems by adding the remaining sections of Chapters 3 and 6, on locking and
recovery, and Chapter 5, on multiversion techniques (Section 5.3 requires
Section 4.2 as a prerequisite). As we mentioned earlier, Chapter 4 covers non-
locking concurrency control methods, which are conceptually important, but
are not used in many commercial products.

Chapter 8, on replicated data,irequires Chapters 3, 6, and 7 as prerequi-
sites; we also recommend Section 5.2 which presents an analogous theory for
multiversion data. Figure 1 summarizes these prerequisite dependencies.

We have included a substantial set of problems at the end of each chapter.
Many problems explore dark corners of techniques that we didn’t have the
space to cover in the chapters themselves. We think you’ll find them interesting
reading, gven if you choose not to work them out.
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For Instructors

We designed the book to be useful as a principal or supplementary textbook in
a graduate course on database systems, operating systems, or distributed
systems. The book can be covered in as little as four weeks, or could consume
an entire course, depending on the breadth and depth of coverage and on the
backgrounds of the students.

You can augment the book-in several ways depending on the theme of the
course:

i Distributed Databases — distributed query processing, distributed data-
base design.

o ‘Transaction Processing — communications architecture, applications
architecture, fault-tolerant computers.

0 Distributed Computing — Byzantine agreement, network topology
maintenance and message routing, distributed operating systems.

0 Fault Tolerance — error detecting codes, Byzantme agreement, fault-
tolerant computers.

¢ Theory of Distributed Computmg — parallel program verification,
analysis of parallel algorithms.

- In a theoretical course, you can augment the book with. the extensive mathe-
matical material that exists on concurrency control and recovery.

The exercises supply problems for many assignments. In addition, you
may want to consider assigning a prolect We have successfully used two styles
of project.

The first is an implementation project to program a concurrency control
method and measure its performance on a synthetic workload. For this to be
workable, you need a concurrent programming environment in which process-
ing delays can be measured with réasonable accuracy. Shared memory between
processes is also very helpful. We have successfully used Concurrent Euclid for
such a project [Holt 83].

The second type of project is to take a concurrency control or recovery
algorithmdescribed in a research paper, formalize its behavior in serializability
theory, and prove it correct. The bibliography is full of candidate examples.
Also, some of the referenced papers are abstracts that do not contain proofs.
Filling in the proofs is a stimulating exercise for students, especially those with
a theoretical inclination. -
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1

THE PROBLEM

1.1 TRANSACTIONS

Concurrency control is the activity of coordinating the actions of processes
that operate in parallel, access shared data, and therefore potentially interfere
with each other. Recovery is the activity of ensuring that software and hard-
ware failures do not corrupt persistent data. Concurrency control and recovery
problems arise in the design of hardware, operating systems, real time systems,
communications systems, and database systems, among others. In this book,
we will explore concurrency control and recovery problems in database
systems.

We will study these problems using a model of database systems. This
model is an abstraction of many types of data handling systems, such as data-
base management systems for data processing applications, transaction
processing systems for airline reservations or banking, and file systems for a
general purpose computing environment. Our study of concurrency control
and recovery applies to any such system that conforms to our model.

The main component of this model is the transaction. Informally, a trans-
action is an execution of a program that accesses a shared database. The goal
of concurrency control and recovery is to ensure that transactions execute
atomically, meaning that '

1. each transaction accesses shared data without interfering with other
transactions, and

2. if a transaction terminates normally, then all of its effects are made
permanent; otherwise it has no effect at all.

The purpose of this chapter is to make this model precise.



2 CHAPTER 1/ THE PROBLEM

In this section we present a user-oriented model of the system, which
consists of a database that a user can access by executing transactions. In
Section 1.2, we explain what it means for a transaction to execute atomically
in the presence of failures. In Section 1.3, we explain what it means for a trans-
action to execute atomically in an environment where its database accesses can
be interleaved with those of other transactions. Section 1.4 presents a model of
a database system’s concurrency control and recovery components, whose goal
is to realize transaction atomicity.

Database Systems

A database consists of a set of named data items. Each data item has a value.
The values of the data items at any one time comprise the state of the database.

In practice, a data item could be a word of main memory, a page of a disk,
arecord of a file, or a field of a record. The size of the data contained in a data’
item is called the granularity of the data item. Granularity will usually be
unimportant to our study and we will therefore leave it unspecified. When we
leave granularity unspecified, we denote data items by lower case letters, typi-
cally x, y, and z. ‘

A database system (DBS)' is a collection of hardware and software
modules that support commands to access the database, called database opera-
tions (or simply operations). The most important operations we will consider
are Read and Write. Read(x) returns the valye stored in data item x. Write(x,
val) changes the value of x to val. We will also use other operations from time
to time. , s

The DBS executes each operation atomically. This means that the DBS
behaves as if it executes operations sequentially, that is, one at a time. To
obtain this behavior, the DBS might actually execute operations sequentially.
However, more typically it will execute operations concurrently. That is, there
may be times when it is executing more than one operation at once. However,
even if it executes operations concurrently, the final effect must be the same as
some sequential execution. )

For example, suppose data items x and y are stored on two different
devices. The DBS might execute operations on x and y in this order:

1. execute Read(x); .
2. after step (1) is finished, concurrently execute Write(x, 1) and Read(y);
3. after step (2) is finished, execute Write(y, 0).

Although Write(x, 1) and Read(y) were executed concurrently, they may
be regarded as having executed atomically. This is because the execution just

'We use the abbreviation DBS, instead of the more conventional DBMS, to emphasize that a
DBS in our sense may be much less than an integrated database management system. For exam-
ple, it may only be a simple file system with transaction management capabilities.
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given has the same effect as a sequential execution, such as Read(x), Write(x,
1), Read(y), Write(y, 0).

The DBS also supports transaction operattons Start, Commnt and Abort.
A program tells the DBS that it is about to begin executing a new transaction
by issuing the operation Start. It indicates the termmatlon of the transaction by
issuing either the operation Commit or the operatlon “Abort. By issuing a
Commit, the program tells the DBS that the transaction_has terminated
normally and all of its effects should be made permanent. By issuing an Abort,
the program tells the DBS that the transaction has terminated abnormally and
all of its effects should be obliterated.

A program must issue each of its database operations.on behalf of a partic-
ular transaction. We can model this by assuming that the DBS responds to a
Start operation by returning a unique transaction identifier. The program then
attaches this identifier to each of its database operations, and to the Commit or
Abort that it issues to terminate the transaction. Thus, from the DBS’s view-
point, a transaction is defined by a Start operation, followed by a (possibly
concurrent) execution of a set of database operations, followed by a Commit
or Abort. .

A transaction may be a concurrent execution of two or-more programs.
That is, the transaction may submit two operations to the DBS before the DBS
has responded to either one. However, the transaction’s last operation must be -
a Commit or Abort. Thus, the DBS must refuse to process a transaction’s data-
base operation if it arrives after the DBS has already executed the transaction’s
Commit or Abort.

Transaction Syntax

Users interact with a DBS by invoking programs. From the user’s viewpoint, a
transaction is the execution of one or more programs that include database
and transaction operations.

For example, consider a banking database that contains a file of customer
accounts, called Accounts, each entry of which contains the balance in one
account. A useful transaction for this database is one that transfers money
from one account to another.

Procedure Transfer begin

Start;

input(fromaccount, toaccount, amount);

/* This procedure transfers "amount” from "fromaccount” into “toaccount.” */

temp : = Read(Accounts[fromaccount]);

if temp < amount then begin .
output("insufficient funds”);
Abort

end



