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MANAGEMENT
OVERVIEW

The essence of good management is the rational, cost-effective use
of resources. Next to personnel, a company’s most important resource is
information. Effective management of the information resource in a busi-
ness enterprise is, therefore, a primary determinant of business success.

What does effective management of inforination mean? Today, the
concept has become inexorably linked to the development, implementa-
tion, and refinement of technological tools for collecting, processing, and
distributing information in a timely way. Effective information manage-
ment has become synonymous with information sytlems management.

Information systems are now a basic component of nearly all busi-
ness organizations. U.S. companies spent close to $30 billion on their in-
formation systems in 1987, and are reaping the fruits of their investments
in the form of faster, more refined, more meaningful data—the kind of
data that supports decisions and creates weaith.

However, there is a side to this symbiosis of business and machine
that is rarely examined. It is business’s dependency on the uninterrupted
flow of information from its systems and the consequences to a company
if the corporate oracle, the computer, were to be suddenly turned off.

xv




xvi Management Overview

These are the statistics:

1. The average company will lose 2-3 percent of its gross sales within
8 days of a sustained computer outage.

2. The average company that experiences a computer outage lasting
longer than 10 days will never fully recover. 50 percent will be out
of business within 5 years.

3. The chances of surviving a disaster affecting the corporate data
processing center are less than 7 in 100. The chances of experiencing
such a disaster are 1 in 100.

Despite these statistics and the numerous accounts of actual dis-
asters that support them, many companies have ignored their vul-
nerability to a disastrous interruption of normal information system
function. It was reported in 1986 that as many as 250 of Fortune 1000 com-
panies had never planned for the possibility of an information system
failure. The number of smaller companies without a disaster recovery
plan is impossible to calculate.

In the financial industry, on the other hand, there has been a sub-
stantive trend toward disaster recovery planning. This trend has been
spurred by federal and state legislation requiring the development and
regular testing of disaster recovery plans. New laws have made bank
managers and boards of directors personally liable for a failure to plan
measures for reacting to, and recovering from, information system dis-
asters.

Besides the frightening statistics and legal liabilities, there are other
compelling and positive reasons to prepare contingency plans to protect
corporate information resources. For one, disaster recovery planning can
reduce corporate busiriess interruption insurance premiums by 10 to 20
percent. This is because the planning process enables insurance require-
ments to be more accurately identified. In many cases, expensive blanket
coverage can be repiaced by more targeted policies.

In addition, imany capabilities, such as uninterruptible power, that
may be purchase? for purposes of disaster prevention, may actually im-
prove overall da;-to-day system performance. Environmental main-
tenance can prevent costly equipment downtime as well as
contamination-related equipment fires.

However, the ul:imate impetus for disaster recovery planning is not
financial. Disaster recovery planning is, after all, an overhead expense
which demonsira{us its worth in "non-events'—disasters that are
prevented.
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In the end, disaster recovery planning needs to be undertaken be-
cause of what it is: a fundamental component of effective resource
management, the protection of vital corporate assets.
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The history of business automation is fascinating andwést For the pur-
poses of this study, however, one aspect of the history lsespecmlly impor-
tant. Driven by the incentives of cost-efficiency and competition, business
has placed more and more of its critical information asset into automated
systems and networks. This, in turn, has made business dependent upon
the uninterrupted function of the machine, a dependency rarely perceived
by those within the corporation who have no direct contact with the data
processing service. The consequences of a loss of information systems to
the business may never be considered until a disaster occurs. By then, it
is often too late.

Recent business experience is replete with examples of companies
that failed to recover from 4 disaster. Some were consumed by a flood or
fire that demolished offices and data centers, leaving skeletons of twisted
metal and smoking rubble. Others died gradually over several years, after
being crippled by a catastrophe from which they could never fully
recover. A N

However, in the same historical experience there are also examples
of companies that sufferéd disasters of the same magnitude and survived.
They emerged from the crisis, with critical operations intact, to regain
their position in the marketplace and to continue their commermal pur-
suits.

One must ask the reason for the different outcomes. Why do some
companies survive when others fail? Is it simply fate or chance that deter-
mines success or failure in disaster recovery? $

Disaster connotes chance or risk. The word itself is derived from the
Latin word for "evil star.” However, mounting evidence supports the fact
that companies can take measures that will improve the likelihood of full
recovery following a disaster. Put simply, the difference between winners
and losers in a disaster is often the presence or absence of an effective dis-
aster recovery capability. Companies that plan for the possibility of a dis-
aster, that formulate strategies for recovering critical business functions,
and that train employees to implement those strategies, generally do sur-
vive disasters.

This book is about disaster recovery planning. Itis designed to equip
a company contingency planner with the knowledge and skills needed to
develop an effective disaster recovery capability. It is also intended to
serve information systems managers and business executives as a primer
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in the critical and often-rarified discipline of disaster recovery planning,
and as a guide for managing the activities of the planning project. Final-
ly, it is a pragmatic reference describing the products, practices, and
politics of the disaster recovery industry that has emerged over the past
two decades.

Having read this book, the reader will understand the principles of
contingency planning and be equipped with a model of the planning
project that he or she may emulate to develop a workable disaster recovery
plan. Along the way, the reader will be exposed to some of the current
debates and emergent technologies of disaster recovery as well as first-
hand experiences of numerous business planners in both the preparation
and implementation of disaster recovery plans. All that will remain is for
the reader to select and apply what has been learned to develop a work-*

able plan. :
The term disaster, as used in this book, means the interruption of
business due to the loss or denial of the information assets required for
normal operations. It refers to a loss or interruption of the company’s data
processing function, or to a loss of data itself. Loss of data can result from
accidental orintentional erasure or destruction of the media on which data
is recorded. This loss can be caused by a variety of man-made or natural
phenomena.

Loss of data can also refer to a loss of integrity or reliability either in
the dataset (or database) itself, or in the means by which data is
transported, manipulated or presented for use. Corruption of programs
and networks can interrupt the normal schedule for processing and
reporting data, wreaking as much havoc within a company as would the
loss of the data itself.

The above conception of ‘disaster may Suggest-that only a major
calamity—a terrorist bombing, an earthquake, or éven a war—would
qualify as a disaster. One envisions a smoking data center at Goliath, Inc.,
rather than an accidental hard disk erasure at the small business office
down the block. In-either case, if the result is an unacceptable interrup-
tion of normal business operations, the event can be classified asa dis-
aster. Disasters are relative and contextual.

However, there are some constants about disasters. One is time. Be-
cause of business’s growing dependency on customized data processing
systems, alternatives to system-provided functions and information can-
not be implemented readily. Yet, for a business to survive a disaster, the
- time factor for restoration of system functions is critical.

Accordmg to a 1978 study by the University of Minnesota, a data
processing failure in a financial institution, one-half day in length, will
degrade normal business activity by 13 percent for the two weeks follow-
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ing the failure.! A ten day outage will result in a 97 percent loss of busi-
ness activity. Figure 1.1 depicts the impact of outages of varying lengths.2

The study also examined the relative vulnerability of specific in-
dustries and demonstrated the maximum downtime allowed by industry
before recovery would be nearly impossible. As summarized in Figure
1.2, financial industries have the lowest tolerance to prolonged downtime,
while insurance and manufacturing can tolerate slightly greater periods
without business collapse. :

In manufacturing and distribution industries, however, even rela<:
tively brief outages entail substantial dollar losses. Figure 1.3 depicts the
results of the 1978 analysis of dollar loss following a data center disaster
inmanufacturing or distribution industries with over $215million annual
gross sales. 4

Although the Minnesota study is a decade old, experts still consider

- it to be an accurate portrayal of damage potentials confronting corporate
data processing. However, the study did not account for the changes that
have recently taken place in American business, including PC prolifera-
tion, the emergence of the private telecommunications switch, the growth
of local area networks (LANs), and departmental computing. Thus, the
study provides at best a conservative estimate of potential loss impact.

100%
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Figure 1.1 Decline in Operational Business Activities for the Finance Industry
During the Two Weeks Following Complete Data Center Failure.
SOURCE: D.O. Aasgaard, ei al., An Ewaluation of Data Processing "Machine Room”

Lossand Selected Recovery Strategies (Minneapolis; MISRC, University of Minnesota,
1979). Reprinted by permission.
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Figure1.2 Maximum Downtime Allowed by Industry Type.

SOURCE: D.O. Aasgaard, et al., An Evaluation of Data Processing "Machine Room”
Lossand Selected Recovery Strategies Minneapolis; MISRC, University of Minnesota,
1979). Reprinted by permission.
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Figure 1.3 Dollar Loss in Manufacturing or Diétribuﬁon Industry F;)uowing a
Data Center Disaster.

SOURCE: D.O. Aasgaard, et al., An Evaluation of Data Processing “Machine Room™
Loss and Selected Recovery Strategies (Minneapolis; MISRC, University of Minnesota,
1979). Reprinted by permission.
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