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Anyone who has been involved in working in or managing a
digital forensic laboratory will be aware of the large number
of processes and procedures that are essential for the effi-
cient and safe running of the laboratory. If the laboratory also
aspires to achieve an accreditation from one of the accredi-
tation bodies such as American Society of Crime Laboratory
Directors/Laboratory Crediting Board (ASCLD/LAB) or
the International Standards Organization (ISO). then addi-
tional processes and procedures will have to be implemented
and followed.

This book has been written as a follow-on from the book
Building a Digital Forensic Laboratory, which, as the name
suggests, was aimed at providing guidance for creating and
managing the Forensic Laboratory. When that book was
written, the aim was to guide the user through the issues that
needed to be addressed when a laboratory was created and
on the issues of managing it. This book is written to provide
the reader with guidance on the policies and procedures that
need to be adopted in order to run the Forensic Laboratory
in a professional manner and also to allow the Forensic Lab-
oratory to be conformant with the standards that apply to the
Forensic Laboratory. The book has not been designed to
address the legal issues of any specific jurisdiction, but

-
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instead to provide advice and guidance on good practice
in the broader aspects of management of a digital forensic
laboratory.

As part of this book, a large number of templates and
checklists have been included to provide a “one-stop shop™
for the reader. These in themselves have been produced as
the result of best practice and an understanding of the require-
ments from running a number of difterent forensic laborato-
ries (collectively referred to as the “Forensic Laboratory™).
The scope of the policies and procedures that are covered
in this book go into a great deal of detail in some areas where
it is considered necessary and in other areas less so.

This book is divided into three logical areas: policies
and procedures for setting up the Forensic Laboratory, pol-
icies and procedures that will be required during the normal
running of the Forensic Laboratory, and the policies and
procedures that are required for gaining and maintaining
accreditation and accredited certification.

As the requirements for the running of the Forensic
Laboratory develop, the policies and procedures will inevi-
tably change. In order to address this problem, the following
Web site has been created and will contain the most up-to-
date material: http://www.forensic-computing.ltd.uk.
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INTRODUCTION

What is Digital Forensics?

1.1
1151

Digital forensics is a highly specialized and fast-growing
field of forensic science relating to the recovery of evidence
from digital storage media. Digital forensics applies tradi-
tional forensics processes and procedures to this new evi-
dential source.

It can also be referred to as computer forensics, but tech-
nically speaking, the term only relates to recovery of evi-
dence from a computer, and not the whole range of
digital storage devices that may store digital data to be used
as evidence. Computer forensics is also often referred to as
cyber forensics.

In this book., as in the case of Forensic Laboratory, the
term digital forensics is used.

Digital forensics can be used in civil and criminal cases
or any other area of dispute. Each has its own set of handling
requirements relevant to the jurisdiction in which the case is
being investigated.

Typically, digital forensics involves the recovery of
data from digital storage media that may have been lost,
hidden, or otherwise concealed or after an incident that
has affected the operation of an information processing
system. This could be an accidental or deliberate act. car-
ried out by an employee or outsider, or after a malware
attack of any type.

No matter what the specific details of the case, the over-
view of processing a digital forensic case by the Forensic
Laboratory follows the same series of processes, interpreted

for the jurisdiction according to case requirements. The
processes are as follows:

e preserving the evidence:

e identifying the evidence:

e extracting the evidence:

e documenting the evidence recovered and how it was

recovered:

interpreting the evidence:

e presenting the evidence (either to the client or a
court).

Inspection of numerous sources gives differing definitions
of “Digital (or Computer) Forensics,” depending on the
organization and its jurisdiction. They all contain some or
all of the elements mentioned above (explicitly defined
or implied). The Forensic Laboratory uses the following
definition:

The use of scientifically derived, proved, and repeatable
methods for:

preserving the evidence:

identifying the evidence;

extracting the evidence:

documenting the evidence recovered and how it was
recovered;

interpreting the evidence;

e presenting the evidence.

to reconstruct relevant events relating to a given case.
The same processes and techniques are used for any dig-
ital media. whether it is a hard disk drive, a SIM card from a



