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Preface

Do you need tools for making your system administration work easier and more effi-
cient? You’ve come to the right place.

Perl is a powerful programming language that grew out of the traditional system
administration toolbox. Over the years it has adapted and expanded to meet the chal-
lenges of new operating systems and new tasks. If you know a little Perl, and you need
to perform system administration tasks, this is the right book for you. Readers with
varying levels of both Perl programming experience and system administration expe-
rience will all find something of use within these pages.

What's New in This Edition?

A tremendous amount of work went into updating this book so it could be even better
than the first edition. Here’s some of what has been improved in the second edition:

New title
My editors and I realized that the material in this book was more about how to
automate your system administration work in ways that would make your working
life more efficient and pleasant than it was about Perl. While Perlis still the toolshed
that makes all this possible, it isn’t the main focus of the book.

New material
It’s hard to know where to begin on this one. The new edition is four chapters and
two appendixes bigger (with a total page count that is 50% greater) than the last
one. Included in this edition are a cornucopia of new tools and techniques that you
are going to love. I tried to add material on the things I wished I had sysadmin-
targeted material on, including: XML and YAML best practices (using XML : : LibXML,
XML::Twig, and XPath); dealing with config files; more advanced LDAP topics
(including updated Net : : LDAP information); email-related topics (including POP3/
IMAP, MIME, and spam); new ways of dealing with filesystems; more advanced
log file creation and parsing tools; DHCP; mapping/monitoring a network using
Nmap and other tools; packet creation and sniffing; information reporting using
tools like GraphViz, RRDtool, and Timeline; using SHA-2 instead of MDS5;




SNMPv3; Mac OS X; converting VBScript code to Perl; geocoding; MP3 file
manipulation; using Google Maps; and so on.

New advice
Part of the value of this book is the advice you can pick up from an experienced
system administrator like me who has been doing this stuff for a long time and has
compared notes with many other seasoned veterans, This new edition is packed
with more sidebars to explain not only the what, but also the why behind the
material.

Operating system and software information updates
All of the text and code has been updated and augmented to work with the latest
versions of Unix- (including Linux and Mac OS X) and Windows-based operating
systems.

Module and code updates/improvements
The descriptions and code in this book match the latest versions of the modules
mentioned in the first edition. In cases where a module is no longer available or a
better alternative has emerged, the appropriate replacement modules have been
substituted. Also, all example code is now “use strict” friendly.

Errata corrected
1 have attempted to address all of the errata I received from all of the printings of
the first edition. I appreciate the time readers took to report errors to O’Reilly and
me so I could fix them at each printing and in this edition. Special thanks go to
Andreas Karrer, the German translator for the first edition. Andi pored over every
single byte of the original text and submitted almost 200 (mostly layout-related)
corrections, all with good cheer.

How This Book Is Structured

Each chapter in this book addresses a different system administration domain and ends
with a list of the Perl modules used in that chapter and references to facilitate deeper
exploration of the information presented. The chapters are as follows:

Chapter 1, Introduction
This introductory chapter describes the material covered in the book in more detail,
explaining how it will serve you and what you need to get the most from it. The
material in this book is powerful and is meant to be used by powerful people (e.g.,
Unix superusers and Windows-based operating system administrators). The
introduction provides some important guidelines to help you write more secure
Perl programs.

Chapter 2, Filesystems
This chapter is about keeping multiplatform filesystems tidy and ensuring that they
are used properly. We'll start by looking at the salient differences between the
native filesystems for each operating system. We’'ll then explore the process of
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intelligently walking or traversing filesystems from Perl and how that can be useful.
Finally, we’ll look at manipulating disk quotas from Perl.

Chapter 3, User Accounts
This chapter discusses how user accounts manifest themselves on two different
operating systems, including what is stored for each user and how to manipulate
the information from Perl. That leads into a discussion of a rudimentary account
system written in Perl. In the process of building this system, we’ll examine the
mechanisms necessary for recording accounts in a simple database, creating these
accounts, and deleting them.

Chapter 4, User Activity
Chapter 4 explores ways to automate tasks centered around user activity, intro-
ducing a number of ways to track and control process, file, and network operations
initiated by users. This chapter also presents various operating system-specific
frameworks and tools (e.g., Windows Management Instrumentation, GUI setup
tools, Isof, etc.) that are helpful for user-oriented tasks on different platforms.

Chapter 5, TCP/IP Name and Configuration Services

Name and configuration services allow hosts on a TCP/IP network to communicate
with each other amicably and to self-configure. This chapter takes a historical per-
spective by starting with host files, then moving on to the Network Information
Service (NIS) and finally to the glue of the Internet, the Domain Name Service
(DNS). Each step of the way, it shows how Perl can make professional management
of these services easier. We'll also explore how to work with the Dynamic Host
Configuration Protocol (DHCP) from Perl in this chapter.

Chapter 6, Working with Configuration Files
Almost every system or software package we touch relies heavily on configuration
files to be useful in our environment. This chapter explores the tools that make
writing and reading those files from Perl easy. We’ll look at various formats, with
special attention paid to XML and the current best practices for working with it
using Perl.

Chapter 7, SQL Database Administration
Over time, more uses for relational databases are being found in the system ad-
ministration realm. As a result, system administrators need to become familiar with
SQL database administration. This chapter explains DBI, the preeminent SQL
database framework for Perl, and provides examples of it in action for database
administration.

Chapter 8, Email
This chapter demonstrates how Perl can make better use of email as a system ad-
ministration tool. After discussing sending via SMTP (including MIME-based
HTML messages), receiving via POP3/IMAP, and parsing via Perl, we’ll explore
several interesting applications, including tools for analyzing unsolicited commer-
cial email (a.k.a. spam) and managing tech support emails.
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Chapter 9, Directory Services
As the complexity of the information we deal with increases over time, so does the
importance of the directory services we use to access that information. System
administrators are increasingly being called upon not only to use these services,
but also to build tools for their management. This chapter discusses some of the
more popular directory service protocols/frameworks, such as LDAP and ADSI,
and shows you how to work with them from Perl.

Chapter 10, Log Files
System administrators are often awash in a sea of log files. Every machine, operating
system, and program can (and often does) log information. This chapter looks at
the logging systems offered by Unix- and Windows-based operating systems and
discusses approaches for analyzing logging information so it can work for you.

Chapter 11, Security
This chapter heads right into the maelstrom called “security,” demonstrating how
Perl can make hosts and networks more secure.

Chapter 12, SNMP
This chapter is devoted to the Simple Network Management Protocol (SNMP). It
illustrates how to use this protocol to communicate with network devices (both to
poll and to receive trap information).

Chapter 13, Network Mapping and Monitoring
Perl offers some excellent tools for the mapping and monitoring of networks. In
this chapter, we’ll look at several ways to discover the hosts on the network and
the services they offer. We’ll then explore helpful graphical and textual ways to
present the information collected, including some of the best tools for graphing
and charting the data (such as GraphViz and RRDtool).

Chapter 14, Experiential Learning
This is the chapter you don’t want your boss to catch you reading.

Appendixes
Some of the chapters assume basic knowledge about topics with which you may
not be familiar. For those who are new to these subjects, this book includes several
mini-tutorials to bring you up to speed quickly. The appendixes provide introduc-
tions to the eXtensible Markup Language (XML), the XML Path Language (XPath),
the Lightweight Directory Access Protocol (LDAP), the Structured Query Lan-
guage (SQL), the Revision Control System (RCS), translating VBScript to Perl, and
SNMP.
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Typographical Conventions

This book uses the following typographical conventions:

Italic
Used for file- and pathnames, usernames, directories, program names, hostnames,
URLs, and new terms where they are first introduced.

Constant width
Used for Perl module and function names, namespaces, libraries, commands, «
methods, and variables, and when showing code and computer output.

Constant width bold
Used to indicate user input and for emphasis in code examples.

Constant width italic
Used to indicate parts of a command line that are user-replaceable, and for code
annotations.

R

This icon signifies a tip, suggestion, or general note.
“"
This icon indicates a warning or caution.

Operating System Naming Conventions

This book is steadfastly multiplatform in its thinking. However, reading about “a
Microsoft Vista/Microsoft Windows Server 2008/Microsoft Windows Server 2003/
Microsoft XP script” or a “Linux/Solaris/Irix/HPUX/Mac OS X/etc. script” gets old
fast. Having consulted some style guides, here’s how I've chosen to handle discussing
the operating system collectives:

* When writing about the Microsoft products—Microsoft Vista, Microsoft Win-
dows Server 2008, Microsoft Windows Server 2003, and Microsoft XP (on which,
by and large, all scripts were tested)—1 refer to them collectively as “Windows-
based operating systems,” at least first time they show up in a chapter or heading.
From that point on in the chapter I shorten this to simply “Windows.” If something
is particular to a specific Windows-based operating system, I will mention it by
name.
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¢ When writing about any of the members of the Unix family (in which I include
both Linux and Mac OS X), I refer to them collectively as just “Unix,” “the Unix
family,” or sometimes “Unix variants.” If something is particular to a specific Unix
vendor or release, I will mention it by name,

Coding Conventions

There are a few points [ want to mention about the code in this book:

* Allcode examples were written and tested with use strict; as the firstline (I highly
recommend you do the same). However, given the number of examples in this
book, the repetition would have taken up a significant amount of space, so to save
trees and wasted bits I did not include that line in any of the examples. Please just
assume that every example uses this convention.

* Almost all of the code is formatted using Steve Hancock’s fabulous perltidy util-
ity (hitp://search.cpan.org/dist/Perl-Tidy/) to improve readability.

* Although these examples don’t reach anything like that level of perfection, much
of the code has been rewritten with the advice in Damian Conway’s book Perl Best
Practices (http://oreilly.com/catalog/9780596001735/) (O’Reilly) in mind. I highly
recommend reading Conway’s book to improve your code and generally reinvigo-
rate your Perl programming. The automated source code analyzer Perl::Critic
that Perl Best Practices inspired was still in heavy development for much of the
writing of this book, so I did not use it. You should, though, as it’s another great
tool.

Using Code Examples

This book is here to help you get your job done. In general, you may use the code in
this book in your programs and documentation. You do not need to contact us for
permission unless you’re reproducing a significant portion of the code. For example,
writing a program that uses several chunks of code from this book does not require
permission. Selling or distributing a CD-ROM of examples from O’Reilly books does
require permission. Answering a question by citing this book and quoting example
code does not require permission. Incorporating a significant amount of example code
from this book into your product’s documentation does require permission.

We appreciate, but do not require, attribution. An attribution usually includes the title,
author, publisher, and ISBN. For example: “Automating System Administration with
Perl, Second Edition, by David N. Blank-Edelman. Copyright 2009 O’Reilly Media,
Inc., 978-0-596-00639-6.”

If you feel your use of code examples falls outside fair use or the permission given above,
feel free to contact us at permissions@oreilly.com.
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How to Contact Us

We have tested and verified the information in this book to the best of our ability, but
you may find that features have changed (or even that we have made mistakes!). Please
let us know of any errors you find, as well as your suggestions for future editions, by
writing to:

O’Reilly Media, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

800-998-9938 (in the U.S. or Canada)

707-829-0515 (international/local)

707-829-0104 (fax)

We have a website for the book, where we’ll list examples, errata, and any plans for
future editions. You can access this page at:

hitp:/fwww.oreilly.com/catalog/9780596006396/

The author has set up a personal website for this book. Please visit it at:
http://www.otterbook.com |

To ask technical questions or comment on the book, send email to:
bookquestions@oreilly.com

For more information about our books, conferences, software, Resource Centers, and
the O’Reilly Network, see the O’Reilly website:

http:/fwww.oreilly.com

Safari® Books Online

.3 When you see a Safari® Books Online icon on the cover of your favorite
Safari Y y

g technology book, that means the book is available online through the
O’Reilly Network Safari Bookshelf.

Safari offers a solution that’s better than e-books. It’s a virtual library that lets you easily
search thousands of top tech books, cut and paste code samples, download chapters,
and find quick answers when you need the most accurate, current information. Try it
. for free at hitp://my.safaribooksonline.com/.

Acknowledgments from the First Edition

To keep the preface from becoming too much like an Oscar acceptance speech, here’s
a condensed version of the acknowledgments from the first edition.
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and some of our activities actively threaten their survival. I believe they deserve our
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Mbira kept me sane through the arduous process of writing the first edition of this
book. For this edition, I have yoga to thank for my current health and sanity. I'd like
to express my profound gratitude to my teacher, Karin Stephan, and her teacher, B.K.S.
lyengar, for sharing such a wonderful union of mind and body with me. -

I’ve tried to cut down the florid prose of the first edition’s acknowledgments, but L hope
you’ll indulge me just one more time. The biggest change for me between these editions
was the birth of our first child, Elijah. He’s been a constant blessing to us, both in the
noun and verb senses of the word.
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