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Introduction

What is Online Law?

Millions of individuals are exploring computer networks and online systems today. Did I say individu-
als? Look again. Everywhere on the Net, groups of people gather—on bulletin boards, in Usenet, in chat
rooms, and other places online. They’re socializing, doing business, publishing to each other on the
World Wide Web. It is more than just having fun with computers and modem:s. It is the start of a social
revolution, perhaps the most important structural advance in society in our lifetime.

The new social revolution is not about technology at all, though we needed technology to make
it happen. Its essence is deceptively simple: people coming together from all points of the globe to
meet on the common ground of the Net. We never had this ability before, in the entire history of
civilization. We created the Net when we connected computers to telephone systems, and put those
computers in a lot of homes and offices.

In the past, social groups did not function unless their members were close together. If you threw
a party, your guests came in from a few miles away. Corporations kept their brass concentrated near
the headquarters office. The strength of civic groups depended on how often they could get their
members together in the same room. There have always been more extended parties, corporations
and associations, of course, but until now they could conquer physical distance only through brute
force: spending lots of time and money carting people from where they lived to where they could
meet with others. It was a game only the very rich or extremely dedicated could afford to play. The
rise of the voice telephone system changed things a little, but it remained almost entirely a one-on-one
medium. Networks and online services, in contrast, readily support online communities of almost
any size.

Now we can gather together online with ease. It is getting easier and cheaper every day. People
are starting to live parts of their lives online, in discussion groups, clubs, trade organizations, virtual
corporations, and so on. We can help each other and enrich each others’ lives in ways previously
unimagined. We are bursting out of the shared blinders worn by geographically provincial groups,
to achieve new, globally informed perspectives and ways of working together.

At the same time, new opportunities for misunderstanding arise, often with people we may never
meet in the flesh. The Net is revolutionary in supporting social and business groups spread across
countries and continents, but it does not portend any immediate change in individual human nature.
Just like in the physical world, people and businesses can hurt others on the Net in a lot of ways,
both accidentally and on purpose. They can tell hurtful lies about each other, steal or wrongfully
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copy each others’ property, reveal painful or damaging secrets, or break a promise or a deal on which
someone else depends. This is not merely theoretical. There has already been plenty of real damage
caused to others through the Net.

For approximately the first three decades of the Net’s existence, from the ‘60s through the '80s,
little of the damage caused online led to legal action of any kind, apart from government agents
busting a few "phone phreaks" for long distance pranks, or software companies shutting down pirate
bulletin boards bulging with infringing "warez." The first Net users were explorers charting the
wilderness, not litigious businessmen. Besides, most injuries on the Net could not be measured in
money. Since our land-based courts require significant sums as the price of admission, they were
simply not involved in early Net conflicts. With courtroom resolution out of the question, those
injured online had few alternatives. They could try to injure the person who injured them; they could
appeal to those controlling Net resources to cut off the wrongdoer; or they could simply retire from
the Net and get back to the physical world, where all the real action was at the time anyway.

Things have changed. Now there’s lots of money, people, and businesses on the Net. Many billions
of dollars are being invested today in its further development as a social and business environment.
This in turn has opened the doors to the land-based courts, who are now becoming deeply involved
in online law for at least three reasons. First, there are now a lot of rich folks and companies on the
Net, who can easily afford to sue those who hurt them online. Second, the companies investing
billions in Net development want to protect their hefty investment. They will readily shave off
millions of dollars and fund as many lawsuits as necessary to secure their online assets and business
opportunities. Third, all the attention that our society is now giving to the Net, including all the hype
about the "National Information Infrastructure,” the "Information Superhighway," and "telecom-
muting," inevitably rubs off on the courts and legal systems. Judges are more likely to recognize the
Net as a place where people meet and do business, where wrongful acts can lead to real injuries
deserving of a legal remedy. Again, this is not merely an academic point. We are seeing a sharp,
steady rise in lawsuits based on events that took place largely or wholly on the Net.

Which leads to the question: which legal system applies to the Net? The answer may change over
time, but for now, U.S. citizens should assume they can be called to appear in state and federal courts
in the U.S. if they injure others on the Net. The land-based governments and courts have power over
our bodies. If someone injured on the Net asks a court to decide a dispute with a U.S. citizen, the
court will call that citizen in to defend the lawsuit, using marshalls and guns if necessary to back up
its demand.

Once in court, another question arises: what rules or laws should apply to disputes arising on the
Net? Once again, U.S. citizens should assume that in legal matters involving other U.S. citizens, state and
federal laws of the U.S. will be applied. Courts today are not close to recognizing special legal jurisdictions
on the Net, and it may be years or decades before they do. The reality today is that U.S. laws are applied
routinely to events online, as demonstrated in several of the cases listed in Appendix K.

There is currently a partial way out of the straight application of U.S. laws to Net activities. It was
pioneered many years ago by banks using online funds clearing systems, and investors using online
trading systems like NASDAQ: membership agreements, where participants in an online group
agree to rules that will govern their mutual affairs. U.S. courts readily treat such agreements as legal
contracts, setting up self-contained legal systems with their own rules and logic. Thus, any group of
people running or involved in an online system can take hold of much of their own legal destiny,
simply by agreeing to set their own rules by mutual agreement.

These group agreements are limited, however, whenever they conflict with overriding state or
federal public policies. Such policy limits are often not hard to divine. For instance, let’s say an online
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membership group sets up a massive bartering market where goods are traded directly for other
goods with no money changing hands, and the IRS brings group members to federal court to make
them report and pay taxes on the transactions. We can expect that the courts would readily apply
U.S. tax law to their activities, brushing aside any suggestion that the group’s internal agreement
that no money changes hands makes the Internal Revenue Code inapplicable.

It is within this existing regime—that U.S. courts and U.S. laws will regularly be applied to people
and businesses who can be found in the U.S.—that NetLaw is set. In the chapters to follow, we will
explore the subjects of greatest legal importance on the Net today. Much of what we will demonstrate
is how traditional legal thinking needs to take into account the many new social and business
environments found on the Net. The reference point is always U.S. law, though the techniques
applying that law to the Net may be instructive to those in other countries who are working out how
their own laws will apply to the Net.

At the same time, we will hopefully show how the Net is not automatically a "whole new ball
game." The Net is not populated by a new set of people. Everyone using the Net is deeply entrenched
in the land-based world, and sharing the heritage of thousands of years of land-based cultural and
social development. We bring that history with us when we go online. Whether we view our heritage
as an asset or as wasteful baggage, groups of people instinctively erect their acculturated under-
standings all around them in the Net. As a result, legal scenarios online will look very, very familiar
to those of us who have spent any time in the physical world.

Working with and within online law is a learning process in its very earliest stages. It is not,
however, nearly as mysterious as some newcomers to the field suggest. Even without a lot of court
decisions or legislation specific to the online world to guide us, we can say a lot about online law
today based on what we know about existing laws and their evolution, the social goals and pressures
at play on the evolving Net, and common sense. It is the goal of NetLaw to arm the reader with
enough information in all these areas to proceed with confidence into any social or business situation
on the Net. In the meantime, unanswered legal questions will remain online, just as they do in the
physical world. They are a permanent condition in an evolving society.

What Is in This Book

The book has eight chapters, each covering an important legal area in the online world.

1. "Freedom, Censorship, and Control of the Online System"—Who controls online sys-
tems, and what are the limits of that control? Is it legal to censor Net users? The First
Amendment guarantees "freedom of speech.” We will look at how freedom of speech
works online, and see how it is the most important law in the U.S. protecting the Net,
its users and its providers today.

2. "Contracts and Commercial Arrangements"—How do you use contracts to manage your
risks online, and set up the kinds of online relationships you want. What are the terms of
basic user agreements with online services and access providers? For those who do business
on the Net, what deals should they make with customers and suppliers?

3. "Owning and Using Online Property"—In the past, most information was freely transmitted
on the Net. Today, information freedom is under pressure from copyright owners setting
up their shops online. What are the rules covering our use of messages and files belonging
to others? How do the copyright and trademark laws work online?
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4. "Dangers and Responsibilities in the Online World"—There are many kinds of injury on the
Net, such as libel, infringing copyrights, and trafficking in stolen credit card numbers. What
legal standards of conduct apply online? What is the risk to corporate managers when their
in-house LANSs are connected to the Net? Should system operators be blamed for injuries
caused by those who use their systems? There is a great deal of concern today over network
security. What legal obligations are there to keep an online system secure from intruders?

5. "Privacy"—Our privacy is increasingly threatened, and seems to become more precious as
we live more of our lives on the computer networks. Does the law protect our privacy on
the Net? Can businesses rely on legal protection for their trade secrets? Encryption software
is becoming increasingly popular as a way to keep e-mail entirely secret. Are there legal
limits to its use?

6. "Crime and the Online System"—What counts as a crime when you’re online? We look at
how federal and state computer crime laws apply in the online world. We also look at what
you can do when you see someone committing a crime online, and when a system operator
might be held responsible for criminal acts committed on the system.

7. "Searches and Seizures"—Government agents have been known to stage raids on online
systems, and carry the computer equipment away for inspection. They have also been
known to make mistakes, as in the famous case of Steve Jackson Games. What laws protect
online systems and materials from search and seizure, and how can system operators
minimize their risks?

8. "Adult Materials and Themes"—Adult materials and services are among the most active
uses of the Net today. They are also often among the most illegal; adult online services
advertising nationally one month can be under criminal indictment the next. We will look
at the laws regulating obscenity, child pornography and indecent speech, and the Consti-
tutional limits against state and federal prosecution.

In addition, extensive appendixes provide a variety of resources, including sample contracts,
case citations, statutory texts, and pointers to other sources of information.

How to Use This Book

This book is meant to help readers know which behavior is legal, and which illegal, when they
encounter it on the Net. Most Net users and operators need such a primer today. In the physical
world, we know inherently about many things that are illegal, even if we never opened a law book
or talked to a lawyer: shoplifting; robbing banks; driving the wrong way down a one way street;
killing or injuring people; counterfeiting money or forging checks; selling dangerous products,
from cars to breast implants; breaching a contract. How do we know these things? They are
presented to us continuously in the media, in school, and by our parents and friends. They are the
kinds of harmful activity our society knows it will not tolerate. Those who ignore the basic teaching,
who carelessly cross the clear lines of illegality, could find themselves in court defending a suit for
money damages or a criminal indictment.

In contrast, most people have no such background in online law, no history of examples where
people did the illegal or harmful act, then got hauled into court. We cannot rely on a common
knowledge of online law threading through society and culture, because it is simply not there yet.
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Even when we assume that laws born in the physical world apply online, there remains the question
of how do they apply?

That is where this book comes in. NetLaw can serve as a guide to the major laws and legal events
today in the online world. It is also like a first aid manual: it helps the reader identify legal risks and
rights for online systems, explains the causes behind them, and suggests ways in which the reader
can protect their rights, and handle or avoid the risks.

For instance, if you wonder whether your privacy rights were violated on a given online system,
or if you simply want to know more about the general framework of privacy rights on computer
networks, you can go right to the privacy section of this book and read up. You don’t have to plow
through unrelated materials on computer crime or online dealmaking to figure out the score on
privacy. Or you may be concerned about your company’s legal responsibility to keep the in-house
system secure from intrusive hackers. To learn more about it, you can look at the sections on security
and related subjects in Chapter 4.

When used in this way, the book is a practical reference to be picked up and consulted whenever
you encounter new legal issues on the Net. Where it does not provide an answer, the resources listed
in the appendixes will show you where you can investigate further.

If you prefer, you can read the book cover to cover for a tour of the online world as it exists today
and the legal tangles to which it has been host. Reading about legal matters online is one way of
tuning into the drama of the Net. It is also a way to develop an understanding how the law meshes
with other aspects of online culture and society.

Scattered throughout the book are two kinds of text boxes. One kind, indicated by a picture of the
scales of justice, features discussions of various trends affecting the development of online law. Very
few cases involving online law—Iless than a handful—have been decided in the two or three years
since the last revision of this book (previously published under the title SysLaw). However, in that
same time there has been a whirlwind of activity very important to how online law will develop in
the next few years: new and attempted legislation; disagreements between companies, organiza-
tions, and industry groups, which may lead to lawsuits; social and business developments with
obvious legal consequences down the line. These events are only potentially significant, their precise
impact too vague for them to be presented as part of online law as it exists today. However, we must
still track these nascent trends to understand online law as it evolves. By placing this material in
boxes, we’ve separated it from what might be considered the better established "law" that applies
online, yet highlighted its importance to understanding how online law may evolve over time.

The other kind of text box presents to the reader various metaphors that Net users apply to
different parts of the online world. Each such box is graced with a picture of one of these metaphors.
The special focus on metaphors reflects the peculiar path by which legal analysis and lawyers tend
to approach legal affairs on the Net: by analogizing online matters to supposedly similar past events
in the physical world. This phenomenon is not limited to the legal profession by any means. How
many times have we all heard references to online systems being like printing presses, telephone
systems, postal systems, book stores, libraries, inns, or highways?

Whether we admit it or not, metaphors underlie some of our most strongly held convictions about
the Net. It is now time to get more serious about these models, to understand where it is valid to
compare them to Net phenomena and where the comparisons must end. The goal of the metaphor
boxes in this book is to begin the job of inspecting the metaphors and see what light they shed in
understanding online law. Even the little pictures are part of this effort. They provide a visual cue
for the reader, an additional path to the reader’s own rich store of mental associations which flesh
out the full meaning of each metaphor as it is applied to the virtual world online.
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The text boxes provide, then, yet another way of reading this book. The reader can skip from box
to box as if reading a magazine, and build a collage-like sense of how law is developing online and
the metaphorical world in which it operates. There is some overlap of material between the text
boxes and the main text. This is deliberate. Many of the events taking place online have multiple
meanings and implications for online law and society, and are best portrayed in multiple contexts.
In thisbook, we accomplish this by referring to certain key events at different points in the discussion,
and within different types of discussions.

Terminology relating to the online world is used rather loosely here, mirroring the degree to which
it is still unsettled among those who use online systems. You will see "online world" used a lot here,
because it’s simple, attractive, and accurately portrays the sense that those who communicate online
regularly feel as though they operate in a shared world. The term "cyberspace" looks at this time like
it might become the word of general usage for referring to this same realm, so it is also used
interchangeably with "online world" in this book. "Internet" refers to the TCP/IP network of
networks that evolved out of the ARPAnet of the '60s. The term "Net," on the other hand, refers to
the online world as a whole, and emphasizes the connectedness of all online points to all other points
(though for any two physically unconnected networks, the connection is via the people who
participate in both). If this is a bit confusing, don’t worry. All these terms refer generally to the big
online arena within which people are socializing and conducting businesses, and within which deals
can be made and laws can be broken. Other terminology is fairly straightforward: "user" means a
person using an online system; "operator" means someone running an online system or service of
any kind; and "online system" means any kind of online service or operation, including BBSs,
newsgroup conferencing systems, mailing lists, echo conferences, and MUDs.

Remember, the information in this book is information only, and not legal advice. It is for readers
to add to their own knowledge of how law works in the online world, so they can perform their own
legal analyses armed with more and better information. For definitive help on any given legal
situation, the reader should track down a lawyer competent in the practice of online law. If one can’t
be found, then find a good lawyer with an open mind, and show him or her a copy of this book so
they too can jump into the practice of online law.
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