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Introduction

Welcome to the Microsofte Windows NT® Server Resource Kit: Windows NT
Server Networking Guide.

The Microsoft Windows NT Server Resource Kit for version 4.0 consists of three
new volumes and a single compact disc (CD) containing programs for both
Windows NT Workstation and Windows NT Server. An online version of the
new, comprehensive Windows NT Workstation Resource Guide is also available
on the CD. Update books for the Windows NT Server Resource Kit will be
released on a semi-annual basis. They will contain new information and major
revisions of existing topics.

The Windows NT Server Networking Guide presents detailed information that is
specific mainly to using Windows NT Server on or with a network, plus topics
that are either new for version 4.0 or reflect issues that our Product Support
people consider timely and important. This information is intended to be an in-
depth, technical supplement to the printed and online documentation included as
part of the Windows NT Server version 4.0 product. It does not replace that

information as the source for learning how to use the product features and
programs.,

This introduction includes the following types of information you can use to get
started.

= The first section outlines the contents of this book, so that you can quickly find
pertinent technical details.

=  The second section introduces the Windows NT Server Resource Kit CD.

» The third section describes the support policy for the Windows NT Server
Resource Kit,

About the Windows NT Server Networking Guide

This book includes the following chapters.

Part |, About Windows NT Server Networking

Chapter 1, “Windows NT Networking Architecture,” describes the layered
networking architecture built into Windows NT, and how it fits into the Open
Systems Interconnect (OSI) model. It also describes the Windows NT transfer
protocols, distributed processing, the distributed component object model
(DCOM), network resource access, workstation and server services, services
for Macintosh, and the Remote Access Service (RAS).
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Chapter 2, “Network Security and Domain Planning,” describes the
security model built into Windows NT. It also introduces the security
architecture and how the features work over the network domain structure to
provide a secure network. The chapter concludes with extensive and detailed
advice tor planning a domain structure (including a description of the
Microsoftt corporate domain model), and a section on troubleshooting security
problems.

Chapter 3, “Windows NT Browser Service,” describes the browser service
built into Windows NT. It presents the different types of browser computers,
and tells how Windows NT ensures that the browse list (the visual display of
all available network devices) is always accessible. The chapter also describes

how to select computers to be browsers and how browsing across a wide area
network (WAN) is handled.

Part ll, Network Interoperability

Chapter 4, “Terra Flora: A Fictitious Case Study,” introduces Terra Flora
corporation, a fictitious international floral company, and gives background
information about the corporation. This corporation will be used to illustrate
the ability of heterogeneous networks to operate together using Windows NT
Server. The networking model that Terra Flora Corporation will implement, as
shown 1n the network diagram on the inside back cover of this book, contains
four levels of server services and provides a brief introduction to the levels and
services offered at each level.

Chapter 5, “Network Services: Enterprise Level,” presents various
decisions Terra Flora had to make about its network and explains the
procedures for implementing and configuring those choices. These issues
include their network protocol standard, addressing, logons, centralized
services, backups, and connecting to the Internet and remote access.

Part lll, TCP/P

Chapter 6, “TCP/IP Implementation Details,” provides additional detail
about the architecture of Transmission Control Protocol/Internet Protocol
(TCP/IP), including information about TCP/IP advanced configuration options

and descriptions of the client/server services that make it easier to administer
TCP/IP networks.

Chapter 7, “Managing Microsoft DHCP Servers,” describes the
chient/server architecture of the Dynamic Host Configuration Protocol (DHCP)
and planning for DHCP server installation, managing the DHCP database, and
troubleshooting DHCP service problems.

Chapter 8, “Managing Microsoft WINS Servers,” describes the architecture
of the Windows Internet Name Service (WINS)—an RFC-compliant NetBIOS
name server for TCP/IP networks, and discusses planning for WINS server
implementation.
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Chapter 9, ‘“Managing Microsoft DNS Servers,” describes the Domain
Name System and Microsoft DNS Server, and includes information on the
implementation of domain, zone, and Microsoft DNS server and client
concepts; planning issues for DNS, WINS, and Internet security; and using
DNS Manager to configure and manage Microsoft DNS Server.

Chapter 10, “Using LMHOSTS Files,” provides information about the
LMHOSTS file that contains static mappings of “friendly” NetBIOS computer
names to IP addresses to enable computers to locate resources on the Internet
or on routed TCP/IP intranets.

Chapter 11, “Using SNMP for Network Management,” describes the
Simple Network Management Protocol (SNMP) of the TCP/IP protocol suite
and its implementation under Windows NT.

Chapter 12, “Troubleshooting Tools and Strategies,” presents information
about the TCP/IP programs that are used specifically for connectivity
troubleshooting on TCP/IP-based intranets.

Part IV, Using Windows NT Server Networking

Chapter 13, “Using NetBEUI with Windows NT,” describes the
implementation of the NetBEUI transport under Windows NT for
administrators and support personnel who support legacy networks (LANS)
using the NetBEUI protocol.

Chapter 14, “Using DLC with Windows NT,” provides information about
the Data Link Control (DLC) protocol under Windows NT, which provides

connectivity to IBM mainframes and to LAN printers attached directly to the
network.

Chapter 15, “Remoteboot,” explains how a computer running Windows NT
Server can start client computers (MS-DOSe, Microsoft Windowse 3.1, and
Microsoft Windows 95) over the network.

Chapter 16, “Microsoft Network Client Version 3.0 for MS-DOS,”
describes how to install, use, and troubleshoot Microsoft Network Client
version 3.0 for MS-DOS. Network Client 1s software that you install on a

computer running the MS-DOS operating system so that the computer can use
resources on a network.

Part V, Appendixes

Appendix A, “TCP/IP Utilities Reference,” provides a listing and
description of the TCP/IP programs and commands that are supported by
Windows NT for intranet and Internet troubleshooting and connectivity.

Appendix B, “Port Reference for Microsoft TCP/IP,” describes the well-

known and registered port assignments that are supported by Microsoft TCP/IP
for Windows NT.
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Appendix C, “MIB Object Types for Windows NT,” provides listings of the
SNMP managed-objects implemented in Windows NT.

Appendix D, “Windows Sockets,” is primarily for the developer. This
appendix provides information about using Windows Sockets and developing
Windows Sockets programs for Windows NT.

Appendix E, “RAS Reference,” provides an overview of the most important
modem compatibility standards and how they work within the Remote Access
Service (RAS). This appendix also presents a series of quick-reterence charts
to give you a high-level perspective on how RAS works during a call to a
Windows NT RAS server, and reference tables for RAS server and client
computers that detail the different versions of RAS and the features they
support.

Appendix F, “Routers and Switches,” provides an overview of routing and
switching technologies, descriptions of the routing and switching equipment

selected and installed at Terra Flora, and the technical and business reasons for
those choices.

Appendix G, “NetBIOS Names,” lists the 16" character of a NetBIOS
computer name that uniquely i1dentifies the networking client service, such as

workstation or browser. The 16" character is recognized and used in WINS and
LMHOSTS name resolution services.

Index to this Windows NT Server Networking Guide.

Resource Kit Compact Disc

The Windows NT Server Resource Kit CD includes a wide variety of tools and

programs to help you work more efficiently with both Windows N'T Workstation
and Windows NT Server. You can read about some of the enhancements made to
the existing tools and programs as well as new ones that have been added for this
version 4.0 release in the Introduction to the Windows NT Server Resource Guide.

The CD that accompanies the Windows NT Server Resource Kit contains
programs that apply to information in the Windows NT Workstation Resource
Guide, the Windows NT Server Resource Guide, the Windows NT Server
Networking Guide, and the Windows NT Server Internet Guide. This new CD
replaces all previous ones. It includes a collection of information resources, tools,

and programs that can make networking and working with the Windows NT
platform even easier.

Note The programs on this CD are designed and tested for the U.S. version of
Windows NT version 4.0. Use of these programs on any other version of
Windows NT can cause unpredictable results.
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A large Help file with explanations of and user actions for the majority of the
messages included in Windows NT version 4.0, and a large Help file of
Performance Counter Definitions are just two of the major items included on the
Windows NT Server Resource Kit CD. Updates to these files and others will be
provided, when available, on the Microsoft Internet web site for the Windows N'T
Resource Kits. See the Rktools.hlp file for the exact site address, as well as the
addresses of other Microsoft information sites.

After installing the Windows NT Server Resource Kit, please refer first to the
following three files:

» The Readme.wri file, which contains a complete list of all the tools and
programs on the Windows NT Server Resource Kit CD and additional setup
instructions for some of them.

= FEither the Rkdocw.hlp file (for Windows NT Workstation) or the Rkdocs.hlp
file (for Windows NT Server), which provides a single entry point for all of
the major components of the Resource Kit’s online documentation.

» The Rktools.hlp file, which provides an overview of the Resource Kit tools
and programs and basic instructions on how to use many of them, along with

links to additional documentation and, in some cases, to the actual program
files.

The most current corrections to those tools and programs and their documentation,
as well as the POSIX and Perl source code files, are available on the Internet at
the following Microsoft FTP site:

ftp://ftp.microsoft.com/bussys/winnt/winnt-public/reskit/nt40/

Resource Kit Support Policy

The SOFTWARE supplied in the Windows NT Server Resource Kit is not
officially supported. Microsoft does not guarantee the performance of the
Windows NT Server Resource Kit tools, response times for answering questions,
or bug fixes to the tools. However, we do provide a way for customers who
purchase the Windows NT Server Resource Kit to report bugs and receive possible
fixes for their issues. You can do this either by sending Internet mail to
RKINPUT@MICROSOFT.COM or by referring to one of the options listed 1n the
Start Here book, which is included with your Windows NT Server product. This
mail address is only for 1ssues related to Windows NT Server Resource Kit.
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The SOFTWARE (including instructions for its use and all printed and online
documentation) is provided “AS IS without warranty of any kind. Microsoft
further disclaims all implied warranties, including, without limitation, any implied
warranties of merchantability or of fitness for a particular purpose. The entire risk

arising out of the use or performance of the SOFTWARE and documentation
remains with you.

In no event shall Microsoft, its authors, or anyone else involved in the creation,
production, or delivery of the SOFTW ARE be liable for any damages whatsoever
(including, without limitation, damages for loss of business profits, business
interruption, loss of business information, or other pecuniary loss) arising out of
the use of or inability to use the SOFTWARE or documentation, even if Microsoft
has been advised of the possibility of such damages.



Contents v

Contents

Introduction. ... ... . e e, XXXilf
About the Windows NT Server Networkmg Guide..................... XXX11i
Resource Kit Compact Disc .. ... .. ... .. . . . . ., XXXV1
Resource Kit Support Policy .......... .. .. ... ... ... ... ... ... ..., XXXV1i
Part | About Windows NT Server Networking . ................. i, 1
Chapter 1 Windows NT Networking Architecture. . .......................... 3
Windows NT Operating System Design and Basics ... ................. ..., 4
Open Systems and Industry Standards. . ... ....... ... .. . ... ... .. .. ... . S
Chent/Server Computing. . .. ... ... .. ... . 6
Object-Based Computing . ... ... ... ... ... . ... ., 7
Multitasking and Multiprocessing . . .. ... ... ... ... 7
Kernel and UserMode. . . . ... . ... .. . . .. . ... . .. . 8
EXecutive. . . ... 9
Protected Subsystems. .. ........ ... .. ... 10

Basic Concepts of Network Architecture . .. ........ ... ... ... .. ... ... .. 11
Communication Between Layers . . ......... ... ... ... .. ... ... ... ... 12
Peer Relationships—Protocols . .. ......... ... .. ... ... .. ... ...... 12
Vertical Relationships—Interfaces. . ................ ... ... ... ... 12
Transmitting and Receiving Data Across a Network . . ............ ... ... 12
Transmitting . ... ... ... 12
Receiving .. ... .. 13

The Open Systems Interconnect Model. .. ............. ... .. ... ... .... 13
OSLLayers . ... .. . 14
DataFlowinthe OSIModel. .. .......... ... ... .. .. ... .. .. ... ... 20
Vertical Interface Terminology inthe OSIModel .. ... ....... . ... .. 21
Vertical Interface Trace Utilities. . . ..... .. ... .. ... .. ... ..... ... 22
Peer-protocol Trace Utilities. . ... ... .. ... ... ... ... .. ... ... 23

IEEE Standard 802 for Low-level Protocols .. .. .......... ... .. .... 24
ANSIFDDI Specification . . ........... . .. ... . ... ... .. ... .. ..., 25
Data-transfer Services . ........... ... .. .. ... .. 26

Data-transfer Modes. . . ... ... .. 27



Vi Contents

The Windows NT Layered Network Architecture ... ....... ... .. ... ...... 30
Boundary Layers ... ... ... 31
Transport Driver Interface . . ... ... ... . ... 32
Network Driver Interface Specification3.0..... ... ... ... ...... .. 32
Network Protocols . ... ... .. . 34
DataLink Control. .. ... ... ... . ... . . .. L. 34
NetBIOS Extended User Interface .. .......... ... .. ... ... ... ... 35
Transmission Control Protocol/Internet Protocol .. .............. .. .. 36
NWLink (IPX/SPX) . ... ... 37
SIFCAIMS . . . . . 37
Distributed Processing. . .. ... ... ... .. 38
Distributed Component Object Model . . ........ ... .. ... ... ... ....... 39
Advantages of Using DCOM. . . ... ... . ... ... ... ... ... ... ....... 39
Setting Security on DCOM Applications. . ......................... 40
Interprocess Communication Mechanisms for Distributed Processing . . . 41
Remote Procedure Call. . . . ... ... ... . ... .. . ... ... ... ... ..., 44
Network Dynamic Data Exchange . ... ..... ... ... ... ... ... ... ... 46
Server Message Blocks .. ... ... .. 48
Network Resource ACCessS. . . .. .. .. . 49
Multiple Universal Naming Convention Provider. . ....... ... ... .. .. 49
Multi-provider Router ... ... ... ... ... ... 51
The Workstation Service. ........ ... .. ... .. . .. ... 52
Windows NT Redirector ... ...... ... ... ... . ... ... .. ........... 53
AccessingaRemote File . ... ... ... .. .. . . . . . ... 54
Workstation Service Dependencies. . ................ ... ... . ...... 54
The Server Service. ... ... . 55
Binding Options . .. ... ... ... 56
Remote ACCESS SEIVICE . . . .. ... e 38
Point-to-Point Protocol. . ... ... ... .. . 58
RAS Connection Sequence . .............. ... . ... ... ... ......... 59
Point-to-Point Tunneling Protocol . ...... ... . ... .. .. ... ... ... ... 61
NetBIOS Gateway . ..... ... ... .. . ... . . 61
Serial Line Internet Protocol . . .. ... ... .. ... ... ... 62

Services for Macintosh . .. .. . .. 62



Contents Vil

Chapter 2 Network Security and DomainPlanning ...................... ... 65
Security Model Architecture .. .. ... ... .. .. ... ... 66
Controlling ACCESS . . . .. ... 68
User ACCOUNLS . . .. ... .. e 68
User Rights. . ... ... e 69
Grouping Users with Similar Needs. .. .......... ... ... ... .. ... .... 73
Subjects and Impersonation ... ........... .. . ... .. .. . 74
Security Information for Objects (Permissions) .. ...................... 75
Typesof Objects. . ... ... ... . . 75
Access Control Lists and Access Control Entries. . ............... ... 76
Access Masks . ... ... . 76
Access Control Inheritance . ... ....... ... ... .. ... .. . . . .. .. 78
Access Validation . .. .. .. .. ..., 78
Auditing Security Events . . ... ... ... ... 79
Windows NT Server Domains . . .. ... .. ... . e 81
The Directory Database. . ............... . .. . . i, 81
Domain Controllers . ....... ... ... .. . . ... . . . 82
Member Servers. . .. .. ... 82
Trust Relationships . ... ... ... .. . e 82
Domain Security Policies .. ... ... ... ... . .., 83
Computer Accounts and Secure Communications Channels. . ......... ... 84
Security in Mixed Operating System Environments. .. ............... ... 85
Workgroup Clients. . .. ... ... . . &3
Windows 95 Clients. . . . ... ... . . ... . .. 86
MS-DOS Clients. .. ... .. ... . e 86

LLAN Manager 2.x Serversand Clients. . . ....... ... ... .. ....... 87
Novell NetWare Clients. . . . ... i 87
Macintosh Clients. . ... ... ... . . . . e 87
Logon and Authentication Processes. .. ........ ... ... ... ... .. 87
Interactive and Remote Logon . . . .. ... ... . ... ... . L. 89
Interactive Logon Authentication. . ............. ... ... ... ... .... 89
Remote Logon Authentication ......... ... .. ... ... ... ........ 90

The Netl.ogon Service. . ... .. ... . . . . . . 93
TheChange Log. ... ... . .. . . . . 93
Partial and Full Synchronization. . .. ....... ... ... .. ... ... ... .. 94

User Authentication . . .. .. ... ... . . . .. . 94



Vil Contents

Planning Your Domain Design. . . ... .. ... ... .. .. oL 102
Multiple Independent Lines of Business . ........................ ..., 103

A Large Organization. . .. ............. .. i 104
Branch Offices . .. ... . . 105
Secure DOMAINS . . .. ... 106
Management and Administration Considerations. . .................... 107
Location Considerations . . .......... .. .. . . . 107
Synchronization over WAN and Remote Area Service .. ............... 108
BDCOveraRASLInk. ... ... . ... . . 109
Using a RAS-connected BDC asaPDC. .. ................. ... ... 109
Partial Synchronization with a RAS-connected BDC. ... ... ... ... ... 109
Calculating Replication Times .. ......... ... ... ... ... ... ..... 110
Security Considerations and C2 Security Rating . .................. ... 111
Microsoft Windows NT C2 Evaluation .. ......................... 112
Domain-naming Conventions . . . ...t 114
Group-naming and Assignment Conventions ...................... 114
Username Conventions . .......... ... ..ttt 114

Tools and Checklists for Domain Planning. ... ........... .. ... ... ..... 114
Domain Selection Matrix. . . ... ... .. . . 115
Location Considerations Checklist. . ......... ... ... .. ... .. ... .. 115
Hardware Requirements. . . ............ ... ... ... 116
Number of Domains Necessary. . . ........... . i, 117
Number of Trusted Domains. . . . ... ... .. ... . . . . ... . .. ... ... .. ... 118
Calculating Required Nonpaged and Paged Pool Sizes . . ....... ... .. 119
Changing Nonpooled and Pooled Page Size ... .................... 121
Number of BDCs Necessary . . ... .. .. 121
Microsoft Corporation Worldwide Network Background . . ... ......... .. .. 122
Implementation. . . ........... .. ... 123
AdmIniStration . . .. ... ... e 124
The Microsoft Worldwide Domain Model. . . ....................... .. 124
Domain Controller Locations .. ...... ... ... ... ... ... ... ... ..... 125
Naming Conventions . . . .......... ... i, 126
Troubleshooting Problems . . ... ... .. ... .. .. ... 127
Viewing a Server’s Shared Resources . . .......... ... . ... ... . . ... 127
Accessing a Server’s Shared Resources. .. ......... ... ... ... ... ... .. 127
BDC Failure to Authenticate the User’s Password . . ................... 128
Avoiding Multiple PDCs in a Single Domain. ........................ 128

Special Characters in Domain Names



Contents iX

Chapter 3 Windows NT BrowserService......................ciiivann.. 131
The Windows NT Browser Service. ......... ... .. ... .. ... ... .. ....... . 132
Specifying Browser Computers .. .............. ... ... ... ... . ..., 132
Browser System Roles. . . ... ... . ... .. ... 134
Non-browser. . ... ... ... . .. 135
Potential Browser. . ... . ... ... ... 135
Backup Browser. . ... ... .. 135
Master Browser .. ... ... . 135
Domain Master Browser . . ........... ... . ... 136
Browser Elections . . . ... ... . .. 137
Browser Announcements .. ... ... ... 140
Non-browser Announcements ... ...................... ... 142
Potential-browser Announcements. .. ................... ... ..., 142
Backup-browser Announcements. . ............. .. ... . .. 142
Configuring the Browser Announcement Time . ........... ... ...... .. 143
Browser Requests . .. ... ... .. 143
Number of Browsers in a Domain or Workgroup . ....................... 144
Browser Shutdown or Failure. . ... ... ... ... ... .. ... .. .. .. .. .. ... .. 145
Non-browser Failure .. ....... ... ... ... ... . ... L 145
Backup-browser Failure . ... ... ... . ... . ... ... . ... ... .. 145
Master-browser Fatlure . . . ....... ... ... ... .. .. ... .. ... 145
Domain Master-browser Failures . . ... ... ... ... .. . ... . ... ... ..... 146
Browse Service Across Multiple Workgroups and Domains .. .......... ... 147
Browse Service Across a Wide Area Network (WAN) . ... . ... . ....... 148
Browse Service Across a WAN with TCP/IP. .. ... ... ... ............. 149
The Windows Internet Name Service (WINS) . ................ ..., 149

The LMHOSTS File. ... ... ... . . . 150

UDP Port 137 (NetBIOS Name Service Broadcasts) . . .............. 150
Windows for Workgroups and Windows 95 as Master Browsers ........... 151
Microsoft LAN Manager Interoperability. . ............. ... ... .. ... ..., 152
Browser System Components. . . ........... .. ... .., 153
Monitoring Browsers. . . ... ... 153
Browmon.exe . ... ... ... .. 153
Browstat.eXe. . ... ... .. e 154



X Contents

Part Il Network Interoperability. .............. ... i, 155
Chapter 4 Terra Flora: A FictitiousCaseStudy ........................... 157
Introducing Terra Flora. . ..... ... ... .. .. . . . . . . . . 158
Terra Flora Corporate History .. ...... .. ... . . . . . . . . . . . i, 158
Organization of TerraFlora . .......................... e 159

Retail Services Division. . .. ......... ... .. ... .. .. ..., 160
The Retail Services Network . ... ... ... .. ... ... ... ..., 161
Business Processes of the Retail Services Division ......... ... ..., 162

Supply and Manufacturing Division. .. ....... ... ... ... . ... ... ... 164
The Supply and Manufacturing Network . . . ........ ... ... ... ....... 164
Supply and Manufacturing Division’s Business Processes . ..... ... .. 166

Nursery Products Division. . ... ... ... .. .. ... .. .. . ... . ..., 167
The Nursery Products Network. ............... .. ... ... ... ....... 167
Nursery Products Division’s Business Processes . .................. 168

Reengineering the Terra Flora Network . ........ .. ... ... ... ... .. ...... 169

Understanding the Current Network. . ... ... ... ... . ... .. ... ... .. .. 169

Realigning and Prioritizing the Goals . .. ........ ... ... ... .......... 170
Business-critical Goals. . . ........ ... ... ... . 170
Strategic Goals .. ... ... . 170
User-benefit Goals . ....... ... .. .. .. .. ... . . . 171
Wish-list Goals . . ... .. . . 171

Integrating the Networks Using a Services-based Model. . . . ......... . .. 171
Enterprise Services. .. . ... ... 172
Division Services .. ... ... ... 174
Department SErviCes. . . ... ... ... 175
Desktop Services. . . ... ... ... . 176

Creating the Information Plan. . . ... ... ... ... ... .. ... ... . ... . ... . ... 176

Terra Flora Network Systems Diagram . ............... ... ........... 179
Naming Conventions . . ............. i, 179
Computer Software. ... ... ... . ... ... 181

Chapter 5 Network Services: EnterpriselLevel ............................ 185
Preparations for Configuring Services. . ............ ... .. ... ... ... .... 187

Selecting Protocol Standards. . .......... ... ... ... ... .. .. ... 187
Terra Flora’s Choice of Protocols. .. .......... ... ... .......... 187
Why Terra Flora Chose TCP/IP as a Primary Standard ... ....... .. .. 187
Why Terra Flora Chose SNA as a Secondary Standard ... ........... 188

Why Terra Flora Rejected Other Protocol Options. . ................ 188



