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Chapter One

General Introduction

1.1 Overview

With the rapid expansion of computer systems and the significant developments
in the new technologies in this domain, the important data are under constant threats
of intrusion, which is defined to be any unauthorized access attempt to manipulate,
modify, or destroy information, or to render a system unreliable or unusable. All
those make the security a critical issue for computer systems [NaO6a]. Malware is
defined to be a program that performs a malicious function, such as compromising a
system security, damaging a system or obtaining sensitive information without user
permission [Ga08]. Many methods have been developed to secure the system
infrastructure and communication over the Internet such as the use of antivirus (AV),
firewalls, encryption, and IDS [Al11].

With the increasing creativity of intrusions, the development of effective IDS is
becoming a greater challenge. ID is a set of techniques and methods that are used to
detect suspicious activity in computer systems, both at network and computer level.
Therefore, the main goal of IDS is to identify unauthorized use, misuse, and external
penetrations [NaO6a]. DM-based intrusion detection (ID) framework can detect new
intrusions accurately and automatically. The DM methods automatically find patterns
in the used dataset and use these patterns to detect a set of new intrusions. By
comparing detection methods that use DM with a traditional signature based
methods; it i1s seen that, DM-based detection methods are more than doubling the
current detection rates for new malwares [Sc01].

DM-based ID techniques generally fall into two main categories: misuse
detection and anomaly detection. In misuse detection techniques, patterns of well-
known attacks are used to match and identify known attacks and their variations, but
they are not effective against novel attacks that have no matched rules or patterns yet.
Anomaly detection techniques, on the other hand, build models of normal behavior,
and flag observed activities that deviate significantly from the established normal
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