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Cryptography and Secure Communication

Today’s pervasive computing and communications networks have created an intense
need for secure and reliable cryptographic systems. Bringing together a fascinating
mixture of topics in engineering, mathematics, computer science, and informatics, this
book presents the timeless mathematical theory underpinning cryptosystems both old
and new.

Major branches of classical and modern cryptography are discussed in detail, from
basic block and stream cyphers through to systems based on elliptic and hyperelliptic
curves, accompanied by concise summaries of the necessary mathematical background.
Practical aspects such as implementation, authentication, and protocol-sharing are also
covered, as are the possible pitfalls surrounding cryptographic methods.

Written specifically with engineers in mind, and providing a solid grounding in
the relevant algorithms, protocols, and techniques, this insightful introduction to the
foundations of modern cryptography is ideal for graduate students and researchers in
engineering and computer science, and practitioners involved in the design of security
systems for communications networks.

Richard E. Blahut is the Henry Magnuski Professor of Electrical and Computer Engi-
neering at the University of Illinois, Urbana—Champaign. He is a Fellow of the Institute
of Electrical and Electronics Engineers and the recipient of many awards including the
IEEE Alexander Graham Bell Medal (1998), the IEEE Claude E. Shannon Award, the
Tau Beta Pi Daniel C. Drucker Eminent Faculty Award, and the IEEE Millennium
Medal. He was named a Fellow of IBM Corporation in 1980 (where he worked for
over 30 years) and was elected to the US National Academy of Engineering in 1990.
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Yet it may be roundly asserted that human
ingenuity cannot concoct a cipher which
human ingenuity cannot resolve.
— Edgar Allen Poe
The Gold Bug

A hundred ounces of silver spent for information
may save ten thousand spent on war.
— Sun-Tzu
4th century AD






Preface

Information transmission and information protection are two sides of the same tapestry,
but with the information-protection side having more tangled and multitextured threads.
At the core of the subject of information protection is the more specific subject of
classical cryptography, which protects the content of a message from being understood
by unauthorized receivers, but does not protect the message in other ways. Much of
this book is concerned with cryptography in this classical sense, but treated in its
modern sophisticated form. The modern subject of cryptography, and of information
protection in general, is a fascinating mixture of mathematics, engineering, informatics,
and computer science, and the same mixture is found in this book.

The subject of information protection is rapidly evolving into a subject that goes well
beyond the classical notions of point-to-point cryptography. Now there is an intense
need for secrecy and security in large public networks. Within this larger setting of
public networked communication, many other issues are important, including issues of
authorization, certification, and authentication, that bring many subtle considerations
into the discussion. While the emphasis of the book is cryptography, it touches on these
other topics as well. My goal, as in my other books, is to concentrate on the formal,
and presumably timeless, aspects of the subject rather than on the details of systems in
current use. Although this book is not designed to serve as a handbook describing the
current standard cryptosystems, some topics are best described by discussing practical
systems that are now in use.

Modern cryptography uses a great deal of rather advanced mathematical material
from the subjects of number theory, abstract algebra, and algebraic geometry, and 1
believe that one cannot be an expert in the subject of cryptography without having some
understanding of this material. Accordingly, this book provides a formal and rigorous
development of all relevant mathematical topics, but abridged to suit the needs of the
moment.

This book was written by an engineer, a noncryptographer, for those — especially
engineers — who want to learn the subject of information protection in some depth.
While I readily admit to the dangers of this recipe, I also hope that there will be positive
pedagogical consequences. As an outsider to the subject, I can more easily see when
points that are obvious to the expert can be opaque to the novice, and so require more
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careful treatment. But, at the same time, I also believe strongly that the engineering
student of cryptography must not be shortchanged. Though the starting background
may be different than that of a mathematician, the engineer can and should follow
the main flow of the mathematics to the core, not taking any of the fundamentals for
granted.

In writing this book, I sometimes had to find my own way to a result that is beyond
my formal training. For this reason, the development is goal-focused and direct, but
without sacrificing rigor. My hope is that such a book written by a nonspecialist in a
specialized subject will be accessible to the general technically educated reader.

Of course, the soft underbelly of much of modern cryptography is the subject of
complexity, a subject that is not formally addressed in this book. Secrets are protected
by the apparent intractability of the computational problem that is presented to the
adversary. Evidence for intractability is often anecdotal. Formal statements, when
known, are qualified, and often may apply only obliquely. Statements regarding the
complexity usually refer to the asymptotic complexity, which is of theoretical interest,
but can be very different from the practical complexity of real instances of the problem.
Because our preference is to try to avoid unsupported assertions in this book, many
statements regarding complexity often appear only in general terms, or in the end-of-
chapter notes.

Most major notions of classical and modern cryptography are discussed in this book.
Even some techniques that are out of date or discredited are discussed if they are impor-
tant to the history and culture of the subject. Such ideas contribute to understanding,
and may lead to future developments.

Many of the various topics of mathematics that underlie the subject of cryptography
are gathered midway through the book, not appearing until Chapter 9, although the
relevant elements of number theory do appear earlier in Chapter 2. The deferred
placement of background material in Chapter 9 helps to shape the character of the book,
but it necessitates the occasional forward-reference to the definitions and theorems of
Chapter 9. The first half of the book — Chapters 1 through 8 — discusses classical
cryptography and the basic earlier methods of public-key cryptography, mostly those
based on number theory. The mathematics required in this half of the book is primarily
number theory, which is developed in Chapter 2, and elementary notions of group
theory. Public-key cryptography is studied in Chapters 3 and 4. Information-theoretic
issues are studied in Chapter 5, conventional block and stream ciphers are studied in
Chapters 6 and 7, and message authentication is covered in Chapter 8.

At the midpoint of the book, in Chapter 9, a concise summary is given of the
mathematics that is needed throughout the latter chapters and occasionally in the early
chapters. The latter half of the book also requires other advanced topics of mathematics,
especially notions of algebraic geometry. For the most part, these topics are developed in
place, as needed. In particular, cryptography based on elliptic and hyperelliptic curves,
including pairing methods, is presented in Chapters 10, 11, and 12. The last three
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chapters round out the book. Chapter 13 discusses practical issues of implementation.
Chapter 14 discusses identification, and Chapter 15 discusses lattice-based and code-
based cryptography. Most of the treatment throughout is self-contained, or so it is
intended.

The mathematics that is developed, beautiful and elegant, is in some ways related
to the engineering mathematics of signal processing, though far more advanced and
expressed in its own language. Perhaps some of this theory will one day pass into the
engineer’s workaday toolbox.
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