Alternatives to State Authority

' in an Era of Softened Sovereignty

UNGOVERNED

SPACES

e g E -
3 v ¥ ‘

" o

, ,;'t;"::‘ e 3 '::: '5

s s ko 3

YRR Sy R

i »yx‘

EDITED BY

 ANNE L. CLUNAN anp
HAROLD A. TRINKUNAS




UNGOVERNED SPACES

Alternatives to State Authority in
an Era of Softened Sovereignty

Edited by Anne L. Clunan
and Harold A. Trinkunas

BN

PR - -‘{’3

STANFORD SECURITY STUDIES
An Imprint of Stanford University Press
Stanford, California




Stanford University Press
Stanford, California

© 2010 by the Board of Trustees of the Leland Stanford Junior University.
All rights reserved.

No part of this book may be reproduced or transmitted in any form or by any
means, electronic or mechanical, including photocopying and recording, or in any
information storage or retrieval system without the prior written permission of
Stanford University Press.

Special discounts for bulk quantities of Stanford Security Studies are available to
corporations, professional associations, and other organizations. For details and
discount information, contact the special sales department of Stanford University
Press. Tel: (650) 736-1782, Fax: (650) 736-1784

Printed in the United States of America on acid-free, archival-quality paper
Library of Congress Cataloging-in-Publication Data

Ungoverned spaces : alternatives to state authority in an era of softened sovereignty /
edited by Anne L. Clunan and Harold A. Trinkunas.
p.cm.

Includes bibliographical references and index.

ISBN 978-0-8047-7012-5 (cloth : alk. paper) — ISBN 978-0-8047-7013-2 (pbk. : alk.
paper)

1. Failed states. 2. Nation-state. 3. Sovereignty. 4. Security, International. I. Clunan,
Anne L., 1968 II. Trinkunas, Harold A.

JC328.7.U54 2010

320.1—dc22

2009049645

Typeset by Bruce Lundquist in 10/14 Minion



UNGOVERNED SPACES



To our families.



Acknowledgments

This book would not have been possible without the valuable contributions
of numerous individuals and organizations. We especially are grateful to
Daniel Ziblatt and John C. Leslie for their insightful comments and sugges-
tions regarding the concept and causes of ungoverned spaces and to Deborah
Avant for making us think harder about the question of security and violence.
David Hamon and others at the Advanced Systems and Concepts Office of
the Defense Threat Reduction Agency and Richard Hoffman of the Center for
Civil-Military Relations at the Naval Postgraduate School were instrumen-
tal in providing intellectual guidance and arranging financial support for the
initial conference that led to the book. Colin Lober and Gwendolyne Sanders
of the National Security Affairs Department of the Naval Postgraduate School
provided the organizational support required for a successful conference,
and Elizabeth Skinner provided valuable copyediting advice during the pro-
duction of this volume. The authors, of course, did all the heavy lifting re-
quired to produce a book based on the findings of the conference. Any value
this book might have is due to their thoughtful, professional, and collegial
contributions.

xi



UNGOVERNED SPACES



Contents

Acknowledgments

INTRODUCTION

Ungoverned Spaces? The Need for Reevaluation
Anne L. Clunan

PART |
Conceptualizing Ungoverned Spaces and Alternative Authority

1 Conceptualizing Ungoverned Spaces: Territorial Statehood,
Contested Authority, and Softened Sovereignty
Anne L. Clunan and Harold A. Trinkunas

2 Here Be Dragons: Dangerous Spaces and International Security
Phil Williams

PART 11
Alternative Social Governance on the Margins of
Territorial Sovereignty

3 Persistent Insurgencies and Warlords: Who Is Nasty,
Who Is Nice, and Why?
William Reno

Xi

17

34

57



viii

Contents

Non-state Actors and Failed States: Lessons from
Al-Qa’ida’s Experiences in the Horn of Africa
Ken Menkhaus and Jacob N. Shapiro

A Fortress without Walls: Alternative Governance
Structures on the Afghan-Pakistan Frontier
Ty L. Groh

PART 111
Alternative Modes of Security Provision in Zones of Urban Exclusion

6

Understanding Criminal Networks, Political Order,
and Politics in Latin America
Enrique Desmond Arias

Authority outside the State: Non-state Actors and
New Institutions in the Middle East
Anne Marie Baylouny

Immigration and Subterranean Sovereignty in
South African Cities
Loren B. Landau and Tamlyn Monson

PART IV
Alternative Economies in the Shadow of the State

9  Rules and Regulations in Ungoverned Spaces:
Illicit Economies, Criminals, and Belligerents
Vanda Felbab-Brown
10 Nuclear Trafficking in Ungoverned Spaces and Failed States
Lyudmila Zaitseva
PART V

Contesting Governance in Virtual Spaces

1

From Anti-Money Laundering to . . . What? Formal
Sovereignty and Feudalism in Offshore Financial Services
Bill Maurer

77

95

115

136

153

175

193

215



Contents

12 Negotiating Internet Governance: Security Implications
of Multilateral Approaches
J. P. Singh

13 Under Cover of the Net: The Hidden Governance
Mechanisms of Cyberspace
Ronald . Deibert and Rafal Rohozinski

CONCLUSIONS
Ungoverned Spaces and Security

14 Alternative Governance and Security
Anne L. Clunan and Harold A. Trinkunas

List of Contributors

Index

ix

232

255

275

295
301



INTRODUCTION






Ungoverned Spaces?
The Need for Reevaluation

Anne L. Clunan

“Ungoverned spaces” are increasingly cited as a key threat to the U.S. govern-
ment and its interests throughout the world.! Often these spaces are seen as
synonymous with failed states, or states that are unable to effectively exer-
cise sovereignty. A primary goal of U.S. defense strategy now is to improve
“effective sovereignty” in such areas in order to deny sanctuary to terrorists,
proliferators of weapons of mass destruction (WMD), narco-traffickers, and
gangsters. According to the World Bank, in 2006 the number of states lack-
ing effective sovereignty rose to twenty-six, from eleven in 1996.% The term is
often extended to virtual realms, such as cyberspace and global finance, to
connote the ease with which non-state actors can avoid state surveillance and
undermine state sovereignty.’

This volume is a response to the increased concern in policy circles over
ungoverned spaces. It seeks to unpack the implicit and explicit assumptions
and the state-centric bias that infuse the term as it is commonly understood
both through analysis of the concept of ungoverned spaces and through em-
pirical investigations of whether and how ungoverned spaces come into exis-
tence and generate security threats. This is done with an eye to pointing out
the deficiencies in common usage of the term and in prescriptions of what
should be done about ungoverned spaces. In place of a focus on ungoverned
spaces, we suggest that understanding threats from non-state actors today is
best accomplished through examining the origins and nature of alternative
authority and governance structures in contested spaces. This examination,
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moreover, must take into account the broader global trend of softening sov-
ereignty. The chapters that follow highlight that the sources of ungoverned
spaces—of alternative authority structures—are far more complex than
“state failure,” “lack of state capacity,” or “lack of political will.” Although
these factors play a role, in many cases, these spaces emerge precisely because
of states’ deliberate policy choices or with the witting collaboration of state
authorities, usually in combination with the forces of globalization and local
socioeconomic dynamics.

Why Reevaluate Ungoverned Spaces?

We care about the appearance of ungoverned spaces in the language of di-
plomacy and statecraft for both policy and theoretical reasons. Politically,
the term “ungoverned spaces” connotes a novel and inherently dangerous
threat to the security of states and the international state system. This threat
is most commonly associated with state failure or with, in somewhat more
polite terms, the growing number of “fragile states.” National governments
in the developed world and international organizations have focused on the
lack of effective sovereignty and the development of ungoverned spaces in
these states as reasons for external interventions of all sorts into the affairs
and territories of states. From a policy perspective, ungoverned spaces have
attracted a great deal of attention from the U.S. government because of the
perception that these areas, most recently conceptualized to include both
physical territory and cyberspace, may shelter terrorist organizations and
other criminal networks that pose a threat to national security. Government
understandings of threat have evolved since the end of the Cold War, distin-
guishing areas that are differently governed, such as those under tribal rule,
from those that pose a national security problem by providing safe havens for
terrorists or insurgents because of an absence of governance.® Some, recog-
nizing “the destruction launched from broken lands,” call for interventions
that meld economic development with security.® Clearly, this approach has
some merit, since we can observe the activities of some terrorist organiza-
tions in quasi-sovereign and sovereignty-free zones such as South Lebanon,
southern Colombia, and Somalia. International organizations, particularly
the United Nations, have come to share some of these concerns because they
are often called on to lead the international response to civil conflicts in un-
governed and contested spaces.
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We should also be cautious, however, when considering the implications
of this policy trend, as some analysts are prone to produce extreme scenarios
that visualize the intersection of WMD proliferators, criminal organizations,
and terrorists—or other similar catastrophic networks—to justify labeling
all ungoverned spaces as potential threats. Indeed, the growing prominence
of this issue in developed world policy circles, needless to say, provokes con-
cerns in developing countries that the concept of ungoverned spaces is merely
the latest window dressing for neoimperialism. Conversely, policy elites in
developing states may also invoke the presence of ungoverned spaces to solicit
Western aid and sanction armed intervention, with an eye to marginalizing
and suppressing their political opponents out of a desire for personal political
survival, rather than for genuine security concerns.

The official definitions of ungoverned spaces, moreover, are often breath-
takingly broad and extend, wittingly or not, across physical and virtual do-
mains and from stable and strong states lacking the “political will” to govern
to prototypical failing and failed states. A recent U.S. Defense Department
report highlights that threats to the United States arise in “ungoverned,
under-governed, misgoverned, or contested physical areas (remote, urban,
maritime) or exploitable non-physical areas (virtual) where illicit actors can
organize, plan, raise funds, communicate, recruit, train, and operate in rela-
tive security.”” The security issue then is not simply one of lack of governance,
but a normative judgment on the type of governance in a particular space.?
Governance by non-state actors—whether of territorial spaces, cyberspace,
or financial systems—is implicitly equated with risks to state security. The
scope for intervention is consequently vast, and the focus too often is on the
security of states, rather than of human beings.

What is troubling from a policy and analytic perspective is the failure of
scholars and policymakers to recognize that prescriptions for managing un-
governed spaces are too often state-centric and outmoded; many assume that
alternative governance structures inherently undermine state power. They as-
sume that increased state capacity, state building, and in some cases, state cre-
ation are the cure to the security problems stemming from ungoverned spaces.
Yet more often than not, prescriptions are based on an anachronistic image of
the state as the mid-twentieth-century welfare state, or on the privatizing, out-
sourcing state of the late twentieth century. In both cases, the state is assumed
to be the critical actor in providing governance and generating authority. Pre-
scriptions are frequently for top-down strengthening of state institutions and
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state regulations, with little recognition of the impact of bottom-up aspira-
tions in generating alternative authority and governance structures that may
complement or outperform state efforts.

In the world as it is in the early twenty-first century, however, state sover-
eignty has softened, and the paradigm of the state system is therefore mislead-
ing for policymakers and theorists; the state is joined by a number of other
actors, benign and malign, who sometimes compete and sometimes collabo-
rate in providing governance and security through bottom-up and horizontal
forms of organization. In many places, states are themselves a main contribu-
tor to insecurity at the human and global levels. As such, what in Chapter 2
are described as “dangerous spaces” may arise as much from state actions as
from state failures. In lieu of the term “ungoverned spaces,” with its assump-
tion of the state’s absence—the lack of state authority and governance—we
prefer the concepts of alternative authority and governance structures, as
these, in some places and some times, may incorporate or coexist with state
authority and governance.

The concern over ungoverned spaces as areas lacking effective state sover-
eignty is fundamentally a product of the reluctance of policy practitioners and
scholars to fully grapple with the world of the twenty-first century. As the next
chapter argues, the global diffusion of multiple waves of Western liberal ideol-
ogy and its technologies has made this a world of softened sovereignty, where
competitions over authority are commonplace and the state does not corner the
governance market. In some areas, such as in many global cities, the Internet,
and global finance, ungoverned spaces have arisen as a result of the deliberate
removal of state regulation in response to the spread of neoliberal policy pre-
scriptions in the late twentieth century. In other areas, such as the tribal areas
of Pakistan and Afghanistan and much of Africa, states simply never exercised
authority while other authority structures persisted, so talk of “state failure”
and “ungoverned spaces” is misleading.

The concern over putatively ungoverned spaces is a reflection of the de-
cline in the effectiveness of states as political and social constructs. Preoc-
cupation with this phenomenon is broadly mirrored in the recent literature
on states, globalization, and governance, and it includes not only the disorder
that attends failing states or civil wars, but also the withering of party sys-
tems as vehicles for organizing public demands and the progressive shrinking
of the welfare state across the world as a mechanism for satisfying these de-
mands.” The decline of these institutions has important implications for the
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legitimacy of states as the predominant producers of governance and security.
It also leads us to examine more closely the implications of phenomena such
as the liberalization of the international economic order. Such liberalization
is seen by Western liberal democracies as largely good in the economic realm,
but its attendant softening of sovereignty has made liberalization more ques-
tionable in the political and security arenas. In the world today, the traditional
notions of security have been expanded well beyond the Cold War confines of
interstate conflict, strategic power balances, and national security.

Today, a multitude of factors have forced the broadening of security to
include human and global levels, not just the national.' These factors include
the persistence of intrastate violence and decline of interstate violence; the un-
even distribution of state-provided public goods; the transboundary effects of
environmental degradation, economic development, population movement,
and disease diffusion; the rising interdependence in global finance and man-
ufacturing; and the explosion in cross-border and intrastate societal inter-
connectedness through information and communications technology. Levels
of economic development and access to policing and social services—issues
once far removed from security studies—are now seen as central factors in
producing security, not just for individual human beings but nationally, re-
gionally, and globally, as Chapters 6, 7, 9, and 10 in this volume suggest.

Plan of the Book

In seeking to explain when and how ungoverned spaces contribute to human,
national, and global insecurity, this volume deliberately casts a broad net to
incorporate the many physical and nonphysical spaces where authority is
contested and space is said to be “ungoverned” and dangerous. The chap-
ters empirically cover urban and rural sites of alternative authority struc-
tures, economically developed and underdeveloped countries, territorial
spaces, and nonphysical or virtual spaces. They cover a variety of traditional
and nontraditional security concerns, ranging from flows of WMD, narcot-
ics, migrants, dirty money, and cyberdata to terrorists, drug lords, warlords,
insurgents, and radical Islamist groups to human privacy and security. The
method of analysis is also diverse, ranging from accounts that emphasize ma-
terial foundations to those that highlight ideational and discursive bases of
alternative authority and governance structures. This substantive and ana-
lytic diversity gives us greater purchase in understanding the world “as it is™:



