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PREFACE

Since CyberEthics: Morality and Law in Cyberspace first appeared ten years
ago, the social and technical landscape of cyberspace has undergone re-
markable changes. There are new technologies, for example, that make it
easier to download and disseminate digital music and movies. There are
also many new virtual communities such as craigslist which are helping to
create a “sharing” economy. At the same time, there have been extraordi-
nary legal developments—new laws like the Children’s Internet Protec-
tion Act and various court decisions (such as MGM v. Grukster)—defining
new constraints for Web surfers. We have tried to take all of these devel-
opments into account in this new edition.

The growth of the Internet has been one of the most remarkable phe-
nomena of the last century. In the early 1980s, the Internet was known to
only a handful of scientists and academics, but it is now being regularly
used by well over 1 billion people, and many predict that it will continue
to revolutionize everything from the practice of medicine to education. The
Internet is more than merely a communications network. It is an infra-
structure, helping to create a new social and economic order characterized
by global connectivity and the decentralization of authority.

The success of the Internet would not have been possible without the re-
cent development of the World Wide Web, which has made a wide variety
of media (such as text, video, and audio) available through a user-friendly
interface. The Web has ignited electronic commerce and changed the face
of Internet communications. Web sites like Twitter have already had a dom-
inating influence on the culture.

This rapid development of the Web and the entire Internet economy is
not without its social costs. If it is easier to publish and spread truthful and
valuable information, it is also easier to spread libel, falsehoods, and porno-
graphic material. If it is easier to reproduce and remix digitized informa-
tion, it is also easier to violate copyright protection. And if it is easier to
build personal relationships with consumers, it is also easier to monitor
consumers” behavior and invade their personal privacy. Thus, the Inter-
net’s vast capabilities can be misused to undermine private property and
mock our traditional sense of moral propriety.

Our primary purpose in this revised edition is to carefully review the so-
cial costs and moral problems that have been triggered by the expanded use
of this communications and information network. Although some of these
problems are familiar ones, many are new to the fields of computer ethics
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and public policy. For example, although much work has been done on the
topic of intellectual property, little attention has been paid to the ethical
dimension of issues such as fair use. In the process of examining these is-
sues, we identify some of the legal disputes that have become paradigm
cases in cyberlaw juris prudence.

The Internet is also a challenge to legal systems, which have had a dif-
ficult time keeping up with this borderless global technology. In the past,
the Internet was an unstructured electronic terrain, a frontier with few rules
and restrictions. But now that cyberspace has become a widely used forum
for our economic transactions and social interactions, many argue that an-
archy must yield to some type of order and that new laws must be crafted
to restrict and punish asocial users. Some civil libertarians, however, stead-
fastly resist intrusive government intervention. “Keep your hands off our
Net” is one of their favorite slogans. But is that philosophy still tenable or
is it just too romantic and antiquated for a commercialized Internet?

If we do agree that the Net needs some type of order, the key question
is how that order should be imposed or how the Net should be governed.
A framework of laws and regulation is one solution, but there are others,
such as greater reliance on self-regulation from below with the help of tech-
nology. Why not let technology correct itself? There are, after all, viable In-
ternet architectures to deal with some of the Internet’s social problems,
perhaps even more effectively than a centrally imposed set of regulations.
These two approaches represent the fundamental options for the future of
Internet regulation. Should the state, for example, promulgate and enforce
laws that ban pornography? Or should individual users rely on filtering de-
vices to keep it out of their homes and schools? Is the proper model cen-
tralized state controls or decentralized individual controls?

In Chapter 2, we present the case for greater reliance on a decentralized,
bottom-up approach to governing the Internet. Its proponents argue that
this approach best fits the Internet’s open architecture along with the logic
of this medium. It can also overcome some of the administrative difficul-
ties of controlling an international network. It is quite difficult for any na-
tion to exercise local jurisdiction over the information available in
cyberspace. But it is often possible for technology itself to constrain be-
havior without the need for the heavy hand of government. According to
this perspective, the role for government involvement in regulating the In-
ternet should be as modest as possible. There may be externalities or mar-
ket imperfections that cannot be handled by technology such as
monopolistic behavior that threatens the Internet economy. Such situations
may warrant strong government intervention but, otherwise, Internet stake-
holders should be allowed to govern themselves.

On the other hand, there are many perils in depending on self-regulation,
especially when we empower the regulator with sound technology. There
could be excesses such as the privatization of unfair copyright regulations
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or irresponsible content control. This has led many scholars and analysts
to call for more comprehensive, top-down regulations to ensure that the In-
ternet is governed with regularity and fairness. Their viewpoint is also pre-
sented in Chapter 2.

Thus, our second purpose in this book is to stimulate the reader’s re-
flection on the broad issue of Internet governance. How one resolves this
fundamental question will provide an important context for addressing
the formidable social problems triggered by the explosive growth of the
Internet.

To accomplish these objectives, we first lay out some theoretical ground-
work drawn from the writings of contemporary legal scholars like Larry
Lessig and philosophers like Kant, Finnis, and Foucault. We then focus on
four broad areas: content control and free speech, intellectual property, pri-
vacy, and security. For each of these critical areas, we consider the com-
mon ethical and public policy problems that have arisen and how
technology or law would propose to solve some of those problems.

The first of these four topics concerns the fringes of Internet communi-
cation such as pornography, hate speech, and spam (unsolicited commer-
cial e-mail). We review the history of public policy decisions about the
problem of pornography and treat in some depth the suitability of auto-
mated content controls. Are these controls technically feasible and can they
be used in a way that is morally acceptable to the relevant stakeholders? We
also consider other prominent free speech issues such as appropriate stan-
dards for bloggers.

We then review the new breed of intellectual property issues provoked
by the steady commercialism of the Internet and the proliferation of Web
sites. These include ownership of domain names and how digital technol-
ogy complicates the emergence of open source software copyright. Also
discussed is the growing reliance on digital rights management systems, an
electronic means of ensuring that copyright protections are followed.

Perhaps the most notorious and widely publicized social problem is the
ominous threat that the Internet poses to personal privacy. The Internet
seems to have the potential to further erode our personal privacy and to
make our lives as consumers and employees more transparent than ever be-
fore. What, if anything, should be done about online databases overflow-
ing with personal information? The covert gathering of information from
consumers visiting Web sites, the use of “cookies” and spyware, and the
strict monitoring of employees’ Internet interactions are other problematic
concerns. Here again we explore whether certain protective technologies
can be part of the solution.

Finally, we treat the critical area of security with an initial focus on the
perennial problem of trespass in cyberspace. We dwell on what constitutes
trespass and why it can be so damaging. Also discussed is the vulnerability
of the Internet to cyberspies. In this context we treat encryption technology
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as a means of ensuring that transmitted data are confidential and secure. The
encryption controversy epitomizes the struggle between government con-
trol and individual rights that is shaping many of the public policy debates
about the Internet. Should users be able to encrypt data without giving the
government backdoor access? Or is this too big a threat to national security?
In addition to a cursory overview of the federal government’s policies on en-
cryption, we analyze this matter from a moral framework to expose this
dilemma to a slightly different perspective. The chapter concludes with an
overview of security issues and electronic commerce.

It should be apparent by now that this book is a bit more narrowly fo-
cused than traditional books about computer or information ethics; topics
are limited to the particular moral problems that emerge in the realm of cy-
berspace. However, if one considers the rapid evolution of the Internet and
the great potential of Web communications, what is presented here repre-
sents the new generation of moral issues that will occupy computer ethi-
cists, lawyers, and public policy makers for many years to come.

Also, throughout the book we implicitly embrace the philosophy of tech-
nological realism, which sees technology as a powerful agent for change and
forward progress in society. But, unlike more utopian views, this position
does not ignore the dangers and deterministic tendencies of technology
along with its potential to cause harm and undermine basic human rights
and values.

In our view, corporations and individuals, although heavily influenced
by information technology, are not yet in its thrall—they still have the ca-
pacity to control its use and curtail its injurious side effects. Such control re-
quires prudent decision making, which will help to ensure that computer
technology is used wisely and cautiously, in a way that enhances the human
condition and the opportunity for human flourishing. It also demands that
all information technologies, including those targeted at the social problems
of cyberspace, be implemented with respect for standards of justice and
fairness.

Like most traditional books on ethics, this one is optimistic about the
tenacity of the human spirit and the depth of moral conviction, even in cy-
berspace. The technology determinists believe that the forces of technology
have already won the war, but the realists contend that the struggle con-
tinues on and that the final outcome is still in doubt.
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CHAPTER ONE

~ The Internet and
Ethical Values

The end [of ethics] is action, not knowledge.
— Aristotle!

More than three decades have passed since the first communications were
transmitted over a fledgling global network, which would later be called
the Internet. At the time, few would have predicted the Internet’s explosive
growth and persistent encroachment on our personal and professional lives.
This radically decentralized network has been described in lofty terms as
empowering and democratizing. It has lived up to this ideal by creating op-
portunity for many new voices with extraordinary reach. Although the
claim that the Internet will revolutionize communications may be hyper-
bole, there is no doubt that the Internet has the potential to magnify the
power of the individual and fortify democratic processes.

Many governments, however, are clearly threatened by some of this
decentralized power and they have sought to impose some centralized
controls on this anarchic network. The United States has attempted to reg-
ulate speech through the ill-fated Communications Decency Act and to
restrict the use of encryption technology through its key recovery scheme.
More draconian regulations have been imposed by countries like Iran,
China, and Saudi Arabia. The Net and its stakeholders have steadfastly re-
sisted the imposition of such controls, and this has led to many of the ten-
sions and controversies we consider throughout this book.

Although the control of technology through law and regulation has often
been a futile effort, “correcting” technology with other technology has been
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more effective. The regime of law has had a hard time suppressing the dis-
semination of pornography on the Internet, but blocking software systems
that filter out indecent material have been much more successful. This re-
flects the net’s paradoxical nature—it empowers individuals and allows
them to exercise their rights such as free speech more vigorously, but it also
makes possible effective technical controls that can undermine those rights.

Although the primary axis of discussion in this book is the ethical issues
that surface on the Internet, we must devote attention to these related mat-
ters of cyber governance and public policy. Thus, we explore in some detail
the tensions between the radical empowerment that the Net allows and the
impulse to tame this technology through laws and other mechanisms.

Because this is a book about ethics, about acting well in this new realm
of cyberspace, we begin by reviewing some basic concepts that will enrich
our moral assessment of these issues. Hence, in this introductory chapter
our purpose is to provide a concise overview of the traditional ethical
frameworks that can guide our analysis of the moral dilemmas and social
problems that arise in cyberspace.

More important, we also elaborate here on the two underlying as-
sumptions of this work: (a) the directive and architectonic role of moral
ideals and principles in determining responsible behavior in cyberspace
and (b) the capacity of free and responsible human beings to exercise some
control over the forces of technology (technological realism). Let us begin
with the initial premise concerning the proper role of cyberethics.

Myberethics and the= “Law of the Horse”

An ethical norm such as the imperative to be truthful is just one example
of a constraint on our behavior. In the real world, there are other constraints
including the laws of civil society or even the social pressures of the com-
munities in which we live and work. There are many forces at work limit-
ing our behavior, but where does ethics fit in?

This same question can be posed about cyberspace, and to help us reflect
on this question we turn to the framework of Larry Lessig. In his highly in-
fluential book, Code and Other Laws of Cyberspace, Lessig first describes the
four constraints that regulate our behavior in real space: law, norms, the
market, and code.

Laws, according to Lessig, are rules imposed by the government which
are enforced through ex post sanctions. There is, for example, the com-
plicated IRS tax code, a set of laws that dictates how much taxes we owe
the federal government. If we break these laws, we can be subjected to
fines or other penalties levied by the government. Thanks to law’s coer-
cive pedagogy, those who get caught violating tax laws are usually quick
to reform.
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Social norms, on the other hand, are expressions of the community. Most
communities have a well-defined sense of normalcy, which is reflected in
their norms or standards of behavior. Cigar smokers are not usually wel-
come at most community functions. There may be no laws against cigar
smoking in a particular setting, but those who try to smoke cigars will most
likely be stigmatized and ostracized by others. When we deviate from these
norms, we are behaving in a way that is socially “abnormal.”

The third regulative force is the market. The market regulates through
the price it sets for goods and services or for labor. Unlike norms and laws,
market forces are not an expression of a community and they are imposed
immediately (not in ex post fashion). Unless you hand over $2 at the local
Starbucks you cannot walk away with a cup of their coffee.

The final modality of regulation is known as architecture. The world
consists of many physical constraints on our behavior—some of these are
natural (such as the Rocky Mountains) whereas others are human con-
structs (such as buildings and bridges). A room without windows imposes
certain constraints because no one can see outside. Once again “enforce-
ment” is not ex post but at the same time the constraint is imposed. More-
over, this architectural constraint is “self-enforcing”—it does not require the
intermediation of an agent who makes an arrest or who chastises a mem-
ber of the community. According to Lessig, “the constraints of architecture
are self-executing in a way that the constraints of law, norms, and the mar-
ket are not.”?

In cyberspace we are subject to the same four constraints. Laws, such as
the ones that provide copyright and patent protection, regulate behavior by
proscribing certain activities and by imposing ex post sanctions for violators.
It may be commonplace to download and upload copyrighted digital
music, but this activity breaks the law. There is a lively debate about
whether cyberspace requires a unique set of laws or whether the laws that
apply to real space will apply here as well with some adjustments and fine
tuning. Judge Frank Easterbrook has said that just as there is no need for a
“law of the horse,” there is no need for a “law of cyberspace.”?

Markets regulate behavior in various ways—advertisers gravitate to
more popular Web sites, which enables those sites to enhance services; the
pricing policies of the Internet service providers determine access to the In-
ternet; and so forth. It should be noted that the constraints of the market are
often different in cyberspace than they are in real space. For instance,
pornography is much easier and less expensive to distribute in cyberspace
than in real space, and this increases its available supply.

The counterpart of architectural constraint in the physical world is soft-
ware “code,” that is, programs and protocols that make up the Internet.
They too constrain and control our activities. These programs are often re-
ferred to as the “architectures of cyberspace.” Code, for example, limits ac-
cess to certain Web sites by demanding a username and password. Cookie
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technology enables e-commerce, but compromises the consumer’s privacy.
Sophisticated software is deployed to filter out unsolicited commercial
e-mail (or spam). In the long run, code may be more effective than law in
containing spam, which rankles many users.

Finally, there are norms that regulate cyberspace behavior, including In-
ternet etiquette and social customs. For example, flaming and spamming
were always considered “bad form” on the Internet and those who did it
were chastised by other members of the Internet community. Just as in real
space, cyberspace communities rely on shame and social stigma to enforce
cultural norms.

But what role does ethics play in this neat regulatory framework? Lessig
apparently includes ethical standards in the broad category he calls
“norms,” but in our view cultural norms should be segregated from ethi-
cal ideals and principles. Cultural norms are nothing more than variable so-
cial action guides, completely relative and dependent upon a given social
or cultural environment. Their validity depends to some extent on custom,
prevalent attitudes, public opinion, and a myriad of other factors. Just as
customs differ from country to country, the social customs of cyberspace
could be quite different from the customs found in real space. Also, these
customs will likely undergo some transformation over time as the Internet
continues to evolve.

The fundamental principles of ethics, however, are metanorms; they
have universal validity. They remain the same whether we are doing busi-
ness in Venezuela or interacting in cyberspace. Like cultural norms they are
prescriptive, but unlike these norms, they have lasting and durable value
because they transcend space and time. Ethics is about (or should be about)
intrinsic human goods and the moral choices that realize those goods.
Hence the continuity of ethical principles despite the diversity of cultures.

Our assumption that ethics and customs (or cultural norms) must be
kept distinct defies the popular notion of ethical relativism, which often
equates the two. A full refutation of that viewpoint is beyond the scope of
our discussion here. But consider this reflection of the contemporary
philosopher Phillippa Foot:

Granted that it may be wrong to assume identity of aim between people
of different cultures; nevertheless there is a great deal all men have in com-
mon. All need affection, the cooperation of others, a place in community,
and help in trouble. It isn’t true to suppose that human beings can flour-
ish without these things—being isolated, despised or embattled, or with-
out courage or hope. We are not, therefore, simply expressing values that
we happen to have if we think of some moral systems as good moral sys-
tems and others as bad.*

None of this by any means invalidates Lessig’s framework. His chief in-
sight is that “code and market and norms and law together regulate in
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cyberspace as architecture and market and norms and law regulate in real
space.”® Also, according to Lessig, “Laws affect the pace of technological
change, but the structures of software can do even more to curtail free-
dom. In the long run the shackles built by programmers could well con-
strain us more.”® This notion that private code can be a more potent
constraining force than public law has significant implications. The use
of code as a surrogate for law may mean that certain public goods or moral
values once protected by law will now be ignored or compromised by
those who develop or utilize this code. Moreover, there is a danger that
government itself will regulate the architectures of cyberspace to make it
more controllable. We have already seen this happen in countries like Iran
and China. In the hands of the private or public sector the architectures of
cyberspace can have extraordinary regulatory power.

Thus, Lessig’s model is quite instructive and we rely on it extensively in
the pages to come. However, I would argue that the model would be more
useful for our purposes if greater attention were given to the role of fixed
ethical values as a constraining force. But how do these values fit with the
other regulatory forces?

Before we can answer this question we must say something about the
nature of those values. The notion that there are transcendent moral val-
ues grounded in our common human nature has a deep tradition in the his-
tory of philosophy. It is intuitively obvious that there are basic human
goods that contribute to human well-being or human flourishing. Al-
though there are several different versions of what these goods might be,
they do not necessarily contradict each other. Some versions of the human
good are “thin,” while others are “thick.” James Moor’s list of core human
goods includes life, happiness, and autonomy. According to Moor, happi-
ness is “pleasure and the absence of pain,” and autonomy includes those
goods that we need to complete our projects (ability, security, knowledge,
freedom, opportunity, reason). Individuals may rank these values differ-
ently but all human beings attribute value to these goods or “they would
not survive very long.””

Oxford philosopher John Finnis offers a thicker version of the human
good. He argues persuasively for the following list of intrinsic goods: life,
knowledge, play (and skillful work), aesthetic experience, sociability, re-
ligion, and practical reasonableness (which includes autonomy). Accord-
ing to Finnis, participation in these goods allows us to achieve genuine
human flourishing. They are opportunities for realizing our full potential
as human beings, for being all that we can be. Hence the master principle
of morality: one’s choices should always be open to integral human fulfill-
ment, the fulfillment of all persons and communities. None of our projects
or objectives provides sufficient reason for setting aside or ignoring that
responsibility.



