


Once more unto the Breach

Managing information security in an
uncertain world

Second edition

Sk, ",,; : ‘-1
lﬁ H)\Ju“ i

il
—4 B . W
ﬂlﬁ g EHL

ANDREA C SIMMONS

‘5—

IT Governance Publishing



Every possible effort has been made to ensure that the information
contained in this book is accurate at the time of going to press, ahd the
publisher and the author cannot accept responsibility for any errors or
omissions, however caused. Any opinions expressed in this book are
those of the author, not the publisher. Websites identified are for
reference only, not endorsement, and any website visits are at the
reader’s own risk. No responsibility for loss or damage occasioned to
any person acting, or refraining from action, as a result of the material
in this publication can be accepted by the publisher or the author.

Apart from any fair dealing for the purposes of research or private
study, or criticism or reView, as permitted under the Copyright, Designs
and Patents Act 1988, this publication may only be reproduced, stored
or transmitted, in any form, or by any means, with the prior permission
in writing of the publisher or, in the case of reprographic reproduction,
in accordance with the terms of licences issued by the Copyright
Licensing Agency. Enquiries concerning reproduction outside those
terms should be sent to the publisher at the following address:

IT Governance Publishing

IT Governance Limited

Unit 3, Clive Court
Bartholomew’s Walk.
Cambridgeshire Business Park
Ely, Cambridgeshire
CB74EA

United Kingdom

Www. itgovernance.co. ik

© Andrea C Simmons 2012, 2015

The author has asserted the rights of the author under the Copyright, Designs
and Patents Act, 1988, to be identified as the author of this work.

First published in the United Kingdom in 2012
by IT Governance Publishing: [SBN 978-1-84928-388-3

Second edition published in 2015

ISBN: 978-1-84928-708-1



Once more unto the Breach

Managing information security in an uncertain world

Second edition



PREFACE

This book was first spawned from years of experience in
the UK information security industry, both from being in
the role of an information security manager and more
recently a chief information security officer, and from
observing many individuals adopting the role from a
standing start, without making a deliberate career choice or
realising that it would be part of their role. Let’s be honest,
you don’t hear many (any?) teenagers planning to leave
school to be an information security manager! The role is
often ‘gifted” (in the poisoned chalice sense!) to an
individual on top of their existing, hugely busy, day job,
because the person handing over the” ‘gift’ does not
understand the breadth of what is required. Therefore, the
individual in receipt of the ‘gift’ is not afforded the time or
respect required either to provide appropriate advice and
guidance for the protection of information assets belonging
to the organisation in question, nor _to actively encourage
colleagues to do likewise. —

The aim of this book is to provide a ‘coalface’ view of what
tackling this role actually looks like in action, drawn from
my own experience; having spent a year during my PhD
studies taking on the role of information security manager
for a UK public sector body, I quickly realised the benefit
of keeping copious notes! In academic circles, this is
known as carrying out ‘participant observation’ and was
done as part of PhD research into embedding best-practice
information assurance. The author observed a great many
incidents, events and risks, and also participated in

innovative solution creation in order to address all of these.
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The results of this study are worth putting together in this
tome - almost every day brought with it a little gem which,
if you were not ‘in tune’ with the wondrous breadth of
information security, you might have missed, including the
cause and the potential mitigation and ‘lessons-learned’
elements.

This book is effectively written through the spectrum of the
‘project lessons learned’, which were harshly, but fairly,
created after phase one of a long project. Given that this
book is based on a real project that took place several years
ago, the text s imbued with a great deal of hindsight.
However, these lessons could no doubt have been written
by many people_ in any organisation. Part of the author’s
current research has been looking into the whys and
wherefores of how organisations create lessons-learned
logs, but do not actually learn the lessons well nor
implement the required changes in practices. The work is
appropriately anonymised.

While some of these issues and incidents took place
between 2009 and 2011 and may feel out of date (given
how fast the pace of life is in the information age), you may
still be experiencing some of them and the lessons learned
will hold true for most situations.

So, I share this with you in the hope that either they will
resonate with you and you will feel reassured that you are
not insane, or you will start to see things differently and
know what to watch out for in the future with enhanced
vision.
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INTRODUCTION

“Once more unto the breach™ is a key phrase from the “Cry
God for Harry, England and Saint George!” speech of
Shakespeare’s Henry V, Act III, 1598. The breach in
question is the gap in the wall of the city of Harfleur, which
the English army had put under siege. Henry was
encouraging his troops to attack the city again, even if they
had to “close the wall with English dead”. We read these
kinds of battle-cry stories now, in our enlightened and
empowered times, and find it hard to countenance such
unfailing support for heading into a perilous situation.

As an information security manager (ISM), you enter each
day not knowing what it may bring, in spite, perhaps, of a
well-formed plan or at least a ‘to do’ list. Each event or
incident that you encounter is only a gnat’s whisker away
from being a full-scale breach, depending upon your
knowledge, skills or ability to cope under pressure. This
book is centred in this space and is based on the clear
appreciation that there is no such thing as 100% security
and you can never be 100% risk free. - _

From an academic perspective, the- author is both
examining the historical methodology — seeking to review
the history of IA and why it is that there is so little real
agreement with regard to a the correct definition — and
building a grounded theory, whereby through interactions
and research, the author creates a theory and then tests it
over a period of time. The author’s contention is that it is as
a result of a fundamental lack of knowledge that we now
have difficulty (and confusion) in progressing to a mature
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IA profession. Health warning — I should say up front that
this book won’t pull any punches.

When this book originally came out, it focused on a period
of time between 2009 and 2011. In many media reviews of
the time 2011 was hailed as the year of the hacker, in terms
of the volume of media coverage and, therefore, widespread
global awareness, and was noted to be a year of significant
data breaches and losses because of the large numbers of
individuals direct]y affected or impacted. Today we
regularly see reports of well-known companies falling
victim to cyber attacks, and the situation that seemed
exceptional in 2011 has become the norm. In fact, given the
volume of breaches experienced since this book was first
published, its contents have never been more accurate or
more appropriate. 2014 in particular was a year of extreme
activity, with vulnerability after vulnerability being
experienced across all operating systems — including the
first significant chink in the armour of all things *nix (with
the Bourne Again Shell — BASH/Shellshock vulnerability).
In reality, the breaches that are covered by the media are
only the tip of the iceberg, and the longer you work in the
industry the clearer this becomes.

Beneath the story reported by the media there is usually a

Security is having a bad decade.....
So many breaches!

10/2014: Home Depot (53m records)
9/2014: Home Depot (56m cards)

8/2014: JPMorgan Chase (83m records)
6/2014: iCloud (celebrity ‘hacking’)

5/2014: eBay (145m records)

12/2013: Target (110m records)

10/2013: Adobe (152m records)

And on, and on ... It's obvious there are some serious issues to be
addressed.
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raft of information security-based failings that have been
present for quite some time.

All of these, one after the other, like multiple buses arriving
at the same time, could have been adequately resolved with
three key information security management tenets, which
are addressed through this book:

1. Inventory management (knowing what you have)
[Chapters 1, 4, 7 and 8]

Patch management (keeping it up to date) [Chapter 2]

b

3. Vulnerability management (protecting it from harm)
[Chapter 3]

Why is this the case, given that there are likely to have been
many valid audit reports containing referemce to issues that
needed to be addressed? Indeed, there is no doubt that had
recommendations been adhered to in these cases, risk
reduction would have occurred and the number of breaches
would equally have been lessened. It seems to me that, as a
society, we have seen a greater shift in recent times towards
openness and transparency in all walks of life and across all
levels of leadership. | believe we should be following this
trend in our own industry.

This book is an insider’s view of how many actual breaches
(often seen as incidents) are going on all the time, but
which do not get reported, either internally or externally.
The educational point of the book is to reframe what it
actually means to be an ISM, as well as what is meant by
an incident, how we respond to it and what the most
appropriate reporting and reactions should be. We will do
this through the old art of storytelling, in the hope that
better informed and more aware ISMs will be able to
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provide much greater protection to their organisations and
their information assets.

The book will be peppered with references to real issues,
conflicts and conundrums that ISMs constantly have to deal
with, and | hope that it will shed light on possible solutions
and pragmatic ways forward. It should be usable as a
learning device and reference guide.

The chapter structure is based on a 12-month chronology,
running from Augnst to July.

August — pullin® a team together. As a project manager in
information security you get what you are given and you
have to make the best of it, so you have to enthuse those
around you regarding your goals while explaining the
changes in behaviour expected and what the end game
looks like.

September — street trash. This chapter is centred on an event
that may remind you of those times when you read news
stories and don’t expect them to happen to you. But when
you spot the blindingly obvious, always remember to take a
photo so you have the evidence to ‘show and tell’,
following the mantra ‘a picture is worth a thousand words’.

October — compliance is only skin deep. Once you’ve
completed an audit, in whatever shape or form, following a
‘tick box’ exercise is no good if you can’t back it up with
evidence. Now starts the hard work of living by your word.

November — how remote is remote? Identifying home-
workers and remote workers can be a tricky business
depending on your partners and your boundaries, the
competing requirements of each, and conflicting legislative
and standard requirements.



