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Preface

Introduction

Network programming involves writing programs that communicate with other pro-
grams across a computer network. One program is normally called the client and the
other the server. Most operating systems provide precompiled programs that communi-
cate across a network—common examples in the TCP/IP world are Web clients
(browsers) and Web servers, and the FTP and Telnet clients and servers—but this book
describes how to write our own network programs.

We write network programs using an application program interface or API. We
describe two APIs for network programming:

1. sockets, sometimes called “Berkeley sockets” acknowledging their heritage from
Berkeley Unix, and

2. XTI (X/Open Transport Interface), a slight modification of the Transport Layer
Interface (TLI) developed by AT&T.

All the examples in the text are from the Unix operating system, although the founda-
tion and concepts required for network programming are, to a large degree, operating
system independent. The examples are also based on the TCP/IP protocol suite, both IP
versions 4 and 6.

To write network programs one must understand the underlying operating system
and the underlying networking protocols. This book builds on the foundation of the
my other four books in these two areas, and these books are abbreviated throughout
this text as follows:

XV
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APUE: Advanced Programming in the UNIX Environment [Stevens 1992],
TCPv1: TCP/IP Illustrated, Volume 1 [Stevens 1994],

TCPv2: TCP/IP Illustrated, Volume 2 [Wright and Stevens 1995}, and
TCPv3: TCP/IP Illustrated, Volume 3 [Stevens 1996].

This second edition of UNIX Network Programming still contains information on both
Unix and the TCP/IP protocols, but many references are made to these other four texts
to allow interested readers to obtain more detailed information on various topics. This
is especially the case for TCPv2, which describes and presents the actual 4.4BSD imple-
mentation of the network programming functions for the sockets API (socket, bind,
connect, and so on). If one understands the implementation of a feature, the use of
that feature in an application makes more sense.

Changes from the First Edition

This second edition is a complete rewrite of the first edition. These changes have been
driven by the feedback I have received teaching this material about once a month dur-
ing 1990-1996, and by following certain Usenet newsgroups during this same time,
which lets one see the topics that are continually misunderstood. The following are the
major changes with this new edition:

¢ This new edition uses ANSI C for all examples.

e The old Chapters 6 (“Berkeley Sockets”) and 8 (“Library Routines”) have been
expanded into 25 chapters. Indeed this sevenfold expansion (based on a word
count) of this material is probably the most significant change from the first to
the second edition. Most of the individual sections in the old Chapter 6 have
been expanded into an entire chapter with more examples added.

e The TCP and UDP portions from the old Chapter 6 have been separated and we
now cover the TCP functions and a complete TCP client-server, followed by the
UDP functions and a complete UDP client-server. This is easier for newcomers
to understand than describing all the details of the connect function, for exam-
ple, with its different semantics for TCP versus UDP.

® The old Chapter 7 (“System V Transport Layer Interface”) has been expanded
into seven chapters. We also cover the newer XTI instead of the TLI that it
replaces.

e The old Chapter 2 (“The Unix Model”) is gone. This chapter provided an
overview of the Unix system in about 75 pages. In 1990 this chapter was needed
because few books existed that adequately described the basic Unix program-
ming interface, especially the differences between the Berkeley and System V
implementations that existed in 1990. Today, however, more readers have a fun-
damental understanding of Unix, so concepts such as a process ID, password
files, directories, and group IDs, need not be repeated. (My APUE book is a
700-page expansion of this material for readers desiring additional Unix pro-
gramming details.)
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Some of the advanced topics from the old Chapter 2 are covered in this new edi-
tion, but their coverage is moved to where the feature is used. For example,
when showing our first concurrent server (Section 4.8) we cover the fork func-
tion. When we describe how to handle the SIGCHLD signal with our concurrent
server (Section 5.9), we describe many additional features of Posix signal han-
dling (zombies, interrupted system calls, etc.).

¢ Whenever possible this text describes the Posix interface. (We say more about
the Posix family of standards in Section 1.10.) This includes not only the Posix.1
standard for the basic Unix functions (process control, signals, etc.), but also the
forthcoming Posix.1g standard for the sockets and XTI networking APls, and the
1996 Posix.1 standard for threads.

The term “system call” has been changed to “function” when describing func-
tions such as socket and connect. This follows the Posix convention that the
distinction between a system call and a library function is an implementation
detail that is often irrelevant for a programmer.

* The old Chapters 4 (“A Network Primer”) and 5 (“Communication Protocols”)
have been replaced with Appendix A covering IP versions 4 (IPv4) and 6 (IPve),
and Chapter 2 covering TCP and UDP. This new material focuses on the proto-
col issues that network programmers are certain to encounter. The coverage of
IPv6 was included, even though IPv6 implementations are just starting to
appear, since during the lifetime of this text [Pv6 will probably become the pre-
dominant networking protccol.

I have found when teaching network programming that about 80% of all net-
work programming problems have nothing to do with network programming,
per se. That is, the problems are not with the API functions such as accept and
select, but the problems arise from a lack of understanding of the underlying
network protocols. For example, I have found that once a student understands
TCP’s three-way handshake and four-packet connection termination, many net-
work programming problems are immediately understood.

The old sections on XNS, SNA, NetBIOS, the OSI protocols, and UUCP have
been removed, since it has become obvious during the early 1990s that these
proprietary protocols have been eclipsed by the TCP/IP protocols. (UUCP is
still popular and is not proprietary, but there is little we can show from a net-
work programming perspective using UUCP)

* The following new topics are covered in this second edition:

IPv4/IPv6 interoperability (Chapter 10),
protocol-independent name translation (Chapter 11),
routing sockets (Chapter 17),

multicasting (Chapter 19),

threads (Chapter 23),

IP options (Chapter 24),

datalink access (Chapter 26),
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e client-server design alternatives (Chapter 27),
e virtual networks and tunneling (Appendix B), and
¢ network program debugging techniques (Appendix C).

Unfortunately, the coverage of the material from the first edition has been expanded
so much that it no longer fits into a single book. Therefore at least two additional vol-

.umes are planned in the UNIX Network Programming series.

e Volume 2 will probably be subtitled IPC: Interprocess Communication and will be
an expansion of the old Chapter 3, along with coverage of the 1996 Posix.1 real-
time IPC mechanisms.

¢ Volume 3 will probably be subtitled Applications and will be an expansion of
Chapters 9-18 of the first edition.

Even though most of the networking applications will be covered in Volume 3, a few
special applications are covered in this volume: Ping, Traceroute, and inetd.

Readers

This text can be used as either a tutorial on network programming, or as a reference for
experienced programmers. When used as a tutorial or for an introductory class on net-
work programming, the emphasis should be on Part 2 (“Elementary Sockets,” Chapters
3 through 9) followed by whatever additional topics are of interest. Part 2 covers the
basic socket functions, for both TCP and UDP, along with I/O multiplexing, socket
options, and basic name and address conversions. Chapter 1 should be read by all read-
ers, especially Section 1.4, which describes some wrapper functions used throughout the
text. Chapter 2 and perhaps Appendix A should be referred to as necessary, depending
on the reader’s background. Most of the chapters in Part 3 (“Advanced Sockets”) can
be read independently of the others in that part.

To aid in the use as a reference, a thorough index is provided, along with sum-
maries on the end papers of where to find detailed descriptions of all the functions and
structures. To help those reading topics in a random order, numerous references to
related topics are provided throughout the text.

Although the sockets API has become the de facto standard for network program-
ming, XTI is still used, sometimes with protocol suites other than TCP/IP. While the
coverage of XTI in Part 4 is smaller than the coverage of sockets in Parts 2 and 3, much
of the sockets coverage describes concepts that apply to XTI as well as sockets. For
example, all of the concepts regarding the use of nonblocking I/0O, broadcasting, multi-
casting, signal-driven I/O, out-of-band data, and threads, are the same, regardless of
which API (sockets or XTI) is used. Indeed, many network programming problems are
fundamentally similar, independent of whether the program is written using sockets or
XTI, and there is hardly anything that can be done with one API that cannot be done
with the other. The concepts are the same—just the function names and arguments
change.
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Source Code and Errata Availability

The source code for all the examples that appear in the book is available from
ftp://ftp.kohala.com/pub/rstevens/unpvlZe.tar. gz. The best way to
learn network programming is to take these programs, modify them, and enhance
them. Actually writing code of this form is the only way to reinforce the concepts and
techniques. Numerous exercises are also provided at the end of each chapter, and most
answers are provided in Appendix E.

A current errata for the book is also available from my home page, listed at the end
of the Preface.
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