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Foreword

hroughout my career in government and private industry, I have seen many

approaches to securing information systems and managing risks. One question I

get asked repeatedly is, “How do I know when I have enough people, process, or
technology to manage risk effectively?” In government and regulated sectors, the response to
this question is driven by a complex assortment of standards, mandates, and laws pushing to
compliance. In private industry, we often see businesses conforming to “best practices” or
“industry standards” as a baseline. While conforming to regulatory or legal requirements is a
good start, it really is just the bare minimum if an organization wants to excel and mature in
risk management. For years I have said, “One can be compliant but still be insecure, and we
need to make sure that by being secure we become compliant.”

Schou and Hernandez’s book provides a leadership view of information assurance and
a practical perspective for both practitioners and aspiring leaders. They take the reader
through the international dimensions of risk management for strategic leaders and senior
management. Their approach not only guides the reader through the necessary elements of
managing risk in today’s ever-changing IT environment, but also explains why information
assurance is important in creating and maintaining a competitive advantage in today’s global
economy. They give the reader practical advice for approaching information assurance for
emerging technologies, such as the cloud and big data, without getting caught up in the
technical details that may confuse or distract leadership.

When I served as vice chair of the President’s Critical Infrastructure Protection Board
and later as the first Cyber-Security Coordinator of the Obama Administration, I worked
with Dr. Schou to improve the responsiveness of academia to both government and
industry needs. In the preparation of the U.S. National Strategy to Secure CyberSpace and
subsequently in the National Strategy for Trusted Identities in Cyberspace, the essential linkage
between strategic leadership and operations was critical. One of the most difficult
challenges I faced was conveying risk; good news needs to travel fast, but bad news needs to
travel faster. It is critical to pass the bad news on to senior leaders who may not have an
extensive background in information technology or security.

This book functions as a bidirectional guide for leadership and operational personnel
alike. For those who are more focused on operational and technical issues, the book
provides a guide to why senior leaders insist on specific procedures and visibility. For senior
leaders, this book provides information about organizational objectives while explaining
some of the limitations and capabilities of today’s information assurance risk management
tools and professionals. The authors offer real-world examples of applying information
assurance in industries such as healthcare, retail, and industrial control systems.

XiX
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This book takes a broad perspective and is a nexus of information assurance practice,
policy, strategy, and implementation applicable to a diverse audience. It provides an
up-to-date guide covering some of the best information assurance practices found
internationally. System administrators can use the book to understand how risk
management operates throughout their organization and why their role is significant.
Government leaders can gain new insights into cloud computing concerns and how big
data integrates with information assurance and risk management. As the authors state in
their introduction, “If you need help, read this book!”

—Howard A. Schmidt, Partner, Ridge Schmidt Cyber LLC,
and former Cyber-Security Coordinator of the Obama Administration
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Introduction

nformation assurance is not my problem, and it is

not your problem. It is an ever-increasing problem

for everyone—you, home businesses, small enterprises,
large businesses, economies, and governments are all at
risk. Think of it this way: Information and data in all forms
are assets, and you are obliged to protect your assets. Of
course, as you run your enterprise, your security efforts
do not show up on the bottom line—unless something
goes wrong. All information assurance tools and
mechanisms required by the largest enterprises are useful
at a different scale by the smallest. This book allows you
to select from a broad spectrum of information
assurance tools to protect assets, manage risk, and
provide competitive advantage. While reading, you will
see the “juggling leader” as a callout for concepts that
warrant special attention for those wearing many hats.
She will point out useful subject matter for people
juggling several roles.

Read This Book

If you run a one-person enterprise, you must
perform a constant balancing act or become

a one-man band and keep your focus on the
overall success of the enterprise. At a minimum,
you must have a plan for what you would do if
something destroyed all your records or if a virus
took over your computers or if a competitor took
your list of prospects or...well, you get the idea.
Information assurance must be part of your
enterprise planning. You must make yourself do
information assurance if you are to remain viable
and competitive!

XXl
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Read This Book

If you run a small to medium enterprise, you may be able to have some specialization
among your employees. This is like having a low-budget jazzband or a classic ensemble
where the musicians all wait tables in a restaurant on the side (using the same tux for both
jobs). If you are lucky, you might have someone who is in charge of information technology.
This individual must devote part of their time to information assurance and may provide
some leadership, but they also have to support employees and customers. They have help,
but you must provide direction and leadership. For example, your accounting staff, your
marketing staff, and your
production staff will have a role
in information assurance, but
they must all be going in the
same direction. Remember, they
will all plead that information
assurance is not their job. You as
a leader must set the example
and the tone from the top.
Information assurance must be
part of your enterprise
planning. You must provide
leadership and encourage an
information assurance culture.
How?

Read This Book

If you run a large enterprise,
you have all the challenges of
protecting your information
assets through a CIO. While the
CIO may have good intentions,
understanding information
assurance and being able to
speak its language is invaluable
when explaining problems,
opportunities, and risk to
technical professionals.
Information assurance must be
part of your enterprise
planning. It must be central to
your information technology
strategy. You must provide
leadership and encourage an
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information assurance culture. In today’s competitive and global marketplace, even large
enterprises that have existed for years without a formal information assurance function can
stumble and fail rapidly because of a breach or cyberattack.

Consider information assurance as a professional symphony orchestra: It has all the
attributes of an ensemble and a one-man band. Each group can select more or less complex
versions of the music just as you can choose lessons from this book. Take what you need, but
read through the book from time to time to see what you might be missing. No matter what,
have a plan, execute it, mitigate risk, succeed. Half the battle is choosing the right questions
to ask at the right time! This book aims to arm the senior leaders of the organization with
the strategic tools to help have constructive discussions around information risk, assurance,
and strategy. The conductor of an orchestra doesn’t need to understand how to play every
instrument. However, she must understand the basic sounds, notes, combinations, and types
of music best performed by specific instruments. It is essential that all of this is done in
perfect harmony.

This book takes a similar approach with information assurance. Reading it will not make
a senior leader a cyberninja with deep technical skills. It will, however, create a leader with a
strong information assurance strategic understanding who can call in the right combination
of skills, experience, and background to meet today’s toughest risk management challenges.
Remember, the Spartans were amazing soldiers and well-trained in a narrow field. They had
numerous amazing battles we remember today; ultimately, though, they were defeated by
forces that understood not only warfare but how to mix strategic resources to mitigate risk
and deliver results! If you are already experienced with the technology portion of the
information assurance profession, reading this book will help you understand what your
senior management is trying to do through their strategic planning.

Purpose

Enterprises of all sizes are under increasing competitive pressure to leverage data,
information, and communication technology infrastructure to achieve their vision. The
well-planned implementation of secure information technology will have a large positive
impact on the socio-economic development of an organization and its partners. While
information technology (IT) clearly revolutionizes businesses and strengthens
governments, it introduces risks.

To make the IT investment pay off, senior management must address and manage
risks systematically and economically. Assuring the information assets have integrity, are
available, and are confidential presents a significant challenge to even seasoned executives;
improvement in this area is a continuous effort. The strategic approach and controls
explained provide an executive view of information assurance. The controls and strategic
approach are also expected to guide an overall strategy for safeguarding vital information
assets and critical functions of an organization.

The essentials of information assurance have been identified and mapped for the
senior management and executives of an organization. Our approach to information
assurance is broad to ensure that the contents are relevant to organizations of various
sizes, complexities, and industries. Assuring information and providing security is an
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ongoing process; an organization’s information assurance policy is an instantiation of a
living organizational strategy and helps management establish an organization’s risk
management strategy.

We have provided best practices and guidelines to assist in preventing, detecting,
containing, correcting, and recovering from inevitable security breaches and other
information assurance failures. By providing a broad overview of threats, information
assurance concepts, and risk management approaches, organizations may use the
information presented to strengthen their information assurance risk posture. An
organization’s mission and objectives are always put first if information assurance is
pervasive and not invasive in the organizational culture.

The information presented is designed to reach a broad audience; the content does
not provide detailed implementation procedures for security controls nor does it prescribe
minimum compliance requirements or penalties for noncompliance. Guidance is provided
to management to seek an in-depth solution for their particular challenges. Organizations
should seek professional opinions from appropriately certified professionals before
implementing security controls that are in accordance with their risk profiles and
business objectives.

No matter the size of your enterprise, investing in information assurance controls
requires a commitment of limited finances, time, and human resources. It may not be
feasible for organizations to invest in all areas of information assurance. The information
provided is intended to foster discussion around possible approaches and help organizations
prioritize areas for improvement.

The information assurance strategic approach and associated controls provide
fundamental information and guidelines for senior management and executives of
organizations. The approach outlined provides guidance for protecting information
system—-based assets (including information, software, and hardware) by describing the
interrelationships and provides a comparison analysis of information assurance elements.
Executives and senior management who need quick and broad overviews on information
assurance-related matters will find this resource useful.

Scope

The material presented is useful to organizations independent of the following:

e Nature of business (telecommunication, education, utility, health, defense)
¢ Size (small, medium, large)

* Type (commercial, government agencies, nonprofit)

Guidelines are provided for managing information assurance, and we demonstrate a
comprehensive approach to identifying, applying, and controlling information assurance
initiatives. Common threats and vulnerabilities are discussed as you are guided through a
comprehensive list of applicable controls for an organization as a function of its risk profiles.

The approach offered does not go in-depth into implementation procedures.
Organizations should view the strategy and controls offered as advisory and use the
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contents as a starting point to manage its assurance exposures. The strategy and controls
are vendor-independent and are not specific to any technology. Every section includes
critical thinking questions. These questions are intended to guide you in applying the
material discussed to their organization or mission.

Intended Audience

The strategy presented provides a foundation for a broad audience—experienced and
inexperienced, technical and nontechnical—who invest in, monitor, administer, support,
manage, audit, assess, design, and implement information assurance within their enterprise.
These personnel include the following:

* Anyone within an enterprise who wants to know more about information assurance
and who is responsible for planning, managing, implementing, operating, and
improving the information assurance management system

* Anyone who wants to be able to identify and manage risk

® Business owners and mission owners who rely on information systems but may not
have a good understanding of IT risk and how to manage it

e Chief information officer (CIO), who ensures the implementation of information
assurance for an organization’s information systems

e Chief risk officer (CRO), who needs to be able to identify and manage enterprise risk

¢ Contract officers, program managers, and acquisition professionals who are
responsible for the IT procurement process

¢ Enterprise owners ranging from single proprietors to small and medium businesses
who want to protect their assets and manage risk

¢ Information assurance program manager or chief security officer (CSO) and the
chief information security officer (CISO), who implement the security program

¢ IT auditors who audit the systems and ensure compliance with the relevant policies
and regulations

* New employees who want to understand why their organization has so many rules,
policies, and guidelines

® Senior management, executives, or business owners, who plan and approve budget
and set business strategy and objectives

¢ System and information owners, who are entrusted to protect information and

information systems in accordance with the protection requirements stipulated

* Technical support personnel (such as application, system, network, and database
administrators), who manage and administer security for the information systems

® Anyone who must balance information assurance and their primary job
responsibilities
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Throughout the book, there are opportunities for you to challenge yourself with critical
thinking exercises. The answers to these questions are not right or wrong; they are intended
to stimulate your thinking about information assurance. Responses for each question are
included in the appendix section of the book.

William Shakespeare told us that “one man in his time plays many parts” and so it is in
information assurance. The list of roles appears daunting; however, no matter the size of
the organization, someone has to perform the roles.

Overview

We have organized the contents into six parts. Each of these parts is divided into several
chapters focused on essentials. Since each chapter is designed to be self-standing, each
chapter has a set of critical thinking exercises for self-assessment and a selection of further
readings. In general, this structure models an organizational strategy for information
assurance (see Figure 1).

Part I: Information Assurance Basics

Part I introduces the essential-to-know matters in information assurance including the
need for information assurance, popular concepts, and approaches. Relationships among
fundamentals such as assets, threats, vulnerabilities, risks, and controls are discussed. Since
there are several interpretations of the terms information assurance, information security, and
cybersecurity, we have developed a model showing the relationship among them. Different
types of security professionals and professional organizations will also be discussed. It is
important to understand the information assurance management system (IAMS) and
how information assurance is a continuous process. This part ends with a discussion of
current practices and regulations in the existing competitive market and information
technology landscape.

Organizational Strategy

Part II: Part IV: Part V:
Part I et Part Il Information Application
Information ARty Risk Assurance of Information Part VI:
Assurance Plabeing Mitigation Detection Assurance to | | Appendices
Basics Ploaiis Process and Recovery Select

Process Industries

Figure 1 Organization of information



