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Introduction

If you are reading this book, you are probably chasing one of the Cisco

professional certifications: CCNA/CCNP, CCDA/CCDP, or even CCIE. All of
these are great goals, and they are also important career builders. Glance
through any newspaper, and you will find employment opportunities for peo-
ple with these Cisco certifications. Those ads are there because finding quali-
fied network administrators is a challenge in today’s market. The certification
means you know something about the product, but more important, it means
you have the ability, determination, and focus to learn—the greatest skills any
employee can have!
You have probably heard rumors about how hard the Cisco tests are. The
rumors are true! Cisco has designed a series of exams that truly challenge
your knowledge of Cisco products. Each test not only covers the materials
presented in a particular class, but also the prerequisite knowledge for that
course.

Is This Book for You?

This book is intended to help you prepare for obtaining your Cisco Certified
Network Professional (CCNP) certification and provides insight into the Cisco
world of internetworking and network design. It will teach you how to install
LAN, WAN, and dial-in networks using Cisco products.

The Sybex Exam Notes books are designed to be succinct, portable exam re-
view guides. They can be used either in conjunction with a more complete
study program—supplemented by books, CBT courseware, or practice in a
classroom/lab environment—or as an exam review for those who do not feel
the need for more extensive test preparation. It isn’t our goal to “give the an-
swers away,” but rather to identify the topics on which you can expect to be
tested and to provide sufficient coverage of those topics.

Perhaps you've been working with Cisco internetworking technologies for
years now. The thought of paying a lot of money for a specialized Cisco exam
preparation course probably doesn’t sound too appealing. What can they
teach you that you don’t already know, right? Be careful, though. Many expe-
rienced network administrators, even CCIEs, have walked confidently into test
centers, only to walk sheepishly out of them after failing a Cisco exam. As they
discovered, there is the Cisco of the real world and the Cisco of the Cisco
certification exams. It’s our goal with the Exam Notes books to show you where
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the two converge and where they diverge. After you've finished reading
through this book, you should have a clear idea of how your understanding of
the technologies involved matches up with the expectations of the Cisco test
makers.

On the other hand, perhaps you're relatively new to the world of Cisco
internetworking, drawn to it by the promise of challenging work and higher
salaries. You've just waded through an 800-page Cisco study guide or taken a
class at a local training center. That’s a lot of information to keep track of, isn’t
it? This book helps you remember what you need to know by providing a re-
view of essential material, organized in an easy-to-peruse format.

Whether you are an experienced Cisco professional or just getting started, this
book can help you prepare for the CCNP exams. By organizing the Exam Notes
books according to the Cisco exam objectives and by breaking up the informa-
tion into concise, manageable pieces, we've created what we think is the
handiest exam review guide available. Throw it in your briefcase and carry it to
work with you. As you read through the book, you’ll be able to quickly identify
those areas you know best and those that require more in-depth review.

NOTE The goal of the Exam Notes series is to help Cisco certification candidates familiarize
themselves with the subjects on which they can expect to be tested in the certification exams.
For complete, in-depth coverage of the technologies and topics involved in Cisco networking, we
recommend the CCNP: Cisco Certification Network Professional Study Guides (four total), pub-
lished by Sybex.

How Is This Book Organized?

This book is organized according to the official exam objectives lists prepared
by Cisco for the CCNP Routing, Switching, Remote Access, and Support ex-
ams. It is divided into four parts, each covering a specific exam. Each chapter
begins with a list of the exam objectives covered in the chapter. Be sure to read
over the objectives before working through the chapter.

Within each chapter, the individual exam objectives are addressed in turn.
The most up-to-date CCNP exam objectives can be found at www.cisco.com/
warp/public/10/wwtraining/certprog/lan/programs/ccnp.html. You’ll notice that the
objectives are vague. In this book, the exam objectives are reworded to clarify
their intent. /

Each objective section is further divided according to the type of information
presented. Those sections are titled as follows:

¢ (Critical Information

e Necessary Procedures

e Exam Essentials
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e Key Terms and Concepts

Critical Information

The Critical Information section presents the greatest level of detail on infor-
mation that is relevant to the objective. This is the place to start if you're
unfamiliar with or uncertain about the technical issues related to the objec-
tive.

Necessary Procedures

In the Necessary Procedures section, you'll find instructions for procedures
that require a lab computer to be completed. From configuring IP addressing
to establishing serial point-to-point connections, the information in these sec-
tions addresses the hands-on requirements for the CCNP exam.

NOTE Not every objective has a hands-on procedure associated with it. For such objectives,
the Necessary Procedures section has been left out.

Exam Essentials

The Exam Essentials section contains a concise list of the most crucial topics
that you'll need to comprehend fully prior to taking the Cisco exam. This sec-
tion can help you identify those topics that might need to review.

Key Terms and Concepts

The Key Terms and Concepts section is a mini-glossary of the most important
terms and concepts related to the specific objective. You need to understand
what those technical words mean within the context of the related subject
matter.

What’s on the CD?

On the enclosed CD, you will find additional review tools and materials. The
CD includes four sample tests, one for each of the CCNP exams, and 200
flashcard questions, 50 for each exam, that can be viewed on your PC and
Palm devices. The CD also includes the complete version of CCNP: Cisco Certi-
fied Network Professional Exam Notes in PDF, so you can access the entire
book electronically and search for information on any topic in seconds.

How Do You Become a CCNP?

Cisco has created a certification process, not unlike that of Microsoft or Novell,
to give administrators a set of skills and prospective employers an authenti-
cated way to measure those skills. Becoming a CCNP can be the initial step of
a successful journey toward a new or refreshed, highly rewarding, and sus-
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tainable career.

With their certification program, Cisco has created a stepping-stone approach
to CCIE (Cisco Certified Internetwork Expert) certification. You can become a
CCNP by passing four written exams: Routing, Switching, Remote Access, and
Support. Alternatively, you can take an exam called Foundation R/S, which
encompasses the Routing, Switching, and Remote Access exams in one long
exam. Then you just need to take the Support exam to become a CCNP. Re-
member that to complete your CCNP certification, you must also pass the
CCNA exam.

As you study for the exams, it’s critical that you have some hands-on experi-
ence with Cisco routers and switches. You'll need to work with at least four
Cisco 2500 series routers, one Catalyst 5000 series switch, and one Catalyst
1900 series switch.

TIP One way to get the hands-on router experience you'll need in the real world is to attend one
of the seminars offered by Globalnet Training Solutions, Inc. (www.globalnettraining.com),
taught by this book’s author, Todd Lammle. Each student has three routers and two switches to
configure throughout the 11-day CCNP seminar. You can also purchase the CCNP Virtual Lab e-
Trainer, which is a simulated Cisco switch and router lab environment. (A more robust version
can be downloaded from www.routersim.com.)

Where Do You Take the Exams?

You may take the exams at any one of the more than 800 Sylvan Prometric
Authorized Testing Centers around the world. For the location of a testing
center near you, call 800-204-3926. Outside the United States and Canada,
contact your local Sylvan Prometric Registration Center.

First, determine the number of the exam you want to take:

* Routing: 640-503

e Switching: 640-504

¢ Remote Access: 640-505

e Support: 640-506

¢ Foundation R/S: 640-509

Then register with the Sylvan Prometric Registration Center nearest you. You
will need to pay in advance for the exam. At the time of this writing, registra-
tion costs $100 per exam, and the test must be taken within one year of pay-
ment. You can sign up for an exam up to six weeks in advance or as late as one
working day prior to the day you wish to take it. If something comes up and
you need to cancel or reschedule your exam appointment, contact Sylvan
Prometric at least 24 hours in advance. Same-day registration is now available
for the Cisco tests.
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When you schedule the exam, you'll be provided with instructions regarding
all appointment and cancellation procedures, the ID requirements, and infor-
mation about the testing center location.

NOTE Cisco exams are also administered at Virtual University Enterprises (VUE). Visit
WWw.vue.com or wWww.cisco.com/warp/public/10/wwtraining/certprog/testing/register.htm for
more information.

What the Cisco CCNP Certification Exams Measure

The CCNP program was created not only to provide a solid introduction to the
Cisco Internetworking Operating System (I0OS) and Cisco hardware, but also to
offer a foundation in internetworking in general, making it helpful to you in
areas not exclusively Cisco’s. It’s possible that in the future, network manag-
ers—even those without Cisco equipment—will require job applicants to have
Cisco certifications.

To meet the CCNP certification skill level, you must be able to understand or
perform the exam objectives covered in this book.

Tips for Taking Your Cisco CCNP Exam
The four CCNP exams contain around 65 questions, which are to be answered
in about 90 minutes. Each exam varies.

NOTE The Routing exam just changed to 60 minutes in length. The other three exams are still
around 90 minutes at this time. Please always check the Cisco Web site for the latest informa-
tion.

Many questions on the exams will have potential answers that at first glance

look identical —especially the syntax questions! Remember to read through

the choices carefully, because a “close” answer won't cut it. If you choose an

answer in which the commands are in the wrong order or there is even one

character missing, you’ll get the question wrong.

Also, never forget that the right answer is the Cisco answer. In many cases,

more than one answer will appear to be right, but the correct answer is the one

Cisco recommends.

Here are some general tips for exam success:

e Arrive early at the exam center so you can relax and review your study
materials—particularly tables and lists of exam-related information.

¢ Read the questions carefully. Don’t jump to conclusions. Make sure you're
clear on exactly what the question is asking.

e When answering multiple-choice questions you’re not sure about, use a
process of elimination to get rid of the obviously incorrect answers first.
Doing this will greatly improve your odds should you need to make an edu-
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cated guess.

Once you have completed an exam, you'll be given immediate online notifica-
tion of your pass or fail status, plus a printed Examination Score Report indi-
cating whether you passed or failed, along with your exam results by section.
(The test administrator will give you the printed score report.) Test scores are
automatically forwarded to Cisco within five working days after you take the
test, so you don’t need to send your score to them. If you pass the four CCNP
exams, you'll receive confirmation from Cisco, typically within two to four
weeks (although it's possible that your certification card will arrive within a
week).

How to Contact the Author and Publisher

Todd Lammle can be reached at todd@lammle.com.

Sybex welcomes reader feedback on all of their titles. Visit the Sybex Web site
at www.sybex.com for book updates and additional certification information.
You'll also find online forms to submit comments or suggestions regarding this
or any other Sybex book.



Contents 1

Contents

Introduction..

PART |
Chapter 1

Chapter 2

Chapter 3

Chapter 4

Chapter 5

.................................................................................................................. I
RO s comms s wunmns siemua § 5550500 54000505 5 600008 LN TS5 AR § s 1
Routing Principles ..., 2
Understanding Data Routing .............ccocoiiiiiiiiiiiiiiiiiin e, 3
Understanding Routing Table Fields ...........cccoeiiiiiiiiiieiiiiiniiinniinnnnn. 5
Describing Classful and Classless Routing Protocols............c............. 8
Describing Distance-Vector and Link-State Protocols ...................... 11
Extending IP AAAresses ............ccooeeuiiiiiiiiiiiiiiiiiieie e, 16
Understanding IP AAdressing............coeviiiiiiiiiiiiiiiiiiineiieeeeene e, 17
Understanding Variable-Length Subnet Masks
(VLSMs) atid 1P AQAIESSES: .vs sonnmsnommmsnmysns sow sssnonpunssns sos onsmasssms s 455 55355 20
Understanding Classless Interdomain Routing (CIDR)..................... 23
Understanding Route Summarization ..........ccccceeeieiiiiiniiieiieiiniinean.., 24
Describing Private IP Addressing ..........ccoocceveiiiiiiiiiiiiiniiiiiiieeiieean, 29
Configuring OSPF in a Single Area..............cccccoeviiiiiiniiineinnnnnnann. 32
INEEOAUCING OSPY ,vvues vus cor sonsnasosssmmenons ios sesnsmesssmss s o dusussnssnass 505 oa os 33
Understanding OSPF Operation .........ccccoeuiiviiinenniiiinenniieinenieienns, 35
Configuring OSPF in a Single Area........ccccccviuiiiiiiiiiiiniiieiieeeeieannes 38
Configuring NBMA Single-Area OSPF Networks .........ccocevvvevniinnnnnn. 41
Verifying OSPF .......ccoooiiiiiiiiiiiiiii et 47
Interconnecting Multiple OSPF Areas...........ccc.ccooeeuiiiiniinneiinnnnnnn, 50
Interconnecting Multiple AT€as .........ccceviiiiiiiiiiiiieiiiiiieieiieieeeeneennn, 51
Understanding OSPF Areas, Routers, and LSAS .......c.cceeevveiiiniinnnn.. 53
Configuring Multi-Area OSPF Networks ........cccoccovviinieiiiiinieinnennnnn. 56
Summarizing OSPE ATCAS . w.cuuervssssussnsas sus sor smwvsnuans s s sxswasienssss s5s 55458 63
Verifying Multi-Area OSPF ...........ccciiiiiiiiiiiiiiiiii et 64
Configuring EIGRP ............c...ooiiiiiiiiiiii e, 66
Introducing Enhaticed: IGRP .uossmssuss s sowsssmmenns vos ssssassssinss s ie g 67
Discovering, Choosing, and Maintaining Routes ..........c....ccccovennn... 69
Configuring Enhanced IGRP ..........c.ccoiiiiiiiiiiiiiiiiiiiiiieieiieeeee e, 72

Verifying Enhanced IGRP Operation ..........cccccoevueiiiiiniiniinninnceninnnnn. 77



2 CONP@W & —F K45 (3& LRMK)

Chapter 6 Configuring Basic Border Gateway Protocol (BGP) ...................... 79
Understanding Static Routing as an Alternative to BGP .................. 80
Understanding BGP Autonomous Systems ............cccooviiiiiiiinnnnnn. 84
Defining BGP PEETING .. uvorvvssavsnssssniin isnivnsssssioss sunsamsmnsevsiys soisasvaess 87
Defining BGP Common Header and Attributes ................cocooviinn. 91
Configuring External and Internal BGP..................oooi 95

Chapter 7 Implementing BGP in Scalable Networks....................c..coeiininn, 100
Overcoming BGP Scalability Problems ...........ccccooviiiiiiiiiiiiiiininn. 101
Configuring Prefix LiStS: woswsssmssssns vosssnsssavsasses sss ssnosspasss 65 i somaivss 106
Configuring Route Reflectors and Confederations ......................... 109
Configuring Redistribution between BGP and Interior
Gateway Protocols. (IGPS) :.c:uiseis s sosonassions sonsgnsssssisss sasssss sonssinanasss 113

Chapter 8 Optimizing Routing Update Operation .....................coooiviinnnnnn. 116
Understanding Route Redistribution .............ccooooiiiiiiiinn. 117
Configuring Route RediStribution i sssseessss sssssssnesvsasus sessssssssansomess 121
Verifying and Troubleshooting Route Redistribution ..................... 125
Configuring Advanced Redistribution .............c.ccooiiiiiiininnn. 127
Policy-based ROULING «vusssussossnssssonsaossesses vovsmossonsis sss ss e s i 5o s s 133

PART I SWItChiNG ..o 139

Chapter 9 The Campus Network...........oooiiiiiiiiiiiiiiii e, 140
Understanding Switching Technologies ................ccooiiiiiiinininn 141
Describing the Cisco Hierarchical Model .............ccoooiiiiiiiiiinnennee. 145
Reviewing the Cisco Catalyst Products ...........cccooiiiiiiiiiiiiiniinn... 148
Understanding the Network Building BIoCKS ...........ccooiiiiiiiiiinnn, 151

Chapter 10 Connecting the Switch Block ................c..oiiiiiiiiiii, 154
Describing Cable Media and the IEEE Standards ...........ccccccccuueene. 155
Connecting and Logging In to Set-based and I0S-based
S WITCIES o sistamrlmesiamn s s sroiiswaramoce 378 o S ST TGS i i misisomssinirs 2 S HTE 158
Configuring Set-based and 10S-based Switches ............ccccceeinninee. 160
Configuring the Duplex and Speed of Switch Interfaces ................ 169
Verifying IP Connectivity ...........coooiiiiiiiiiiiiiiiiiiii e 171

Chapter L1 VLANS ..o esmsssmsmssmssssmsesssas e sssssssosss viap s s s isaes s 174
Understanding the Role of Switches in VLANS ..........ccccciiiiiiiiinninnn. 175
Understanding VLAN Frame Filtering and Frame Tagging ............. 177

Understanding Local and End-to-End VLANs and VLAN
MEMBEESIIPDS o vios e asmssnog snswamssuhn iR s a Tt e som sis sy oo Es s saE s B 180



Contents 3

Chapter 12

Chapter 13

Chapter 14

Chapter 15

Chapter 16

Configuring Static VLANs on Set-based and 10S-based

SWITCTIES s cos con wocmmmmmmmmsn.som sy poowsmmosssmn s s vosmmtasis oaws #46 wisE s oo e i oo 183
Configuring Trunking on Set-based and 10S-based

OWALCHIES s 5w s summummanmmns 5um s sowssmimmss sius 1o 5 ReTsNRTRIR NS85 565 SRR S PR H39 S5 955 187
Configuring Virtual Trunk Protocol (VTP) on Set-based

and I0S-based Switches ............coooiiiiiiii 190
Layer 2 Switching and the Spanning Tree Protocol (STP) ......... 196
Understanding Layer 2 LAN Switching ................ooo. 197
Understanding Spanning Tree Protocol (STP) Operation ................ 200
COMHBUTING ST s sin v sosmommunssm sv vosssnsesvsemsss ves £ossmauaus seasasss sorssmsasmss 204
Describing STP Implementations Used with VLANS ....................... 207
Scaling STP ... 208
Configuring Redundant Links with STP ...............coooiiiiiiiiinnn.n. 215
Maintaining a Consistent Network with PortFast,

UplinkFast, and BackboneFast .......c.cccooiiiiiiiiiiiiiiiiiiiiiiieeien, 220
INLET-VLAN ROVEIIIE uensonesos o siamensmanions sas s s saisssiss s v i sviavsn i o 227
Understanding Inter-VLAN Routing ............ccoovviiiiiiiiiiiiiiiniinennn.e. 228
Configuring Inter-VLAN Routing .............ccoeeiiiiiiiiiiiiiiniiiniienne. 231
Multi-Layer SWitching (MLS) . ceussuussmsis s sos ssesunnesssnssss son sss svavasssisnsss i 238
Understanding Multi-Layer Switching (MLS) .........c.ccoiiiiiiiinininn. 239
Configuring the Multi-Layer Switching Route Processor

(MLS=RPY 5 cen soensossmunnanan vws svwnmnsevnssnans sos ses e sanssusss e 556 a5 s samy 58 7 o3 246
Configuring the Multi-Layer Switching Switching Engine

(MLS-SE) ittt et e e 249
VETIIYING MILS! ccmssos s ros v sussvismmss e 6o 508 6570555548 54538555 554 456 $3865550 5150 s i 252
IMULEICAEE . smesn s 560 s 5105.00570.658.555 5506 505 G limins sins s was oot s i st s 255
Describing MUIHCAST ; svssosssnvmsusssns vos sorsvammmessssns o sos sesvsssins a5 i3 oo snes 256
Understanding Multicast Addressing ............cccocoeviiiiiiiiiiniiicinnne. 259
Managing Multicast in an Internetwork ....................oo 264
Preparing for Using IP Multicast .........ccocoeeiiiiiiiiiiiiiiiiiiiiinceeans 268
Routitis MOItCast TYAMIC sssss s mosssssmsssae e s smssanasnsns o 5565 ceeeen 269
Understanding Multicast Routing Protocols .............cccccooeviinnn. 273
Configuring IP Multicast Routing ............cccceciiiiiiiiiiiiiiniiiiiineinn, 277
ACCESS POLICICS . .. vovavsmmssmnvon sws swmmawonsns s ron sus sominanons s vs 545 saswsasasss 288
Defining Access POLICIES ..... ..o, 289

Configuring Privilege Levels .............cooiiiiiiiiiiiiiiiiiiiiiiccieeans 294



4 CONPW & —# X458 (3 TR M)

Limiting Access to Routers and Switches ........c..ccocvviiiiiniiniiinnn..n. 296

Implementing Route Filtering.........cc.ccoooviiiiiiiiiiiiiiieceecieen, 298
PART Ill Remote ACCeSS ................oooiiiiiiiiiiiiiiii e 301
Chapter 17 Cisco Remote Access Solutions ......................ccoooiiieniiinniinnennn... 302

Identifying the Types of Cisco Products That Best Meet

the WAN Connection Requirements ............cocouviivniiineiinneinneennennnn.. 303
Chapter 18 Selecting Cisco Products for Remote Connections ................... 306

Appropriate WAN Connection Types, and the Advantages

and Disadvantages of EaCh...........ccccooiiiiiiiiiiiiiiiniiieeiecc e 307

Selecting Cisco Equipment to Suit the Specific Needs of

A WAN TOPOLOBY wcvn evmssomssusansimussnsssovs sssssistlusnsissvssss swesmsosonsss iy ssan s 310
Chapter 19 Assembling and Cabling the WAN Components ......................... 319

Identifying Components and Connections to Allow WAN

(070) 81 TeTed s (o) o 1= NSRRI 320
Chapter 20 Configuring Asynchronous Connections to a Central Site

With MOAemS .........oooiiiiiiiiiiiiiiiii e 338

Commands and Procedures to Configure Asynchronous

CONMECHIVITY ousunusssssesusssmenunsnssms imesssaiossnessmnssan sow s awsisomswas s s Sumsems 339

Commands to Set Up the Modem Auto-Configuration

PR CALTITC 5 1.8 svttein ish stromc mosspmr oot S 3 H0 s TSN SRR it s A S 68 346

Configuring a Dial-Out Connection ...........c...cevveriiuueeeriiinneeeeiann.... 348

Commands to Reverse Telnet to the Modem .............cecevveiuniiennnnnn.. 351

Commands to Configure the Cisco 700 Series Router.................... 352
Chapter 21 Configuring PPP and Controlling Network Access with PAP

ANA CHAP ......oooviiiiiiiiiiii et e e e 365

Commands to Configure a PPP Connection .............ccc..ceevunieunnnn... 366

Commands and Syntaxes to Configure PAP or CHAP

Authentication ............oiiiiiiiiiiiiiieiiie e 369

Configuring Multilink PPP and Compression Types to

Increase Data Throughput ...........ccceeiiiiiiiiiiiniiiiiniieeceieece e 372

Commands to Verify Proper PPP Configuration ............................. 376

Accessing the Central Site with Windows 95/98 ................cccou...... 377

Commands and Procedures to Configure a Windows

95798 PC for DIal-Up ...cuuiiiiiiiiiiiiiiiiieieeie e 381

PPP 0n @ CiSCO ACCESS SEIVET ......ivuniiiniiiieiiiieiiieriieeiieeiieiaeeeneennnss 389



