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Technology and the Law
on the Use of Force

As governmental and non-governmental operations become progressively
supported by vast automated systems and electronic data flows, attacks of
government information infrastructure, operations and processes pose a
serious threat to economic and military interests. In 2007, Estonia suffered
a month long cyber assault to its digital infrastructure, often described as
‘Web War I'. In 2010, a worm — Stuxnet — was identified in the supervisory
control and data acquisition systems at Iran’s uranium enrichment plant,
presumably i an attempt to set back Iran’s nuclear programme. These
illustrations are testament to the reality that dependence upon telecom-
munications and information infrastructures puts at risk Critical National
Infrastructure, and is now at the core of national security interests.

This book takes a detailed look at new theatres of war and considers their
relation to international law on the use of force. Except in cases of self-
defence or with the authorisation of a Security Council Resolution, the use
of force is prohibited under the UN Charter and customary international
law. However, the law of jus ad bellum was developed in a pre-digital era
where current technological capabilities could not be conceived. Jackson
Maogoto asks whether the law on the use of force is able to deal with legal
disputes likely to arise from modern warfare. Key queries include how one
defines an armed attack in an age of anti-satellite weaponry, whether the
destruction of a State’s vital digital eco-system or the ‘blinding’ of military
communication satellites constitutes a threat, and how one delimits the
threshold that would enliven the right of self-defence or retaliatory action.
The book argues that while technology has leapt ahead, the legal framework
has failed to adapt, rendering States unable to legally defend themselves
effectively.

The book will be of interest and use to practitioners, researchers and
students of international law generally. Specifically it is of great utility to
scholars and practitioners whose interests triangulate use of force, law of
armed conflict and the role of established and ascendant technology in these
spheres.

Jackson Maogoto is Senior Lecturer at the University of Manchester, UK.
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International Conflict and
Cyberspace Superiority

This book examines cyberspace superiority in nation-state conflict from a
theoretical and a practical perspective.

This book analyzes superiority concepts from the domains of land, maritime,
and air to build a model that can be applied to cyberspace. Eight cyberspace con-
flicts between nation-states are examined and the resulting analysis is combined
with theoretical concepts to present the reader with a conclusion. Case studies
include the conflict between Russia and Estonia (2007), North Korea and the
U.S. and South Korea (2009) and Saudi Arabia and Iran in the Aramco attack
(2012). The book uses these case studies to examine cyberspace superiority as an
analytical framework to understand conflict in this domain between nation-states.
Furthermore, the book makes the important distinction between local and univer-
sal domain superiority, and presents a unique model to relate this superiority in all
domains, as well as a more detailed model of local superiority in cyberspace.
Through examining the eight case studies, the book develops a rigorous system to
measure the amount of cyberspace superiority achieved by a combatant in a con-
flict, and seeks to reveal whether cyberspace superiority proves to be a significant
advantage for military operations at the tactical, operational, and strategic levels.

This book will be of much interest to students of cyber conflict, strategic studies,
national security, foreign policy and IR in general.

William D. Bryant is a career fighter pilot and has a PhD from the School of
Advanced Air and Space Studies, Maxwell, USA.



