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Introduction to Statistical Methods for Biosurveillance

Bioterrorism is not a new threat but, in an increasingly interconnected world, the
potential for catastrophic outcomes is greater today than ever. The medical and public
health communities are establishing biosurveillance systems designed to proactively
monitor populations for possible disease outbreaks as a first line of defense.

The ideal biosurveillance system should identify trends not visible to individual
physicians and clinicians in near-real time. Many of these systems use statistical algo-
rithms to look for anomalies and to trigger epidemiologic investigation, quantification,
localization, and outbreak management.

This book is focused on the design and evaluation of statistical methods for effective
biosurveillance. Weaving public health and statistics together, it presents both basic and
more advanced methods, all with a focus on empirically demonstrating added value.
Although the emphasis is on epidemiologic surveillance and syndromic surveillance,
the statistical methods can also be applied to a broad class of public health surveillance
problems.

Ronald D. Fricker, Jr. is an Associate Professor of Operations Research at the Naval
Postgraduate School (NPS). He holds a Ph.D. in statistics from Yale University. Prior
to joining NPS, Dr. Fricker was a Senior Statistician at the RAND Corporation and the
Associate Director of the National Security Research Division. Published widely in
leading professional journals, he is a Fellow of the American Statistical Association,
an Elected Member of the International Statistical Institute, and a former chair of
the ASA Section on Statistics in Defense and National Security. He is a contributing
editor to Interfaces and is on the editorial boards of Statistics, Politics, and Policy and
the International Journal of Quality Engineering and Technology. Fricker’s current
research is focused on studying the performance of various statistical methods for use
in biosurveillance, particularly syndromic surveillance, and statistical process control
methodologies more generally.
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Preface

This book is about basic statistical methods useful for biosurveillance. The focus
on basic methods has a twofold motivation. First, there is a need for a text that
starts from the fundamentals, both of public health surveillance and statistics, and
weaves them together into a foundation for biosurveillance. Only from a solid
foundation can an enduring edifice be built.

Second, while there is a large and growing literature about biosurveillance that
includes the application of some very complicated and sophisticated statistical
methods, it has been my experience that more complicated methods and models
do not always result in better performance. And even when they do, there is often
an inherent trade-off made in terms of transparency and interpretability.

Indeed, a real challenge in today’s data-rich environment is deciding when
enough complication is enough. More is not always better, whether we’re talking
about eating dessert or building a model or developing a detection algorithm,
There is a rich history that speaks to this point:

Occam’s razor: “All other things being equal, a simpler explanation is better than a
more complex one.”

Blaise Pascal (1623-1662): “Je n’ai fait cette lettre — ci plus longue que parce que
je n’ai pas eu le loisir de la faire plus courte.” (I have made this letter longer than
usual, only because I have not had time to make it shorter.)

Albert Einstein (1879-1955): “Make everything as simple as possible, but not sim-
pler,” and “Any intelligent fool can make things bigger, more complex. . . . It takes a
touch of genius. . . to move in the opposite direction.”

Note the theme in these quotes is not one of just simplicity but also that it takes
effort and insight to appropriately simplify. Hence, I do not claim that the methods
in this book are necessarily the best or most correct ones for biosurveillance. Most
of the research necessary to reach such a determination is yet to be done. However,
the philosophy on which this book is predicated is that biosurveillance should
start with basic methods such as those described herein and, only after empirically
demonstrating the added value of more complicated methods, extend from there.
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xii Preface

This text presumes a familiarity with basic probability and statistics at the level
of an advanced undergraduate or beginning graduate-level course. For readers
requiring a probability refresher, Appendix A provides a brief review of many
of the basic concepts used throughout the text. However, the text also uses some
statistical methods that are often not taught in introductory courses, such as ROC
(receiver operating characteristic) curves, imputation, and time series modeling.
In presenting these and other methods, the goal has been to make the exposition as
accessible and as relevant to the widest audience possible. However, this inevitably
means that some of the concepts and methods will be insufficiently explained for
some readers, while others may have preferred a more advanced treatment. In an
attempt to accommodate all levels of interest, the end of each chapter contains
an “additional reading” section with pointers to other resources, some providing
more background and introductory material and others providing a more advanced
treatment of the material.

That said, this book is largely focused on univariate temporal data. More com-
plicated data, whether multivariate or spatio-temporal, will by definition require
more complicated statistical methods. In this book, I touch on these types of data,
but they require a treatment more in depth than a text of this length will allow.

As a statistician with a background in industrial quality control, I approach the
problem of biosurveillance early event detection from the perspective of statistical
process control (SPC). This is, of course, only one way to approach the problem,
and different disciplines have different viewpoints.

SPC methods were first developed to monitor industrial processes, which are
generally more controlled and for which the data are often easier to distributionally
characterize than biosurveillance data. Nonetheless, I am of the opinion that,
appropriately applied to biosurveillance data, these methods have much to offer in
terms of (1) their performance and (2) a rich, quantitatively rigorous literature that
both develops the methods and describes their performance characteristics. Thus,
returning to a previous point, my motivation for starting from an SPC perspective
is that it provides biosurveillance with a solid methodological foundation on which
to build.

It is also important to note that I tend to look at biosurveillance as a tool for
guarding against bioterrorism. Of course, a system designed to detect a bioter-
rorism attack is also useful for detecting natural disease outbreaks, but it’s not
necessarily true that a biosurveillance system designed for natural disease detec-
tion will be optimal for bioterrorism applications. Just as the person who tries
to please everyone ends up pleasing no one, so it is with biosurveillance. Thus,
while these systems do have dual-use possibilities, I am of the opinion that first
and foremost they should be designed for thwarting bioterrorism.

Additional material related to this book, including errata, can be found at
http://facultly.nps.edu/rdfricke/biosurveillance_book/. Please feel free to e-mail
me at rdfricker@nps.edu with any comments, thoughts, or material that might be
relevant and useful in the next revision.




Preface Xiil

In conclusion, I hope this book contributes to the effective design and imple-
mentation of biosurveillance systems. Given the increasingly dangerous threats
that face humankind, some of natural origin and some not, and all magnified by
our increasingly interconnected world, biosurveillance systems are truly a first line
of defense.

Monterey, California R. D. Fricker, Jr.
September 2012 Associate Professor
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Part I

Introduction to Biosurveillance






1

Overview

While the public health philosophy of the 20th Century — emphasizing prevention —
is ideal for addressing natural disease outbreaks, it is not sufficient to confront 21st
Century threats where adversaries may use biological weapons agents as part of
a long-term campaign of aggression and terror. Health care providers and public
health officers are among our first lines of defense. Therefore, we are building on
the progress of the past three years to further improve the preparedness of our public
health and medical systems to address current and future BW [biological warfare]
threats and to respond with greater speed and flexibility to multiple or repetitive
attacks.

Homeland Security Presidential Directive 21

Bioterrorism is not a new threat in the twenty-first century — thousands of years
ago, the plague and other contagious diseases were used in warfare — but today the
potential for catastrophic outcomes is greater than it has ever been. To address this
threat, the medical and public health communities are putting various measures in
place, including systems designed to proactively monitor populations for possible
disease outbreaks. The goal is to improve the likelihood that a disease outbreak,
whether artificial or natural, is detected as early as possible so that the medical
and public health communities can respond as quickly as possible.

The ideal biosurveillance system analyzes population health-related data in
near-real time to identify trends not visible to individual physicians and clinicians.
As they sift through data, many of these systems use one or more statistical algo-
rithms to look for anomalies and trigger investigation, quantification, localization,
and outbreak management. This book is focused on the design, evaluation, and
implementation of the statistical algorithms, as well as other statistical tools and
methods for effective biosurveillance.

Before discussing the statistical methods, however, this chapter first puts them
in the perspective of the systems and the data upon which they are based. It
begins by first defining the term “biosurveillance” and various associated terms
followed by a brief look at some biosurveillance systems currently in use and
concluding with a discussion about what is known about biosurveillance utility
and effectiveness.



1 Overview

Chapter Objectives

Upon completion of this chapter, the reader should be able to:

Define the terms biosurveillance, epidemiologic surveillance, and syndromic
surveillance.

Explain the objectives of biosurveillance: early event detection and situa-
tional awareness.

Describe biosurveillance systems in terms of system functions and compo-
nents.

Discuss biosurveillance system utility and effectiveness, including the on-
going research challenges.

Compare and contrast biosurveillance to traditional public health surveillance
and to statistical process control.




