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Preface

Various types of wireless networks and their applications can be seen in many places nowadays.
With the increase in the number of Internet users, with the aid of wireless communications and
demand of flexible anytime, anywhere networking, self-organizing wireless networks have already
gained huge popularity among users. For wider support of wireless connectivity and developing
easy-to-use technologies, substantial efforts are underway to reduce human intervention in the
configuration, formation, and maintenance processes of these networks. This book is an attempt to
address the security issues of four types of self-organizing networks (SONs): the Wireless Mobile
Ad hoc Network (MANET), Wireless Sensor Network (WSN), Wireless Mesh Network (WMN),
and Vehicular Ad hoc Network (VANET). Although various issues of these networks have been
addressed extensively in different literature and numerous researchers around the globe are working
on different aspects, here we have mainly focused on various facets of security in these networks.
As in an SON, hundreds and thousands of wireless devices can participate in a limited area
with wireless communications but the information exchange among the devices needs appropriate
privacy-, authenticity-, availability-, and nonrepudiation-ensuring mechanisms. Without proper
security policy, any type of SON is exposed to a wide variety of security vulnerabilities and threats.
Other than data security in such types of networks, there are also multiple factors that should be
considered for ensuring overall security. For example, physical security of wireless devices is one
of the important issues especially for WSNs and VANETs. Severe limitation of available device-
resources (e.g., energy, radio, storage, processing, etc.) is a critical point for some networks. Again,
security measures should be employed based on the special characteristics of a particular SON. All
these issues related to security, problems, challenges, hopes, and solutions are discussed in various

chapters of this book.

About the Contents of the Book

There are a total of 23 chapters in this book, which is divided into four parts. Different chapters in
different parts address various security issues of SONs from different angles. The first part deals with
general security topics. This part sets the base for the following chapters. Many terms are introduced
in the chapters under Part [ so that later they become easily accessible to readers. Part II deals with
different security issues in MANETs and VANETs. For some of the chapters, the authors have
proposed specific solutions to specific security problems. As VANET is a special class of MANET,

we have included both of these networks under the same part. Part 111 discusses critical issues of

ix
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WSN security, and Part IV briefly touches on the security issues of WMNs. Most of these chapters
are written in a tutorial manner. However, for some of the chapters, mathematical equations and
detailed analysis are used for advanced readers. Hence, this book talks about relatively easier issues
as well as analyzes some security-related issues in depth. Although in some cases, the contents of a
chapter may overlap with some of the contents of another chapter, the repeated information might
be helpful in clarifying specific points dealt with in that particular chapter. This is also useful in the
sense that different people think of the same point from different perspectives. We hope that the
book will really be helpful in giving a thorough and wide picture of the security aspects of MANETs,
WSNs, WMNs, and VANET:.

What Not to Expect from the Book

This book is a not a basic tutorial on the security issues of SONs. Hence, it does not have detailed
introductory information about security. Although some chapters contain some elementary infor-
mation, those should not be considered adequate for a beginner. Users/readers need to have at
least some basic knowledge about security in networking. Again, this book should not be taken as
a detailed research report. Some chapters simply present a specific problem and its solution that
might be helpful for graduate students, some talk about elementary information that might be
useful for general readers, some discuss in-depth security issues that might be helpful for advanced
readers, and some chapters talk about the latest updates in a particular research area that might assist
researchers in determining their future research objectives.

Target Audience

The book is very useful for Master’s- or PhD-level students working on security issues in these
networks, for researchers, for faculty members at the university level, and for some industry pro-
fessionals. Questions and their sample answers have been provided with each chapter so that the
readers’ understanding from a chapter can be tested. Supplementary materials have been provided
so that each chapter can be taught in a classroom environment with presentation slides. The book’s
chapters have been placed in such a sequence that it can be helpful to readers if they are read
sequentially or to other readers who skip some of the chapters as they like. Overall, this book can
guide readers to the latest trends, issues, and aspects of security of MANETs, WSNs, WMNs, and
VANET:.

Dr. Al-Sakib Khan Pathan
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