NOILVWYO4dNI

MV1

PROPERTY RIGHTS IN PERSONAL DATA
A European Perspective

w
m
~
m
wn

Nadezhda Purtova

{E} Wolters Kluwer

Law & Business




Property Rights in Personal Data

A European Perspective

Nadezhda Purtova

Wolters Kluwer

Law & Business



Published by:

Kluwer Law International

PO Box 316

2400 AH Alphen aan den Rijn
The Netherlands

Website: www . kluwerlaw.com

Sold and distributed in North, Central and South America by:
Aspen Publishers, Inc.

7201 McKinney Circle

Frederick, MD 21704

United States of America

Email: customer.service@aspenpublishers.com

Sold and distributed in all other countries by:
Turpin Distribution Services Ltd.

Stratton Business Park

Pegasus Drive, Biggleswade

Bedfordshire SG18 8TQ

United Kingdom

Email: kluwerlaw @turpin-distribution.com

Printed on acid-free paper.

ISBN 978-90-411-3802-6

¢ 2012 Kluwer Law International BV, The Netherlands

All rights reserved. No part of this publication may be reproduced. stored in a retrieval system, or
transmitted in any form or by any means, electronic. mechanical, photocopying. recording, or
otherwise, without written permission from the publisher.

Permission to use this content must be obtained from the copyright owner. Please apply to:
Permissions Department, Wolters Kluwer Legal, 76 Ninth Avenue, 7th Floor. New York, NY
10011-5201, USA. Email: permissions@kluwerlaw.com

Printed and Bound by CPI Group (UK) Ltd., Craydon, CRO 4YY.



Property Rights in Personal Data



Information Law Series

VOLUME 24

General Editor
Prof. P. Bernt Hugenholtz

Institute for Information Law
University of Amsterdam

The titles published in this series are listed at the back of this volume.



Preface and Acknowledgements

This book came as a result of four years of PhD research completed at Tilburg
Institute for Law, Technology, and Society. The research was triggered by
developments in information technology that gradually led to significant
decrease of control that people have over their personal information.
The unprecedented scale of challenges to information privacy necessitated
considering of less traditional approaches to framing the data protection
problem and its solutions. Therefore, in search for a better model to ensure
control and respect for information self-determination, this study took an idea
of ‘propertisation’ of personal data — originally developed by the US scholars —
under the loop. However, not the market side of propertisation was the focus
of examination, but the unique scope and ‘logic’ of property rights that ensure
protection of an entitlement against the entire world. This particular effect of
propertisation, as opposed to the formal introduction of property rights, is in
the centre of this book’s argument.

The examination of the potential of this tool of data protection coincided
with review of the 95/46/EC data protection directive initiated by the
European Commission, with a focus on new tools of implementing existing
data protection principles. Many of the key components of the future reform
already articulated, for example, in the Commission Communication to the
European Parliament and Council of 4 November 2010, such as principle of
accountability and privacy by design, are an organic part of the property rights
approach proposed in the book.

There are many people to whom I am grateful for supporting me
throughout my doctoral research and conclusion of this book. I should first
of all thank all my colleagues at TILT for providing a warm and inspiring
environment in my PhD years. Prof. Corien Prins has been the best supervisor
I could ever hope for and the warmest person I am fortunate to have met.



Preface and Acknowledgements

She taught me confidence in my own thoughts. I owe Prof. Sjef van Erp for
taking interest in my work and for sharing his knowledge in the area of
property law. I am equally grateful to Prof. Fabrizio Cafaggi for warm
welcome at EUI and in Florence and showing me a new perspective on
regulation and private law. Prof. Bert-Jaap Koops’ works and comments
gave me invaluable academic impetus. I also thank him for his kindness
and support in the last weeks of finishing the book. I am thankful to Prof.
Paul de Hert for his insightful comments, to Doctor Simone van der Hof and
Doctor Colette Cuijpers for good advice, to Prof. Ronald Leenes and Doctor
Maurice Schellekens for always having time for discussion and keeping their
office doors open. I owe my gratitude to Doctor Lee Bygrave for reading my
book carefully and giving most instructive comments. Naveen Thayyil and
Charlotte van Ooijen have been the best colleagues and dearest friends. Viv-
ian and Femke deserve a special mention for making my PhD life in the
Netherlands easier.

In the end, I would like to express my love and gratitude to my parents
who gave me everything a daughter ever needs to find her way in life, and to
my husband Jasper for putting up with me in the last months of finalising the
book and encouraging me to pursue my dreams.

XVi



Table of Contents

Preface and Acknowledgements

Chapter 1
Introduction

1.

Subject Matter, Research Question and Aim of This Study

2. Perspective of This Study

2.1. Legal Perspective

2.2. European Perspective

2.3. Perspective of the Individual
3. Theoretical Framework

3.1. Legal Pragmatism

3.2. Evolutionary Approach to Data Protection
4. Method of Functional Equivalence
5. The Key Message of This Study
6. Structure of the Argument
Part I

Setting the Stage

Chapter 2
The Personal Data Problem: The Developments Raising
Personal Data Related Issues

1
2.

Introduction

Developments

2.1. General Technological Developments
2.2. Profiling

XV

17
17
18
18
23



Table of Contents

2.3. Institutional Developments 24
2.4. Market Related 33
2.5. Societal Developments 35
2.6. The Transformation of the Structure of the Data Flow 37
2.6.1. Chain Informatisation 37
2.6.2. Cloud Computing 38
2.6.3. Ambient Intelligence 38
2.6.4. The New Structure of Relationships within
the Data Flow 39
3. Conclusion 40
Chapter 3
The Personal Data Problem: Concerns 43
1. Introduction 43
2. Data Collection: Secrecy, Misbalance of Power, Freedom,
Autonomy, Etc. 45
3. Analysis of Data: Fear of Errors, Misrepresentation,
Dehumanisation, and Perfect Knowledge 47
4. The Implementation of Data: Discrimination, Manipulation,
Inequality 50
5. Beyond Zarsky’s Paradigm: A lack of Transparency and
Accountability in the Data Flow 51
6. The Need for a Next Generation Personal Data Regime 53
7. Conclusion 55
Chapter 4
Introduction to Property Discourse 57
1. Introduction: Agreeing on Terms 57
2. Distinguishing the Legal Perspective on Property 57
2.1. The Layman’s Perspective 59
2.2. Normative Perspective 60
2.3. Economic Perspective 61
3. Defining the Legal Perspective: The Meaning of Property
in Law 63
3.1. The Fluid Nature of Property in Law 64
3.2. The Idea of Common European Property Law, New
Property Rights and Their Objects 68
3.2.1. Civil Law Property 68
3.2.1.1. Revolutionary Origins and Codes as
Sources 68

3.2.1.2. Structure and Scope: Unitary Ownership 69

viii



4.

Table of Contents

3.2.1.3. The Rigid Application of the Numerus
Clausus Principle Resulting in an Exclusive
System of Property Rights
3.2.2. Property in the Common Law
3.2.2.1. Feudal Origins and Sources in Case Law
3.2.2.2. Structure and Scope: Fragmented Ownership
3.2.2.3. The Flexible Application of the Numerus
Clausus Principle and the Resulting Inclusive
System of Property Rights
3.2.3. In Search of Common Ground: Fragmented
Ownership and the Erga Omnes Effect
3.2.3.1. (Re)discovered Common Ground
3.2.3.2. The Pragmatic Application of Numerus
Clausus: The Erga Omnes Effect as the
Cause of Propertisation
3.2.4. Map of New Property Rights in a Common European
Property Discussion
3.3. The Market Function of Property: The Rebuttal of One
Objection to the Flexible Application of Property Rights
Conclusion

Part 11
Origins of the Idea of Propertisation

Chapter 5
Limitations of US Information Privacy Law in Dealing with the
Personal Data Problem

1.
2

3.

Introduction
‘Mantra of Privacy’: Conceptualisation of the Personal
Data Problem in the United States
US Information Privacy Law
3.1. Law of Tort
Intrusion
Disclosure
False Light
Appropriation
. Tort as a Common Law Institution
3.2. Constitutional Law
3.2.1. The Scope of the Constitutional Protection of
Information Privacy
3.2.2. Substantive Due Process Clause of the Fourteenth
Amendment
3.2.3. V Amendment
3.2.4. IV Amendment
3.3. Statutory Protection

W L W W W
A WN =

72
74
74
75

78

30
82

83

85

86
88

91

93
93

94
98
99
100
102
104
105
106
106

107
109
112
113
115

X



Table of Contents

4. Non-proprietary Tools to Fill in the Gaps
4.1. Retooling the System of Torts
4.2. Solution by Regulation
5. Conclusion
Chapter 6
Correcting Shortcomings of the US Information Privacy Law by
Propertisation
1. Introduction
2. Mapping the US Argument on Propertisation of Personal Data
3. Natural Rights and Rhetorical Justifications
4. Economic Argument for Propertisation

3.3.1. Code of Fair Information Practices
3.3.2. Implementation of the Code

4.1. Individual Property as Opposed to Disclosure

4.2. Property as Opposed to Torts

4.3. Property as an Instrument to Create a General System
of Personal Data Protection

5. The Propertisation Argument Pertaining to the Specificities
of the US Legal System

6. Scope of Property Rights: Default Rules

7. Established and Added Criticism of the US Propertisation
Argument

8. Conclusion

Chapter 7

Review of the European Data Protection Regime

1.
23

Introduction
The System of European Data Protection Law
2.1. Sources of European Data Protection Law: Their Goals
and Scope of Application
2.2. Content of European Data Protection Law
2.2.1. First Cluster of Rules: Substantive Principles
2.2.1.1. Fair and Lawful Processing
2.2.1.2. Minimality
2.2.1.3. Purpose Limitation
2.2.1.4. Information Quality
2.2.1.5. Data Subject Participation and Control
2.2.1.6. Disclosure Limitation
2.2.1.7. Data Security

2.2.2. Second Cluster of Rules: The 1995 Directive’s System

of Implementation of the Substantive Principles

116
18157
120
120
125
127

129
129
130
132
133
134
137

137

139
141

144
148

153
153
154

154
159
159
160
161
162
162
163
163
164

164



2.3.

Table of Contents

2.2.2.1. Participatory Implementation
2.2.2.1.1. Rights and Obligations
2.2.2.1.2. Co-regulation and Self-control
2.2.2.2. Top-Down Implementation: Supervisory
Authorities
Analysis of the Current European Approach to Data
Protection
2.3.1. Adequacy of the Substantive Norms of Data
Protection
2.3.2. Shortcomings of the Implementation Mechanisms
2.3.2.1. Participatory Implementation
2.3.2.1.1. Rights and Obligations
2.3.2.1.2. Co-regulation and Self-control
2.3.2.2. Top-Down Implementation: Overloaded
DPAs
2.3.3. Other Challenges

3. Conclusion

Chapter 8

The Possibility of Propertisation of Personal Data in the
EU Legal Order

1. Introduction

2. Propertisation Scenarios under Directive 95/46/EC

2

20

The Propertisation of Personal Data within the

Boundaries Set by Directive 95/46/EC

2.1.1. Absolute Exclusion of Propertisation Contrary to
the Logic of the Data Protection Evolution

2.1.2. The Principle of Individual Control Suggests
Propertisation

2.1.3. Consent Requirement and Exceptions Thereto
2.1.3.1. Consent as a Tool of Control
2.1.3.2. Criticisms of and Exceptions to the

Consent Rule

2.1.4. The Holder of Property Rights

Propertisation of Personal Data as an Alternative to

Directive 95/46/EC

2.2.1. The Internal Market as a Free Market?

2.2.2. A Window in the Directive: No Mandatory Law
Clause?

2.2.3. Freedom of Contract

165
166
167

169
171

172
176
176
176
185

187

189
191

193
193
195
195
196
197
201
202

203
206

207
207

209
212

xi



Table of Contents

3

2.2.4. Power to Negotiate
2.2.5. General Contract and Consumer Protection Law Is
Sufficient?
Conclusion

Chapter 9
Human Rights Nature of Data Protection as a Limit on
Propertisation

I
2

L

Introduction
‘Constitutionalisation” of Data Protection Rights in National
and EU Law
A Strong Tendency to Include Data Protection Rights into the
Article 8 ECHR Right to Respect for Private Life
3.1. The Analytical Framework
3.2. Article 8 (1) ECHR: Beyond Privacy as the Secrecy of
Information
3.3. Affirmative Obligations and a Horizontal Effect of
Article 8 ECHR
3.3.1. Affirmative Obligations in the First Line of
Case Law
3.3.2. Affirmative Obligations in the Second and
Third Lines of Case Law
Waiver of the Data Protection Rights: The Limited Scope of
Private Law Solutions
Conclusion

Chapter 10
The Property Rights Solution

12
2:

Xii

Introduction

What Propertisation Offers

2.1. Property Rights as a Framework for Personal Data
Management

2.2. The Erga Omnes Effect Given to Data Protection Rights
Holds All Actors Accountable

2.3. Co-regulation and Self-control

2.4. Improved Top-Down Implementation

Limits of Propertisation: The Necessity of Additional Regulation

Additional Qualifications

4.1. How Does the Propertisation Solution Relate to Other
Proposed Solutions?

4.2. What If a Data Subject Changes His Mind about the
Transfer of a ‘Lesser’ Property Right in His Data?

214

217
219

221
221

202

224
224

227
231
233
233

240
243

245
245
246

246
250
253
254
256
257
257

258



4.3.

4.4.
4.5.

Table of Contents

Would Propertisation Make Data Protection Easier

in Practice?

What about Personal Data Created by Other People?
Would the Proposed Property Regime Violate Freedom
of Expression?

5. Conclusion

Chapter 11
Conclusion
1. Introduction: Questions
2. Background
2.1. Personal Data Problem
2.2. The US Origins of the Idea of Propertisation
3. Answers
3.1. Propertisation of Personal Data, to a Degree, Is Legally
Possible
3.1.1. Property in Law Implies Real Rights with Erga
Omnes Effect
3.1.2. EU Data Protection Law Does Not Exclude
Propertisation if Consistent with the Directive
3.1.3. Propertisation Is Possible on Condition of Limited
Alienability
3.2. Propertisation of Personal Data Is a Sound Direction for

Development of the European Data Protection

3.2.1. The European Data Protection Regime Fails to
Channel Modern Data Processing

3.2.2. Real Rights Improve the Accountability and
Implementation of Data Protection Rules

4. Conclusion

Table of Cases

Bibliography

Index

259
259

260
261

263
263
264
264
265
266
266
267
269
270
272
272

274
275

277

281

295

Xiii



Chapter 1
Introduction

1 SUBJECT MATTER, RESEARCH QUESTION
AND AIM OF THIS STUDY

This study considers the familiar idea to introduce property rights in personal
data against a backdrop of developments in the modern European concept of
property rights and new applications of information technology not yet
accounted for in the existing debate. The principal question that this book
attempts to answer is whether, from a legal perspective, the propertisation of
personal data is a realistic option in Europe in terms of further development of
the European approach to data protection. The research question implies the
two sub-questions: first, to what extent, if at all, is the propertisation of
personal data legally possible; and second, if, and to the extent that it is
possible, what would be the benefits and limitations thereof when it comes
to resolving the personal data problem?

This research started off with an assumption, based on European litera-
ture on privacy, that the idea of the propertisation of personal data was a Bad
Idea. Indeed, in European discourse propertisation was often used inter-
changeably with commodification both of personal data and a human right
to data protection. Hence, the search for a European perspective on the issue
began, based on Popper’s idea of falsification, as an attempt to refute the
hypothesis that propertisation is a good solution to the data protection problem
in Europe, by finding evidence of possible harmful effects of propertisation
and identifying further arguments against it.

Nevertheless, the results of the research into the concept of property in
European law, as well as a closer examination of modern data processing,
were convincing enough for the author to take another look at the proper-
tisation debate. As it turned out, the analysis was not able to reject the
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hypothesis that propertisation might be a solution. In Popperian terms, this
does not mean that the hypothesis is proven — i.e. that propertisation should be
introduced. At the same time, the results of this study have strengthened the
case for propertisation considerably by its failed attempt at falsification. This
study presented propertisation as a legitimate and promising tool in a new
generation of data protection which is certainly worth further consideration.

Personal data, at least in the European legal lexicon, is not a conventional
object of property rights; the transfer of ownership is not how we usually
regard the act of telling people about ourselves. Yet, property talk has entered
a policy discourse around personal data. First, regardless of the actual legal
circumstances, lively markets in personal data have become a reality. The so-
called information industry routinely collects and deals in databases contain-
ing the personal details of people as both citizens and consumers, and appears
to regard this data as its property. Moreover, individuals also treat the data
pertaining to them as their own, and habitually disclose it in exchange for
money, goods, or services.

In the early 1970s, US scholars were the first to propose that personal
information should be formally recognised as an object of property rights.'
Propertisation would acknowledge the existing phenomenon of the commod-
ification of, or the attribution of a high market value to, personal data. It would
also return to individuals control over the personal mformatlon that had
become lost in the course of the Information Revolution.? In addition, natural
rights theory was also invoked to support property claims for personal infor-
mation, implying an inherent connection between an individual and the data
pertaining to him.? Other commentators saw the benefits of propertisation in
terms of the rhetorical value of property talks.* Nevertheless, one of the most
discussed approaches to the protection of personal data as property has come
from an economic perspective. The idea to treat personal data as property was
gaining even more appeal against the backdrop of the shortcomings of the US
data protection system.

Notably, however, although the Amencan debate on the propertisation of
personal data has since passed its peak,” in Europe such property talk has only

1. AlanF. Westin, Privacy and Freedom (London, Sydney, Toronto: the Bodley Head, 1967).

2. Ibid., p. 7; Daniel J. Solove, ‘Privacy and Power: Computer Databases and Metaphors for
Information Privacy’, Stan. L. R. 53 (2001), p. 1428.

3. Ibid., p. 1446 (although Solove does not develop the natural law argument further); Vera
Bergelson, ‘It’s Personal, but Is It Mine? Toward Property Rights in Personal Information’,
U.C. Davis L. Rev. 37 (2003), p 430; Margaret Jane Radin, ‘Property and Personhood’,
Stanford Law Review 34, no. 5 (1982), p. 959.

4. ‘Property talk is just how we talk about matters of great importance’ (Lawrence Lessig,
‘Privacy as Property’, Social Research: An International Quarterly of Social Sciences 69,
no. 1 (2002), p. 247); ‘If you could get people (in America, at this point in history) to see [a]
certain resource as property, then you are 90 percent to your protective goal.’

5. Indeed, the reader will find only few relevant works after 2004 (e.g. James Rule, Privacy in
Peril: How We Are Sacrificing a Fundamental Right in Exchange for Security and
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recently extended beyond lay circles.® One cannot help but notice the growing
attention now paid by European academics and policymakers towards the
privacy by design principle. It requires that respect for information privacy
is built into processes involving persona data, e.g. by using privacy enhancing
technologies (PETs). The implementation of this principle among others pro-
mises to increase an individual’s control and negotiating powers with regard
to the collection and use of his personal data. The idea of property-like control
over personal information has also received renewed attention at the EU level.
For instance, in a 14 April 2009 video message, Vivian Reding, the EU
Commissioner for Information Society and Media, said:

Europeans must have the right to control how their personal information
is used, and [ .. .| that the Commission would take action wherever EU
Member States failed to ensure that new technologies such as behavioural
advertising, RFID ‘smart chips’ or online social networking respected
this right.

The property in data is one of the tools at the disposal of the law when it comes
to providing individuals with the desired degree of control.®

Despite the amount of literature available on propertisation by American
authors, and a growing interest in the concept by European scholars, the
current debate has three major flaws. First, it lacks structure and a systematic
approach. There has been no comprehensive study in either Europe or the US
which compares the substance of a personal data problem that propertisation
would resolve with an assessment of what property as a legal instrument has
on offer. The arguments for or against propertisation mostly focus only on
individual aspects of the personal data problem, such as the commodification
of personal information, and ignore others, or approach the concept of prop-
erty one-sidedly, e.g. arguing that propertisation will induce, not limit,

Convenience (Oxford: Oxford University Press, 2007), Lawrence Lessig, Code 2.0
(New York: Basic Books, 2006), a new edition of Lawrence Lessig, Code and Other
Laws of Cyberspace (New York: Basic Books, 1999).

6. Among the few European authors writing about property in personal data are Colette
Cuijpers, ‘A Private Law Approach to Privacy: Mandatory Law Obliged?’, SCRIPT-ed
4, no. 4 (2007), J.E.J. Prins, ‘Property and Privacy: European Perspectives and the Com-
modification of Our Identity’, in The Future of the Public Domain, Identifying the Com-
mons in Information Law, Information Law Series (The Hague: Kluwer Law International,
2006), Antoinette Rouvroy & Yves Poullet, ‘The Right to Information Self-Determination
and the Value of Self-Development: Reassessing the Importance of Privacy for Democ-
racy’, in Reinventing Data Protection?, ed. Serge Gutwirth et al. (Berlin: Springer, 2009),
Niels Van Dijk, ‘Property, Privacy and Personhood in a World of Ambient Intelligence’,
Ethics Inf Technol 12 (2009).

7. ‘Citizens’ privacy must become priority in digital age, says EU Commissioner Reding’
available online at <http://ec.europa.eu/information_society/newsroom/cf/itemlon>.

8. For recent evaluations and proposals for the improvement of the 1995 Data Protection
Directive see, e.g. Neil Robinson et al., Review of the European Data Protection Directive:
Technical Report Prepared for the Information Commissioner’s Office (Santa Monica:
RAND, 2009).



