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Foreword

Welcome to the second book from RSA Press, RSA Security’s Official
Guide to Cryptography!

As the Internet becomes a more pervasive part of daily life, the need
for e-security becomes even more critical. Any organization engaged in
online activity must assess and manage the e-security risks associated
with this activity. Effective use of cryptographic techniques is at the core
of many of these risk-management strategies. This book provides a prac-
tical guide for the use of cryptographic e-security technologies to provide
for privacy, security, and integrity of an organization’s most precious
asset: data.

1t is an exciting time for cryptography, with important technical, busi-
ness, and legal events occurring in quick succession. This book can help
the reader better understand the technology behind these events.

In January 2000, the United States Government announced a signifi-
cant relaxation in restrictions on the export of strong cryptography. This
decision has permitted U.S. companies to now compete for cryptographic
business on a worldwide basis. Previously, many of the algorithms dis-
cussed in this book were treated as munitions and were subject to severe
restrictions on their export from the U.S.

In September 2000, the patent on the RSA algorithm, arguably the
most important patent in cryptography, expired. Now any firm or indi-
vidual .can create implementations of this algorithm, further increasing
the pervasiveness of one of the most widespread technologies in the his-
tory of computing.

In October 2000, the United States National Institute of Standards and
Technology announced its selection of the winner of the Advanced Encryp-
tion Standard (AES) selection process, an algorithm called Rijndael devel-
oped by two Belgian researchers. The AES algorithm is intended to
replace the venerable, and increasingly vulnerable Data Encryption Stan-
dard (DES) algorithm. AES is expected to become the most widely used
algorithm of its type in a short time.

The security technology industry has undergone explosive growth in a
short period of time, with many new options emerging for the deployment
of e-security techniques based on cryptography. Ranging from new devel-
opments in cryptographic hardware to the use of personal smart cards in
public key infrastructures, the industry continues to increase the range
of choices available to address e-security risks. This book provides the
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reader with a solid foundation in the core cryptographic techniques of
e-security—including RSA, AES, and DES mentioned previously, and
many others—and then builds on this foundation to discuss the use of
these techniques in practical applications and cutting-edge technologies.

While this book does discuss the underlying mathematics of cryptog-
raphy, its primary focus is on the use of these technologies in familiar,
real-world settings. It takes a systems approach to the problems of using
cryptographic techniques for e-security, reflecting the fact that the degree
of protection provided by an e-security deployment is only as strong as the
weakest link in the chain of protection.

We hope that you will enjoy this book and the other titles from RSA
Press. We welcome your comments as well as your suggestions for future
RSA Press books. For more information on RSA Security, please visit our
web site at www . rsasecurity. com; more information on RSA Press can
be found at www.rsapress.com,

Burt Kaliski

Director and Chief Scientist
RSA Laboratories
bkaliski@rsasecurity.com
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Preface

Application developers never used to add security to their products
because the buying public didn’t care. To add security meant spending
money to include features that did not help sales. Today, customers
demand security for many applications. The Federal Bureau of Investi-
gation published the following Congressional Statement on February 16,
2000:

“There were over 100 million Internet users in the United States in 1999.
That number is projected to reach 177 million in United States and 502 mil-
lion worldwide by the end of 2003. Electronic commerce has emerged as a
new sector of the American economy, accounting for over $100 billion in sales
during 1999; by 2003 electronic commerce is projected to exceed $1 trillion.”

At the same time, the Computer Security Institute (CSI) reported an
increase in cybercrime, “565% of the respondents to our survey reported
malicious activity by insiders.” Knowing this, you can be sure growing cor-
porations need security products.

The most important security tool is cryptography. Developers and engi-
neers need to understand crypto in order to effectively build it into their
products. Sales and marketing people need to understand crypto in order
to prove the products they are selling are secure. The customers buying
those products, whether end users or corporate purchasing agents, need
to understand crypto in order to make well-informed choices and then to
use those products correctly. IT professionals need to understand crypto
in order to deploy it properly in their systems. Even lawyers need to
understand crypto because governments at the local, state, and national
level are enacting new laws defining the responsibilities of entities hold-
ing the public’s private information.

This book is an introduction to crypto. It is not about the history of
crypto (although you will find some historical stories). It is not a guide to
writing code, nor a math book listing all the theorems and proofs of the
underpinnings of erypto. It does not describe everything there is to know
about crypto; rather, it describes the basic concepts of the most widely
used crypto in the world today. After reading this book, you will know
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what computer cryptography does and how it’s used today. For example,
you will

% Understand the difference between a block cipher and a stream
cipher and know when to use each (if someone tries to sell you an
application that reuses a stream cipher’s key, you will know why you
shouldn’t buy it).

m Know why you should not implement key recovery on a signing-only
key.

# Understand what SSL does and why it is not the security magic
bullet solving all problems, which some e-commerce sites seem to
imply.

#» Learn how some companies have effectively implemented crypto in
their products.

# Learn how some companies have used crypto poorly (smart people
learn from their own mistakes; brilliant people learn from other
people’s mistakes).

There are, of course, many more things you will learn in this book.

Chapter 1 delves into why cryptography is needed today; Chapters 2
through 5 describe the basic building blocks of crypto, such as symmetric
keys and public keys, password-based encryption, and digital signatures.
In Chapters 6 through 8, you will see how these building blocks are used
to create an infrastructure through certificates and protocols. In Chapter
9, you will learn how specialized hardware devices can enhance your secu-
rity. Chapter 10 explores the legal issues around digital signatures.
Finally, Chapters 11 and 12 show you some real-world examples of com-
panies doing it wrong and doing it right.

Throughout this book we use some standard computer hexadecimal
notation. For instance, we might show a cryptographic key such as the fol-
lowing:

0x14C608B9 62AF9086

Many of you probably know what that means, but if you don’t, read
Appendix A. It’s all about how the computer industry displays bits and
bytes in hexadecimal. It also describes ASCII, the standard way letters,
numerals, and symbols are expressed in computers.
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In Chapter 6, you’ll find a brief description of ASN.1 and BER/DER
encoding., If you want to drill down further into this topic, read
Appendix B.

In Appendix C, you will find further detailed information about many
of the topics discussed in the book. These details are not crucial to under-
standing the concepts presented in the main body of the book; but for
those who wish to learn more about the way crypto is used today, this
appendix will offer interesting reading.

Appendix D contains a handy summary for each chapter. You'll also
find a list of key terms, a key terms quiz, a multiple-choice quiz, and an
essay quiz to test your knowledge of each chapter’s content, as well as
one or two lab projects per chapter.

At the end of the book there is a list of addtional online resources and
a page devoted to the contents of the CD.
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