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“Because attackers can strike at will and defenders must be constantly vigilant,
protecting systems from malicious attack involves understanding how the
bad guys operate. You cannot secure your systems unless you know what you’re
up against and Hacking Exposed Windows Server 2003 is an invaluable resource
highlighting how attackers will attempt to assail your systems.”

—Michael Howard, Senior Program Manager,
Secure Windows Initiative, Microsoft

“If you want to be able to defend your systems, an understanding of the tools and
techniques your attackers will use against you is essential. Frequent penetration testing
of your own networks will give you the best insight into your actual security posture,
and go far beyond what any security assessment tool or intrusion detection system can
provide. Hacking Exposed Windows Server 2003 levels the playing field, and gives
you access to the same information as professional consultants.”

—David LeBlanc, Security Architect, Microsoft

“This book not only gives information that allows you to proactively secure hosts on
your network before an attack, but provides the foundation needed to actively analyze
and defend it once it does get attacked.”

—Dave Dittrich, University Computing Services, University of Washington




To the MSN Security team, for a year that I will never forget—thank you.

—Joel Scambray

For my wife and family. Without their love and support, little could be done.

—Stuart McClure
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capability of a nuclear physicist and the tenacity of a rookie detective
on his first stakeout, hackers dissect complex technologies in their
quest to discover and exploit a microscopic network or computer gaffe.
This is a common perception IT professionals attribute to hackers and
unless you arm yourself with the same knowledge as cyber-criminals, these
statements might as well be true. Don’t be intimidated by the mystique sur-
rounding “hackers”. Knowing how attackers think and the tools they use is
the first step in mounting an effective defense.
These aren’t new concepts, albeit perhaps uniquely applied. 2000 years
ago, SunTzu detailed a basis for war in which he almost scientifically
decomposes battle into many rational decisions. Most appropriate:

W orking with the precision of a neurosurgeon, the computational

“know thy enemy and know thyself; in a hundred battles you will never
be in peril. When you are ignorant of the enemy but know yourself, your
chances of winning or losing are equal. If ignorant both of your enemy
and of yourself, you are certain in every battle to be in peril.”

The Art of War
Sun Tzu

Xix
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The only barrier to an effective defense is knowledge. Whether you are a security hob-
byist, an IT professional or experienced security practitioner, understanding the basic
tools and methods are critical to establishing an effective defensive posture.

Computer hacking is no longer predicated on computer literacy and intelligence.
Tool automation has effectively eliminated most, if not all intellectual barriers while the
proliferation of high-speed access has dramatically improved the capabilities of the
masses. The “art” of hacking detailed in the media through the eyes of infamous social-
engineers turned consultants, no longer exists. Hacking today is a science. It is a series of
tool enhanced processes methodically executed by criminals. In many cases, hacking has
regressed to a state of cut and paste plagiarism.

In fact, a job description for the mass-market, average computer hacker might look
like the following:

Job Title: Computer Hacker

The ideal candidate must have at least 3 months of computer experience.
The candidate should be experienced in both the “cut” and “paste”, although
we are willing to train. In addition, the ideal candidate must be able to
count to at least 1. Counting from 0 to 15 is preferred. Working knowledge
of letters “A” through “F” recommended. The right candidate will possess
a Pentium IIl and have access to a discreet, high-speed internet connection.

Obviously the tongue-in-cheek job description overstates the simplicity with which
these modern day miscreants operate. The point is, as computer owner, system adminis-
trator or network operator you don’t have to be smarter than every computer hacker, just
recognize you're smarter than most. Hackers don’t want you to read this book. Hacking
Exposed unravels the mystery by opening the curtain.

The fact remains, the incidence of computer borne attacks will continue to grow in
number, complexity and severity. And while there are minimal defenses against the mo-
tivated professional criminal, there are some basic steps to limit your exposure. Most im-
portantly is arming yourself with the same basic knowledge as your attacker. Without a
common understanding of the tools and methods used by our collective enemy, defending
against the next generation of attack is futile. The least we can do is make it challenging.

Greg Wood
General Manager, Information Security
Microsoft Corporation
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INTRODUCGTION

WINDOWS SECURITY: FACT OR FICTION?

If you are to believe the United States government, Microsoft Corporation
controls a monopoly share of the computer operating system market, and
possibly many other related software markets as well (web browsers, office
productivity software, and so on). And despite continued jeers from its ad-
versaries in the media and the marketplace, Microsoft manages to hold on
to this “monopoly” year after year, flying in the face of a lengthening his-
tory of flash-in-the-pan information technology startups ground under by
the merciless onslaught of change and the growing fickleness of the digital
consumer. Love ‘em, hate ‘em, or both, Microsoft continues to produce
some of the most broadly popular software products on the planet today.

And yet, in parallel with this continued popularity, most media outlets
and many security authorities still continue to portray Microsoft’s software
as fatally flawed from a security perspective. If Bill Gates” products are so
insecure, why do they seem to remain so popular?
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The Windows Security Gap

The answer is really quite simple. Microsoft’s products are designed for maximum
ease-of-use, which drives their rampant popularity. What many fail to grasp is that security
is a zero-sum game: the easier it is to use something, the more time and effort must go into
securing it. Think of security as a continuum between the polar extremes of 100% security
on one side and 100% usability on the other, where 100% security equals 0% usability,
and 100% usability equates to 0% security.

The best example of this trade-off is Microsoft’s flagship Web server, Internet Infor-
mation Server (IIS). It comes pre-installed and fully configured on Windows Server 2003,
and anyone with a halfway decent understanding of Web technologies can have an entire
Web site up and running within minutes on IIS.

Unfortunately, if it is deployed on the Internet as-is, this Web server will be compromised
and completely pillaged within days by opportunistic intruders armed with an arsenal of
the latest hacker attacks against IIS, or it will be ravaged by one of the many IIS worms
that continue to circulate on networks pubic and private.

A1 J YDl To its credit, Microsoft turned off IIS in the default Windows Server 2003 deployment. The product's

tagline, “Do more with less,” indicates that the continuum between 100% usability and 100% security is
beginning to dawn on the folks in Redmond (grin).

Nevertheless, if you elect to deploy IIS because of its “usability” advantages (rapid
development and deployment, easy GUI management, and so on), and we're betting you
might because nearly 24% of the servers on the Internet made the same choice (that’s #2 in
the Netcraft.com September 2003 survey), then you are going to have to learn how to se-
cure it. Since IIS version 4, Microsoft has published various checklists and tools to help
make IIS secure from attack, but they don’t ship with Windows and many never imple-
ment even the simplest elements to protect themselves.

Hacking Exposed Windows Server 2003 came about largely because of this tremendous
gap between Microsoft’s out-of-the-box configurations and what it takes to run their soft-
ware—securely—in the real world.

Closing the Gap with Hacking Exposed

We show you how to eliminate this gap with the two-pronged approach adapted from
the original Hacking Exposed, now in its fourth edition.

First, we catalog the greatest threats your Windows deployment will face and ex-
plain how they work in excruciating detail. How do we know these are the greatest
threats? Because we are hired by the world’s largest companies to break into their Win-
dows-based networks, servers, products, and services, and we use them on a daily basis
to do our jobs. And we’ve been doing it for over three years, researching the most re-
cently publicized hacks, developing our own tools and techniques, and combining
them into what we think is the most effective methodology for penetrating Windows
security in existence.
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Once we have your attention by showing you the damage that can be done, we tell
you how to prevent each and every attack. Running Windows Server 2003 without un-
derstanding the information in this book is roughly equivalent to driving a car without
seatbelts—down a slippery road, over a monstrous chasm, with no brakes, and the throttle
jammed on full.

Embracing and Extending Hacking Exposed

For all of its similarities, Hacking Exposed Windows Server 2003 is also distinct from the
original title in several key ways. Obviously, it is focused on one platform, as opposed to
the multi-disciplinary approach of Hacking Exposed. While Hacking Exposed surveys the
Windows security landscape, this book peels back further layers to explore the byte-level
workings of Windows security attacks and countermeasures, revealing insights that will
turn the heads of even seasoned Windows system administrators. It is this in-depth anal-
ysis that sets it apart from the original title, where the burdens of exploring many other
computing platforms necessitate superficial treatment of some topic areas.

Throughout this book, we use the phrase “NT Family” to refer to all systems based on Microsoft's “New
Technology” (NT) platform, including Windows NT 3.x—4.x, Windows Server 2003, Windows XP, and
Windows Server 2003. Where necessary, we will differentiate between desktop and server versions.
In contrast, we will refer to the Microsoft DOS/Windows 1.x/3.x/9x/Me lineage as the “DOS Family.”

You will find no aspect of NT Family security treated superficially in this book. Not
only does it embrace all of the great information and features of the original Hacking
Exposed, it extends it in significant ways. Here, you will find all of the secret knowledge
necessary to close the NT Family security gap for good, from the basic architecture of the
system to the undocumented Registry keys that tighten it down.

HOW THIS BOOK IS ORGANIZED

This book is the sum of parts, parts which are described below from largest organiza-
tional level to smallest.

Parts
This book is divided into five parts:

I: Foundations

Security basics and an exploration of the features of the NT Family security architecture
from the hacker’s perspective.

II: Profiling

Casing the establishment in preparation for the big heist.

XXV
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lli: Conquest

Breaking and entering via the traditional point of ingress, Windows file sharing services
(SMB), exploitation of common Windows vulnerabilities, followed by escalating privi-
lege, expanding influence, pillaging, and covering tracks.

IV: Exploiting Vulnerable Services & Clients

Attacking the NT Family through common features, including IIS, SQL, Terminal Ser-
vices, Internet Explorer and Outlook/Outlook Express, physical attacks that thwart the
Encrypting File System, and Denial of Service.

V: Playing Defense
The latest, greatest Windows Server 2003 security features, tips, tricks, and a look ahead
at the next generation of Windows security, codenamed Longhorn.

CHAPTERS: THE HACKING EXPOSED METHODOLOGY

Chapters make up each part, and the chapters in this book follow a definite plan of attack.
That plan is the methodology of the malicious hacker, adapted from Hacking Exposed:
V¥ Footprint
Scan
Enumerate
Penetrate
Escalate
Get interactive
Pillage
Expand influence

> E E EEEERN

Cleanup

This structure forms the backbone of this book, for without a methodology, this
would be nothing but a heap of information without context or meaning. It is the map by
which we will chart our progress throughout the book, so it will be printed at the start of
each chapter.

Beginning with Part IV, we will expand this outline somewhat to encompass several
additional approaches to penetrating Windows Server 2003 security (step four in the
above methodology):

V¥ Applications
B Services: IIS, SQL, TS
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b |
W CIFS/SMB
B Internet clients
B Physical Attacks
A Denial of Service

Modularity, Organization, and Accessibility

Clearly, this book could be read from start to finish to achieve a soup-to-nuts portrayal of
Windows Server 2003 penetration testing. However, like Hacking Exposed, we have at-
tempted to make each section of each chapter stand on its own, so the book can be di-
gested in modular chunks, suitable to the frantic schedules of our target audience.

Moreover, we have strictly adhered to the clear, readable, and concise writing style
that readers overwhelmingly responded to in Hacking Exposed. We know you're busy,
and you need the straight dirt without a lot of doubletalk and needless jargon. As a reader
of Hacking Exposed once commented, “Reads like fiction, scares like hell!”

We think you will be just as satisfied reading from beginning to end as you would
piece by piece, but it’s built to withstand either treatment.

Chapter Summaries and References and Further Reading

In an effort to improve the organization of this book, we have included the standard fea-
tures from the previous edition at the end of each chapter: a “Summary” and “References
and Further Reading” section.

The “Summary” is exactly what it sounds like, a brief synopsis of the major concepts
covered in the chapter, with an emphasis on countermeasures. We would expect that if
you read the “Summary” from each chapter, you would know how to harden a Windows
Server 2003 system to just about any form of attack.

“References and Further Reading” includes hyperlinks, ISBN numbers, and any other
bit of information necessary to locate each and every item references in the chapter, in-
cluding Microsoft Security Bulletins, Service Packs, Hotfixes, Knowledge Base Articles,
third-party advisories, commercial and freeware tools, Windows Server 2003 hacking in-
cidents in the news, and general background reading that amplifies or expands on the in-
formation presented in the chapter. You will thus find few hyperlinks within the body
text of the chapters themselves—if you need to find something, turn to the end of the chap-
ter, and it will be there. We hope this consolidation of external references into one con-
tainer improves your overall enjoyment of the book.

Appendix A: The Windows Server 2003 Hardening Checklist

We took all of the great countermeasures discussed throughout this book, boiled them
down to their bare essences, sequenced them appropriately for building a system from
scratch, and stuck them all under one roof in Appendix A. Yes, there are a lot of Windows
Server 2003 security checklists out there, but we think ours is the most real-world,
down-to earth, yet rock-hard set of recommendations you will find anywhere.



