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Preface

' cate by patterns of checks and ticks that record verification took place.

«" In ancient Egyptian, Greek, Chinese, and Roman civilizations, rulers
sought to confirm official records by comparing two sets of such records. The
lowest-ranking magistrate in ancient Rome was a quaestor, or investigator, This
elected official traditionally worked within the treasury to supervise the finan-
cial affairs of the empire.

Accuracy of records was tested, typically by two officials working together.
One official read from the one record sheet and the other checked against the
other record sheet. The term “auditor” is derived from the Latin auditus, mean-
ing a hearing,.

With the fall of the Roman Empire, auditing and internal control disap-
peared in Europe. It was not until the Middle Ages that the growth of central-
ized control once again demanded proof of the adequacy and correctness of
record keeping and the prevention of the defrauding of the king.

In the Orient, however, audit can trace its ancestry back to the Western
Zhou Dynasty some 3000 years ago, in which it continued in various forms
until the Song Dynasty in 992AD when a “royal audit court” was established.
Audit in China took the form of Inspectorates until the Revolution of 1911 when
an Audit Court was established, a Chamber of Audit set up, and Audit Law was
issued, Auditing continued until the founding of the People's Republic of China
in 1949 when audit was conducted by internal supervision within the Depart-
ments of Public Finance.

In 1982, the Constitution of the People’s Republic of China was promul-
gated resulting in the 1983 formation of the National Audit Office of the People's
Republic of China.

Today, capital markets, which have been rocked by recent corporate scan-
dals and frauds on an international scale, are demanding that financial orga-
nizations, publicly listed companies, multinational companies, and the public

E ’:j ATING BACK TO 3500 BC, records of various civilizations indi-
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sector implement sound corporate governance. Large-scale fraud has severely
eroded investor confidence: in many cases, investors are simply waiting for the
next large fraud to be announced.

In the past, many organizations, companies, and government bodies have
operated in a purely reactive mode to the problem of {raud. That is, only after a
fraud had taken place were decisions made regarding how to combat it, With
the increasing impact of corporate governance legislation and the changes
in society of recent years, the need to fight fraud in a proactive manner has
become paramount,

Companies now must accept their corporate responsibility to protect assets
and employees from the temptations and impacts of fraud.

At the individual level, fraud is impacting every citizen, either directly
through being defrauded or indirectly through the impact of higher taxation
or shopping bills. Individual fraud is also creating an atmosphere in which
individuals feel cheated and defrauded, and that they have the right to retaliate
by cheating and defrauding others.

Police services are under increasing pressure to combat all types of crime,
particularly violent crime, As a result, often white-collar crime, corruption,
and fraud are treated as the “poor relation” at the low end of the resources chain
and receive priority only in egregious cases when they become front-page news
in the newspapers.

As a result, organizations have no choice but to develop plans and strate-
gies to deter, detect, and, where required, prove fraud utilizing their own in-
house control mechanisms and systems of internal control,

This book addresses the roles of the board and its management and audit
committees in implementing a system of internal controls that adequately
defends against fraudulent and corrupt practices both within the organiza-
tion and against it. The book itself consists of 12 chapters.

Chapter 1, “Nature of Fraud,” introduces fraud and irregularities, cover-
ing the elements of the crimes of theft and fraud as well as the nature and cost
of fraud. It includes the basics of fraud and financial irregularities and defines
fraud and prejudice resulting from fraud. It also presents general safeguards
to make fraud in commerce more difficult, and ways to seek redress from fraud
perpetrators.

Chapter 2, “Elements of the Crimes of Theft and Fraud.” explores how fraud
and conventional theft differ legally. It also helps identify the principal control
elements required to reduce the likelihood of a fraud occurring and its impact,

should it occur, and to increase the probability of early detection in the event
of an occurrence.
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Chapter 3, “Frauds Against the Individual,” identifies specific types of fraud
against the individual that, left unchecked, may increase the probability of a
loyal employee turning against the employer in desperation. It also identifies
corporate responsibility in educating employees against potential fraud attacks
against them personally.

Chapter 4, “Frauds Against the Organization,” helps readers recognize
specific types of fraud against the organization, their red flags, and the failure
or lack of internal controls that expose organizations to such attacks. It also
differentiates between internal frauds carried out from inside the organiza-
tion against the interests of the organization, and external frauds carried out
against the organization from an external source with or without the coopera-
tion of current employees.

Chapter 5, “Fighting Corruption,” identifies areas of vulnerability within
the organization that expose it to managerial-level frauds and internal corrup-
tion. It also identifies areas and indicators where organizations may be—unwit-
tingly or deliberately—the perpetrators of such corruption against third parties.

Chapter 6, “Role of Ethics in Fighting Fraud," explores the nature and role
of ethics within the organization to combat fraud and helps readers evaluate
the current state of ethical structures within an organization. The chapter
helps readers design a code of conduct that will reduce the likelihood of fraud
occurrences and increase the probability of early detection.

Chapter 7, “Controlling Fraud,” defines the roles of corporate governance
and the structures organizations utilize to prevent fraud. The chapter helps
readers evaluate the system of internal control the organization relies on to
minimize fraud and makes practical recommendations for improvement where
required. The chapter emphasizes the role internal andit must play in control-
ling fraud.

Chapter 8, “Fraud Risk Management,” identifies appropriate techniques
to establish the corporate fraud risk profile and clarifies the roles of internal,
external, and forensic audit in the fight against fraud. It helps readers design
and implement effective whistleblowing both within and external to the
organization as a fraud preventive and detective measure,

Chapter 9, “Investigating Fraud,”" assists the reader in identifying the red
flags and indicators of fraud that should trigger a fraud investigation. It also
identifies the forensic techniques available and the resources and training
required to implement an appropriate fraud investigation. In addition, it cov-
ers the requirements for establishing an internal investigation function and

determination of the appropriateness and the appropriate measures for tracing
and recovering lost assets.
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Chapter 10, “Computer Fraud and Countermeasures,” helps readers identify
areas of vulnerability to fraudulent use of information systems and processing
of fraudulent transactions. It also helps facilitate the design and implementa-
tion of appropriate measures to defend the digital assets of the organization.

Chapter 11, “Legal Issues Surrounding Fraud,” assists readers to evaluate
the current legislative framework for the country or countries in which the
organizations are operating and evaluate the effectiveness of deterrent mecha-
nisms for fraud, including international electronic fraud.

Chapter 12, "Industry-Related Fraud Opportunities,” identifies fraud
opportunities specific to certain industries as well as government institutions.
Its aim is to assist in the design of effective control mechanisms against specific
risks to achieve optimal control effectiveness at minimized cost.

In addition, appendices are provided to give examples of antifraud opportu-
nities, policies, and checklists as well as the basis for legal jurisdictions for fraud
prevention and prosecution. An educational version of IDEA Data Analysis
software is also provided via a web site download.
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CHAPTER ONE

Nature of Fraud

Fraud is like cancer. Most of us know someone
who has it. We know people who will eventu-
ally have it. It has become common but we can
take steps to protect ourselves through healthy
choices and regular checkups using the latest
tools and technology. But if people ignore the
problem and live dangerously, then there's a

much greater chance of becoming a victim.

—Toby Bishop, CEO, Association of Certified

Fraud Examiners

After studying this chapter, you should be able to:

= Briefly outline the definitions and concepts underlying fraud and
irregularities
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= Describe the basic types of fraud
» Understand the profiles and motivators of fraud
= Define the responsibilities for fraud detection and prevention

More and more incidents of private and public fraud are being reported
daily in the media, and increasingly prosecutions for this offense are being
conducted in the various courts. This chapter examines the phenomenon in
order to obtain a full appreciation of what exactly fraud is.

FRAUD AND IRREGULARITIES: DEFINITIONS
AND CONCEPTS

Throughout history, the development of negotiable instruments, from cowrie
shells to plastic cards, have led to the creation of a set of rules and conventions
for trade and the promotion of smooth and orderly commercial interactions
among individuals and countries. The breaking of these rules and conventions
helps white-collar criminals make a living—in some cases a fortune—while
evading discovery. In many countries, the courts and judicial system do not
afford economic crimes the priority of crimes involving violence.

Fraud itselfis a legal concept existing within the criminal laws of virtually
every civilized country, although slight variations exist. In most countries,
fraud may be deemed to occur when these individual elements exist:

* An untrue representation about a material factor event is intentionally
made by an individual or organization,

= Suchrepresentation may or may not be believed by the person or organiza-
tion to which the representation was made.

= The victim could suffer the possibility of harm or prejudice as a result of
the misrepresentation.

For example, within South African law, fraud may be conveniently defined
as being “the unlawful and intentional making of a misrepresentation which
causes actual prejudice or which is potentially prejudicial to another.”! Actual
proprietary prejudice is not necessarily required for fraud. Even nonpropri-
etary or potential prejudice may be sufficient. Thus, fraud is not a crime against

property only: it also can be regarded as a crime against the interests of the
community in general.
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The Arkansas Department of Finance and Administration defines occu-
pational fraud in this way:

Occupational fraud and abuses can be defined as the use of one's
occupation for personal enrichment through the deliberate misuse
or misapplication of government resources or assets. Occupational
fraud and abuses include misappropriation of assets in the form of
cash theft, fraudulent disbursements, theft or personal use of inven-
tory or other non-cash assets. Fraud can also take the form of bribery
and corruption when kickbacks, gifts, or gratuities are offered to
government employees from contractors or vendors to influence
decisions of government agents or employees.?

A clear distinction must be drawn between the intention to deceive and an
intention to defraud since a causal link is required between the misrepresenta-
tion and the actual prejudice.

Courts have traditionally worked on the basis that fraud is punished not
because of the actual harm it causes but because of the potential harm or prej-
udice inherent in the misrepresentation, so that even if the potential victim
should not believe the misrepresentation or not have acted on it the intent and
possibility of harm means that a fraud has still occurred. Put more simply the
intent and possibility of harm means that a fraud had been committed even if
no loss occurred.

A crime that is commonly confused with fraud is theft by false pretenses.
Fraud is always committed when a theft by false pretenses occurs, but the con-
verse is not necessarily true since, in addition to misrepresentation and actual
or potential prejudice, theft by false pretenses requires an appropriation of prop-
erty capable of being stolen.

The misrepresentation leading to fraud can also be committed by means
of an admission whereby the perpetrator fails to disclose a material fact that,
unless revealed, could induce the victim to act to his or her prejudice if there
was, in fact, a legal duty to disclose.

Once this broader definition of fraud is realized, it can be understood that
occurrences of fraud are much more prevalent than we believe based on the
large-scale frauds that hit the newspapers. Fraudulent misrepresentation is an
everyday occurrence in our lives; it ranges from bending the truth in provid-
ing an excuse for an employer to utilizing company assets for personal benefit
on the pretext that it was in the company's interest. Each of these acts falls
under the heading of criminal fraud in its most literal sense and potentially
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could result in a criminal conviction. Due to this broad definition, a level of
white noise results, whereby fraudulent acts of a petty nature become tolerated
and norms and ethical standards decline. As a result, fraud becomes accept-
able if the end justifies the means. The economic stresses in today's society
internationally create pressures and aspirations to attain a standard of living
higher than many individuals are capable of achieving on merit. This situation,
in turn, increases the likelihood of such persons achieving those aspirations
by deceit.

No definitive preventive control can stop all fraud in its tracks since fraud is
developed based on the ingenuity of defrauders. Some new, not-yet-anticipated
variation on a theme always occurs.

Victims of Fraud

One common misconception is that frauds are carried out only by individuals
against organizations. In many cases, when fraud is carried out by an indi-
vidual acting on behalf of an organization, the fraudulent activity could be
looked on as: any business activity in which deceitful practices are resorted to by an
organization or representative of an organization with the intent to cause economic
injury that would deprive another of property or other entitlements.

Although it is tempting to make the assumption that frauds may be con-
fined to one class of victim—for example, the cost of insurance fraud being
borne by the insurance industry—in reality, in most cases, the ultimate bearer
of the cost of fraud is the general public, By the same token, government losses
to taxation fraud ultimately are passed on to the taxpayers in general. Losses
from corporate fraud, either from embezzlement or financial manipulation, are
normally ultimately borne by customers,

In the event of fraud covered by government regulation, recourse for losses
may be sought [rom the regulatory body. Nevertheless, ultimately they get
passed on once again to the consumer or public.

In complicated cases such as payment card frauds, the ultimate loser may
appear to be the cardholder (rarely and only if negligence can be shown), the
merchant who accepted the fraudulent card, the merchant-acquiring bank that
processes the transaction of the cardholder, and the card issuer. Once again,
in reality, costs generally are passed on through higher insurance premiums,
higher fees for banking services, higher interest rates, higher credit card fees,
or reduced dividends to shareholders.

The net effect is that the public ends up bearing the brunt of losses from
fraud. Thus, the public perception of fraud as a “victimless” crime can therefore
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be seen as a false supposition and true only in that the cost may be spread over
a large population. Thus, it may be seen that there are two forms of victims of
fraud.

The primary victims are those who suffer the initial harm of fraud, whether
these victims are individuals, corporations, or governmental bodies. The sec-
ondary victims are those who sustained the ultimate economic impact of losses
attributable to fraud.

Nature of Fraud

Although many executives have an image in mind of what fraud is, the image
may differ from executive to executive and may, indeed, differ widely in respect
of the true nature of fraud. In order to adopt a comprehensive policy toward
the minimization of fraud within the organization, a full fraud risk assessment
is required to identify those opportunities specific to a given set of operations.
Only once the fraud risks are understood can a system of internal controls be
designed to address those specific risks. Even then, fraud can never be truly
eliminated, but the internal controls can provide reasonable assurance that
both instances of fraud and also waste and general misuse of resources can
be reduced.

Much of the corporate fraud that takes place results from poor bookkeep-
ing practices combined with poorly trained and inattentive staff. When this
situation is combined with the inadequate internal and interdepartmental
communications commonly found within organizations, the opportunities for
undetected business scams grows exponentially. Making staff members aware
of fraud opportunities and their responsibility in preventing and detecting
fraud combined with a conduit through which to report fraud is fundamental
in establishing good corporate control.

In order for fraud to occur, three elements must be in place. This trio is
known as the fraud triangle (see Exhibit 1.1) and is used both in fraud preven-
tion and fraud detection. Its origin is attributed to the criminologist Donald R.
Cressey, who formulated this hypothesis regarding trust-violating behavior to
explain why people commit fraud.

Pressure or Motivation

In general, the motivating factor leading individuals to commit fraud can be
defined as a form of pressure. This pressure can take the form of significant
financial need (or perceived need) and may include anything from medical
expenses to a simple case of expensive tastes. For this pressure to translate into



