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Abstract

Particularly within the last decade the Internet has developed as a phenomenon
encompassing social, cultural, economic, and legal facets. Since it has become
common practice to use the Internet for both retrieving and providing information it
gained the position of a very valuable tool in everyday life. Contrary to many
Internet participants’ erroneous assumption of surfing on the Internet anonymously,
unless disclosing their identity by entering private data, users leave data tracks on
each website they pass. Accordingly, surfing on the World Wide Web is far from
being an anonymous activity of no consequences. Hence, the decision not to make
available personal data best protects the informational and communicative self-
determination of the persons concerned since with the development of new tech-
nologies new attacking tools are regularly developed, too. For putting the netizens’
wish for anonymous communication and the protection of their privacy in the
online world into practice, in recent years a number of networking techniques have
been innovaled. With regard to the fact that these techniques are also misused for
illegal activities since parallel to the information and communication technologies’
development and the augmented use of the globally available World Wide Web as
communication tool crimes and/or their preliminary measures increasingly shift
from the real into the online world, on the one hand it is still a debatable point
whether there is (or should be) a right to act anonymously on the Internet; on the
other hand, governmental interventions into anonymity requests should only be
legal if a sufficiently legitimized public interest is given.
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University of Zurich, Switzerland., and Visiting Professor at the University of Hong Kong. Kong
Kong. attorney-at-law (Zurich).
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Chapter 1
Notion of Anonymity

1.1 Term and Meaning of Anonymity

Stemming from the Greek word “anonymia”, the term anonymity/anonymous
stands for “namelessness”, “not identified” or “of unknown name” (Oxford
Dictionaries) and usually bears on a person’s appearance in public. Consequently,
anonymity occurs if a person’s identity being involved in a not-transparent/not
disclosed process is non-determinable since the acting person remains unknown to
the other acting entities or makes no appearance towards the other participants or
acts within the anonymous process without recognizable name (Bundesamt fiir
Sicherheit in der Informationstechnik 2001, Chap. 1).

However, anonymity does not necessarily presuppose the complete anony-
mousness of a person’s identity or the lack of a name; even the unrenownedness of
an individual’s name could suffice (Brunst 2009, p. 7). In order to distinguish
anonymity from undetectability, it is therefore imperative that one party vaguely
knows about the existence of another party without knowing his/her complete
identity (Wallace 1999, p. 25).

A further differentiation needs to be made towards pseudonymity which is
characterized by the use of a false name even though this practice may lead to
anonymity, too. Concerning this issue Froomkin distinguishes between four forms
of identification, namely (1) traceable anonymity, (2) untraceable anonymity, (3)
traceable pseudonymity and (4) untraceable pseudonymity (Froomkin 1995,
para. 11): (1) In the case of communication by email Froomkin refers to traceable
anonymity if the receiver of an email gets no information about the identity of the
email’s originator directly but could find it out by contacting the interconnected
operator. (2) Compared with this, in the case of untraceable anonymity, the author
of the email is unidentifiable at all. In respect of pseudonymity, Froomkin refers
(4) to untraceable pseudonymity if the email’s originator uses a false and
untraceable identity and, in contrast, assumes (3) traceable pseudonymity if the
used pseudonym can be traced back to the originator regardless of whether by the
mail’s recipient or by someone else.

R. H. Weber and U. 1. Heinrich. Anonymization, SpringerBriefs in Cybersecurity. 1
DOI: 10.1007/978-1-4471-4066-5_1. © The Author(s) 2012



2 I Notion of Anonymity

1.2 Underlying Motivations of Anonymity

Anonymous actions have a long history and “anonymous pamphlets, leaflets,
brochures and even books have played an important role in the progress of
mankind” (Solove 2007, p. 139).l Hence, the individuals’ motivations of making
an appearance without revealing their identity are manifold. The intentions range
from legal, legitimate and socially approved reasons to a wide range of illegal
reasons.

Considerations of staying incognito are understandable for instance in the
context of charity acts or for sheltering a person from unwanted contacting or
persecution (Solove 2007, p. 139). Insofar, the possibility to act anonymously
enables people among others to be more courageous with regard to their expres-
sion of opinions. Beyond that anonymous acting opens the chance to be heard free
of prejudice or even offers an “identity thief” the opportunity to be heard at all.
Not only in the information and communication sector anonymity plays a role; for
example in a broader economic context, the French term for the US/UK *stock
corporation” is *‘société anonyme”, i.e. the shareholders of the corporation are not
known since ownership should not be made known to the public; the participation
is evidenced by bearer shares.

The movie “Anonymous” directed by Roland Emmerich and shown to the
public in cinemas at the end of 2011 revisits this topic by seizing the conspiracy
theory of William Shakespeare not being the originator of his published writings,
thus referring to the aforementioned case configuration of pseudonymity.
This theory’s proponents, the so-called Oxfordians,” among others Mark Twain,
Henry James and even Sigmund Freud, argue that William Shakespeare who came
from a poor background did not possess the education for composing his writings,
especially since he was rumored to be an analphabet. According to them, the actor
William Shakespeare of Stratford, who has never been on foreign travel, could not
possess such a special knowledge to historically correctly write the world-famous
tragedies and comedies, as for instance “Henry V”, “Othello” or “The Merchant
of Venice”.

To a great extent, these skeptics were of the opinion that Edward de Vere,
the 17th Earl of Oxford, had been the true originator of the writings being pub-
lished under the name of William Shakespeare. Edward de Vere, a culturally
educated man who lived in Venice, Italy, for a while, was told to be a connoisseur
of the Elizabethan court culture and a poet. The question of whether William
Shakespeare himself or someone else was the originator of the writings published

I' “Persecuted groups and sects from time to time throughout history have been able to criticize

oppressive practices and laws either anonymously or not at all.™: Talley v. California, 362 U.S.
60 (1960).

* Oxfordians are the supporters of the Oxfordian theory of Shakespearean authorship whereby
Edward de Vere. [7th Earl of Oxford (1550-1604). wrote the writings traditionally attributed to
William Shakespeare.
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under the name of William Shakespeare divided the minds for centuries into
Stratfordians™ and Oxfordians even though to date there is no evidence for the
defamatory statement of William Shakespeare not being the author of the writings
attributed to him (exemplary: Sammartino 1990).

Even though there is a wide range of “good™ reasons lo stay incognito,
the negative aspect of acting without being recognized is not to be underestimated
since anonymity places people in the position to act much more unbiased and quite
often meaner and less civiled in their speech (Solove 2007, p. 140) which involves
the risk to harm other people’s reputation. Simultaneously. staying anonymous by
taking up another person’s identity offers people the possibility of dodging behind
a foreign identity and therewith grants the advantage of giving an opinion without
bearing possible consequences on one’s own behalf.

With the emergence and development of the online world the Internet became a
valuable tool in everyday life encompassing social, cultural, economic and legal
facets. Associated therewith the communications behavior of people all over the
world has also changed: therefore. the particularities of the communication in the
offline and the online world, particularly the anonymous communication, are to be
addressed subsequently.

1.3 Characteristics of Communication

1.3.1 Real World

The term “real world™ describes the “material. physical, atomic and molecular
world of everyday human interactions” (Kabay 1998, p. 4). Forms of communi-
cation in the real world that indicate a disconnected state like talking on the
telephone, writing letters or even talking face to face are referred to as commu-
nication in an “offline™ world (Weber 2012a).

Communication within the offline/real world is characterized by anonymity
(at least to a far extent) (Bizer 2000, pp. 61/62); neither paying a bill in a restaurant
or supermarket in cash nor walking in public requires a previous complete
announcement of the own identity. Brielly, at first glance the actors’ identity is of
minor importance within the real world.

Nevertheless, circumstances are different, il the aforementioned payment does
not take place by cash but by a financial transaction through electronic payment
mechanisms such as money or credit cards (Bizer 2000, p. 62). Within areas like
these commercial relations or within personal matters the complete and veritable
announcement of a person’s identity is regarded as being of importance to guar-
antee a proper course of the respective procedure. The knowledge of the actors’

¥ Stratfordians are of the opinion that the actor William Shakespeare wrote abl the works
attributed to him.
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identity is of fundamental importance since in case of business relations, assuming
the buyer of a good pays with an ec-card, the buyer “just” promises the payment
towards the seller. Insofar, the seller can prove a legitimate interest in the real
identity of his business partner to protect him financially.

1.3.2 Particularities of the Online World

In addition to the long-known and omnipresent real world a parallel “environment”,
the so called virtual/online world (Internet), emerged within the last 30 years.
In the course of the Internet’s development and the increasing public acceptance
communication to a great extent shifted into the virtual world and accordingly the
issue of acting anonymously emerged there again.

1.3.2.1 Development of the Online World

Dating back to the late 1960s when U.S. researchers first developed protocols that
allowed the sending and receiving of messages by use of computers, the term
»online” world was coined, referring to communicating via networked computers
(Warschauer 2008, p. 207). In the course of the development and the spread of
personal computers from the 1980s onwards communication via the Internet,
online communication, started to become available to the public at large. There-
with, the percentage of people having Internet access and using web-based systems
for the search and purchase of products or the cultivation of contacts has grown
vastly since civil society has begun to replace traditional face-to-face communi-
cation by using e-services (Van Dijk et al. 2007, p. 7).

By now, working without Internet access is almost inconceivable, at least in
developed countries. Rather, the medium Internet became so important for the
societal communication that the participation of all is a substantial political task
(Holznagel and Schumacher 2011, p. 14). Hence, the question arises of how to
maintain all the benefits of the Internet while restricting antisocial communication
and acting on the Internet (Kabay 1998, p. 2).

Being originally developed beyond a regulatory legal framework and mainly
based on self-regulation by its users, initially the assumption prevailed that
cyberspace was an independent new “province” and a legal vacuum in the world
(Weber 2009, pp. 3-5 for further details). Thereby and with regard to the fact, that
the Internet started as a communication platform of a comparatively small research
and academic community (Weber and Schneider 2009, p. 18), the participants’
identification within the World Wide Web played a minor role.

* The text of this subchapter is partly based on Weber 2012a.
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1.3 Characteristics of Communication

In the course of time, the Internet established itself in everyday life (Demut and
Rieke 2000, p. 38). Therewith, especially in view of to the developing electronic
commerce, the participants’ identifiability and traceability became of concern; just
like within the offline world all parties to a contract have a clear interest in
knowing their counterpart and obtaining information as for instance about
solvency or credibility of further trade partners before concluding agreements.

However, as set out above, there is an interest of a wide range of (Internet)
participants to partially stay incognito or even untraceable on the Internet, be it to
prevent identity theft, to protect search histories from public disclosure, to get
access to all websites or to avoid criminal prosecution.” Beyond the legal moti-
vations some Internet users also seek for anonymously acting online to conduct
fraudulent financial transactions or launch attacks with little risk of being located
by law enforcement agencies and therewith aim at avoiding the consequences of a
preceded or scheduled engagement in criminal or socially unacceptable behaviour.
With commenters being given the possibility to hide behind a cloak of anonymity,
the blog and Internet fora have become places for hatred, discrimination and bile
(Adams 2011). Accordingly, the advantages and disadvantages of anonymous
acting apply to both, anonymity in the real world (“offline”) and in cyberspace
(“online™).

1.3.2.2 Surveillance and Identification of Internet Participants
(1) Subscriber Identification without the Internet Users’ Knowledge

(a) Data Tracks

During the last twenty years Internet participants developed new ways for making
use of the World Wide Web; thereby, it has become common practice to use the
Internet for both retrieving and providing information (Taddicken 2012, p. 255).
In order to be present on the Internet for private or professional purposes, an
individual or an enterprise needs to have a specific address, an Internet Protocol
(IP) address.® IP addresses are not physical and not directly controllable by the

* A relevant example in connection with anonymous acting online is the whistle-blowing
Internet platform Wikileaks providing capacity for anonymously publishing submissions of
private, secret, and classified media thereby following their goal of bringing “important news and
information to the public™ (http://wikileaks.org/About.html). Having released a number of
significant documents in the past the entity sees itself as assistance to peoples of all countries who
wish to reveal unethical behaviour in their governments and institutions.

® The Internet uses IP addresses to identify computers. Their addresses and names (then called
host names) were initially stored on a centralized and monolithic file maintained by the Stanford
Research Intemnational Network Information Center (SRI-NIC) on their NIC name server. By
1984. these addresses had become very complicated to use. That led people to translate these
numbers into words and to organize them in the generic domains by the Domain Name System
(DNS); for further details sec Weber and Schneider 2009. pp. 19-21.
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user since the allocation is (directly or indirectly) derived from Internet Address
Registries.

The pool of IP addresses is managed by the Internet Assigned Numbers
Authority (IANA),” which has since the early 1990s delegated the allocation of
Internet resources to five established Regional Internet Registries (RIR)
(Edelmann 2009, p. 3; Brunst 2009, pp. 51-53) that are obliged to take due regard
to global addressing policies (Lehr et al. 2008, p. 9).* These non-profit RIR
corporations’ oversee the allocation of IP addresses to Internet Service Providers
(ISP), National Internet Registries (NIR) and individual network institutions;
these organisations in turn allocate IP addresses to the individual Internet users.
Comparable to a piece of land in the real world, the establishment of a domain
name traces out a “territory in cyberspace™ which enables communication. To
function properly IP address blocks can only be used by one network so as not to
lead to conflicts in routing.

Many Internet users still believe in the anonymity of the Internet and the
protection of their personal data as long as they do not disclose their identity by
entering their name, private address or banking information (Pfitzmann 2000,
p. 12: Solove and Schwartz 2011, p. 590; Schwartz and Solove 2011, p. 1837).
This assumption is supported by the possibility to send emails or postal messages
to electronic bulletin boards under pseudonyms (Solove and Schwartz 2011,
p. 590).

In contrast, while surfing on the Intemet every computer communicates by
using a traceable IP address'” and therewith leaves a data track on each passed
website, meaning the website visited (Solove 2007, p. 147; Landau 2010, p. 139);
website log files contain the user’s IP address, the time he/she was online and any
information the user entered into a webpage or pages the user downloaded (Solove
and Schwartz 2011, p. 590). Beyond that, also each mobile phone or other device

7 In 1989, the US Depurtment of Commerce concluded a contract with the Department of Post

and Telecommunications” Information Science Institute at the University of Southern California.
establishing the Internet Assigned Numbers Association (IANA). Although IANA's tasks were
transferred to a great extent to the Internet Corporation for Assigned Names and Numbers
(ICANN). TANA among other things is still responsible for the global coordination of the Internet
Protocol addressing system allocating IP addresses from the pools of unallocated addresses to the
Regional Internet Registries (RIR) according to their needs: tor further details see Weber and
Heinrich 201 1. pp. 78-80.

% At the beginning of the Internet, a single authority combined both service areas and distributed
the information through the RFC series.

At the present time there are five RIRs in operation, namely the American Registry for Internet
Numbers (ARIN) for North America and Parts of the Caribbean, the RIPE Network Coordination
Centre (RIPE NCC) for Europe, the Middle East and Central Asia. the Asia—Pacific Network
Information Centre (APNIC) for Asia and the Pacific region, the Latin American and Caribbean
Internet Addresses Registry (LACNIC) for Latin America and Parts of the Caribbean Region and
the African Network Information Centre (AfriNIC) for Africa.

' That is why Internet users intending to visit a company webpage will mostly be redirected to
the respective country page although having entered another top-level domain; businesses use this
automatic onward transfer for selling products in difterent countries at different prices.
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used to access the Internet has a unique 1P address and can therewith potentially be
traced (European Parliament 2010, p. 42). Accordingly, Internet Service Provider
(ISP) (and any eavesdropper on the Internet connection) can monitor the steps
users made on the Internet''; beyond that ISP have information to link an Internet
user’s screen name'? with his/her real identity (Solove and Schwartz 2011, p. 591).

(b) Cookies and Other Applications

Each time the user visits a website also “Internet cookies™ are downloaded into the
user's electronic device tagging the user with an identification number; these
identification numbers can include references to a wealth of information about the
user (Solove and Schwartz 2011, p. 590). Internet cookies are small pieces of
information in text format that are downloaded to the computer when the user
visits a website (European Parliament 2010, p. 43). They may come from the page
itself or from the providers of the advertising banners or other graphics that make
up a website (Moore 2011, p. 233) and enable computers to remember a user’s
history on a particular website (Shah and Kesan 2004, pp. 13-17)."*

A further possibility to identify Internet users by collecting information about
them are so-called “web bugs™. This technical device also known as “clear
graphics interchange format (GIF)” (Nichols 2001, p. 1) is a graphic on a web
page or inserted into an email created for the purpose of online tracking. The web
bug enables the creator to determine who is reading a web page or email, when,
how often, and from what computer. After the recipient opens the email the
graphic shall be downloaded from the server eventually at least providing infor-
mation about the used computer’s IP address and the time of the request (Brunst
2009, p. 78). Initially developed in order to enable service providers to tailor
services to meet Internet users’ needs, the fact of people not recognizing this
hidden monitoring makes these programs that dangerous since the tools can be
used 1o monitor Internet users in case of legal and illegal activities (European
Parliament 2010, p. 43).

(2) Self-imposed Subscriber Identification

In addition to the automatic collection of data many Internet participants still act
very carelessly in dealing with the Internet and the protection of their own privacy.
Even though they ascribe high importance to privacy (Barnes 2006), a large
percentage of the user community is willing to share personal information under
certain circumstances and frequently makes personal information available to third

"' The announcement of the TP address is essential for enabling their locating by the respective
web page operator and for knowing where to “send” the requested information to.

'* The pseudonym he/she is appearing with on the Internet.
'3 ~Cookies™ are strings ot data introduced by the company Netscape whereby the name was a

term already in use in computer science for describing a piece of data held by an intermediary.



8 | Notion of Anonymity

parties or allows them to store their personal or non-personal data. This careless
behaviour with private data has the potential to lead to privacy and surveillance
problems since a user’s identity can be achieved by analyzing a “trail of seemingiy
anonymous and homogenous data left across different locations” (Malin et al.
2003, p. 1).

Several studies have shown that Internet participants in principle provide
personal information on websites after request. As already outlined by a 2000
study, 54% of the polled Internet users have chosen to disclose personal infor-
mation for using a website and an additional 10% would be willing to do this under
the right circumstances; only a fourth of the persons asked would never provide
personal information (Fox 2000, p. 2).

Furthermore, the dissemination of personal data is actively pursued by the
constantly rising frequentation of social networks like Facebook or Myspace'* and
the therein offered possibility to present and position personal information by
publishing pictures or giving details about the own private and professional life.
According to a 2010 study by Ofcom, the government-approved regulatory
authority for the broadcasting and telecommunication industries in the United
Kingdom, 33% of the interviewees love putting private photos online, rising to
57% of those aged 1624 (Ofcom 2010, p. 3). Even though 74% of the interviewed
Europeans see disclosing personal information as an increasing part of modern
life, only 26% of social network users feel in complete control of their personal
data (European Commission 2011b, pp. 2, 22).

This acting very often enables or at least simplifies the Internet participant’s
identification. Even though the information disclosed should be available to the
respective (identifiable) party only, the confidentiality or further transfer of these
announced personal data is no longer subject to control by the respective Internet
user.

Besides these aspects, with the progress of technical development the growing
importance of Internet search engines contributes to the dissemination of data.
Once online available data have been indexed by search engines, they can hardly
be removed anymore from the World Wide Web. Hence, with the increased
tendency to make information of all kinds public, privacy is at risk. Bearing in
mind that the online world seems to be full of people willing to share personal
information with others it may be easy to forget that there are many users who
want to remain anonymous on the Internet (Glater 2006), especially as 70% of
Europeans are concerned that their personal data held by enterprises may be used
for purposes other than agreed at the time of collection (European Commission
2011b, p. 2).

¥ Social structures such as social networking sites. blogs and wikis made up for individuals
(or organisations) that offer possibilities for participation and collaboration.
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Chapter 2
Anonymity Challenges in the Internet

Since information about people acting in the Internet (both, consciously or
unconsciously provided by them) can be easily found. surfing on the World Wide
Web is far from an anonymous activity of no consequences. With regard to the
therewith associated risk of data abuses it is still a debatable point, whether the
identification in the online world is essential, and il so to what extent, or whether
there is a right to act anonymously within the World Wide Web.

In this sense, light will subsequently be shed on the motivations for the
anonymous use of Internet services and the Internet participants’ possibilities to
make their activities on the Internet untraceable.

2.1 Risks for Anonymous Use of Internet Services

Manifold Internet activities cause risks for those persons being interested 1o remain
anonymous when using the new communication channels and platforms. Some
practices leading to data collection and consequently to the possibility of third
persons to have access to personal data are discussed hereinafter.

2.1.1 Information Gathered by IP Addresses

Internet IP addresses' are used 1o route data from one host computer to another.
Even though these numerical addresses do not directly identify particular Internet
users, their identification can easily follow from the connected addresses by
evaluating the gathered information (Schwartz and Solove 2011, pp. 1838/1839).

Initially, static IP addresses were used. A static IP address is a number (in the
form of a dotted quad) that is assigned to a computer by an Internet Service

' See Sect. 1.3.2.2(1)a).
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