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INTRODUCTION

The Internet has become a significant source of both commercial and
financial activity, and has become this nation’s primary medium for the
exchange of news, mail, and general information. Unfortunately, these
great benefits expose Internet users to serious privacy risks, which can
lead to catastrophic results. Thus it is crucial that Internet users under-
stand how to safely and securely “surf the net,” without exposing
themselves to all sorts of criminal activity and other intrusions into
their personal information.

This Almanac discusses some of the most important security methods,
including the effective use of passwords, utilizing virus software,
installing firewalls, understanding encryption technology, and being
vigilant about the type of information one shares on the Internet. The
problem of Internet identity theft is also presented as an overview.

The legal obligations of various entities, particularly financial institu-
tions, of protecting the private information of Internet users is also
explored, including Internet privacy policies and applicable laws. A dis-
cussion of online privacy protection for children, which encompasses
the governing law is included.

In addition, this Almanac sets forth the role of the Federal Trade
Commission (FTC) in enforcing privacy rights, including a review of
some of the major enforcement cases brought by the FTC.

The Appendix provides resource directories, applicable statutes, and
other pertinent information and data. The Glossary contains definitions
of many of the terms used throughout the Almanac.

vacy and the Internet: Your Expectations and Rights Under the Law xiii



Table of Contents

ABOUTTHEAUTHOR ..ot ittt ittt ieenrneneesannnns vii
INTRODUCTION . . ..ottt ittt ivatoononnsnasnssasssnsanas xiii
CHAPTER 1:

SECURING YOUR COMPUTER
INGENERAL............. f e et e et 1
INTERNET ACCESS . ... iii ittt iinenraereansnrsaansnnnnanos 2

11171 B 1 S 2
Broadband. ...... ... ..o i i e 2
Types of Broadband Service ..........ccvviiiiniiniiiiinrann. 3
CableModem ........covviiiininiiiinnnnnrensnasnnenases 3
Digital Subscriber Lines (DSL) .. .....coovvviiiiiiiinninnnn, 3
Fiber Optic. .. ..o vttt ittt i ieiiierisneeniens 3
Wireless . ... oviviiiniiii ittt i it i 3
Broadband Risk Factors ............ccoviiiivariveennnnnnnns 3
WIRELESS NETWORKS . . ... ovvviverernrnvonansoseosnsonenancas 4
Risk Factors and Security Measures. .. .......oovvennernnennneens 4
EOCIypHOmM. . o« oet it ittt it e ittt aes 4
Firewall/Anti-Virus Software . ................cviiiiiinninine, 4
Turn Off Identifier Broadcasting. . ..............coviienivnnns. 4
Administrative Password Protection ....................c.o0s 5
Setting Your Media Access Control (MAC) ...................... 5
Turn Off Your Wireless Network............covvvviviivnnnn.. 5
Wi-FEHOtSPOtS ... ..ttt ii it ittt it e iiiiaan 5
VOICE OVER INTERNET PROTOCOL (VOIP) .........covvvenvnnnnn. .. 6
BEWARE OF MALWARE . ........00ciiiininninennnonnnnennnansns 6
FILE-SHARING RISKS . . . ... .ottt ittt ittt it iieeiinaans 7
ACCESS BY INTERNET SERVICE PROVIDERS .. ..........covvvvnnenn. 7
ISPAccesstoE-mail. .. .......civniniiiii ittt e 8
Electronic Communications Privacy Act............ .. ..o vvon. 8

Privacy and the Internet: Your Expectations and Rights Under the Law i



PUBLICFORUMS. . .. ittt ieiiinieriiirrteiinonnenensnrnnaasnns 9

THE RISK OF “COOKIES” . . . ..ottt ittt vennsertnnnnnnnnnonnns 9
DOMAIN REGISTRATION SERVICES ..............ovvivinnnn. cesl 10
EMPLOYERACCESS. . .. .ot i it iiiiiiiiiitiienetnnnnstsnancas 11
LAW ENFORCEMENT ACCESS. . . .. ..o ittt tiieiisiantnarnannan 11
The Privacy Protection Actof 1980 . ........covvviivnrereneneaa, 1l
The U.S. Patriot Act Reauthorized .............ccvoviviinnen, 12
PRIVACY LEGISIATION AND ADVOCACY . . . ..o v vviitineniennenns 12
PRIVACYPOLICIES . . .....covvvnn T T vere. 13
THE ROLE OF THE FEDERAL TRADE COMMISSION. ............ ee...13
Enforcement of Privacy Rights. . ..............oiuiaiiat, veen. 14
Privacy Initiatives ... ... Cereieeene e Creesiar e v 14
Anti-Spam Enforcement Initiative . . . ...........coiiniiinnann 14
Identity Theft Prevention Initiative . . . ..............c...c.tvs. 14
Anti-Pretexting Initiative..,............ Ceresesieeena e 15
Privacy Promises Enforcement Initiative....................... 15
Children’s Online Privacy Initiative. . ...............c00vivvnn. 15
Privacy Complaints Hotline . . ... e e, 16
CHAPTER 2:

E-MAIL AND INTERNET SCAMS
INGENERAL.................. P 17
SECURING E-MAIL ........ e e et it eseie e et 17

Encryption............ S reeaeers e Cereereneaaaes 17
Anonymous Remailers...........oooviiiiiiii i, 17
Deleting Stored E-mail ........oovvniiiiiiiiiiiaiiiiiinnnn 18
Web-Based E-mail Service . ... .ovvvuiviiiiiiiiinneiieiaranns 18
Employer ACCESS . ..ot iiiniineenerraasrannsnnornnanns 18
E-mail Forwarding. . ...... ...ttt e 18
Identity Verification., . ..........coivnuueens Cereraereaaana, 18
E-MAIL VIRUSES. ..... e ea et et et ettty 19
SPAM E-MAIL . .. ..ot tiit ittt it itonenenorenuacsnnasonans 19
Spam Reduction Tactics. . ... ..vvivvuerrenrrervernosarsnsross 19
Do Not Publicize Your E-mail Address ............covvvvennnn, 19
Mask Your E-mail Address . ............ccciiiiiineinnn. 20
Use Two E-mail Addresses .............c.cccivvveiniiinnnnnen 20
Use a Disposable E-mail Address ..................c.cvvneen. 20
Create a Unique E-mail Address ................ooovvnnnn.t, 20
Filter Junk B-mail. . ......coiteiinniinei i innennnanns 20
Check Out Website Privacy POlCIES. . . v« . vvuveenrneeenenennnns 21
Register for an E-mail Preference Service.............. eeeaees 21
The CAN-SPAM Act of 2003 (Pub. L. No. 108-187).......ccevvnnn .. 21
COMMONE-MAILSCAMS . . ... ...ttterteeeneeeennnnnnnnenn 23

ii Privacy and the Internet: Your Expectations and Rights Under the Law



PhishingE-mails .. ...... .ottt iiiiiiiiiiiieiieinnns 23

Chain E-mails .......0ivitiiiiiiiiiiiinnsnrnosnsacnncnnnns 23
Work-at-Home $Scam .. ... .ooveviniiiirintensanerasecnansen 24
CreditRepairOffers .......... ...t iiiiiiiiiiins 24
Advance Fee Loan SCam . ... .. ovvvivie v iinonnenornsonenanen 24
Nigerian Advance-Fee Scam...........oviiiiiiiiieiinienann, 24
Internet Service Provider Scam . ......ovvvveiririnnrrenseennns 24
Adult Entertainment Invitation Scam . . . ......ociiiiiiiieien 25
Government Rebate CheckScam ...........covviiiiiirnrnaennn 25
FILINGACOMPLAINT . . ... ccitiiiirirnernnssnasvansansonnnns 26
The Federal Trade Commission (FIC) ............ccvvivennnnnn 26
Your Internet Service Provider ..........cooviviiieinniinnenn. 26
The Sender’s Internet Service Provider .. ........ovveviinvnenn.. 26
INSTANTMESSAGING . .. ..o civ ittt iiiiiienietsannonrennanasns 26
CHAPTER 3:

E-COMMERCE
INGENERAL . ......iiiiiiiiiereerurrouncascnsnesonossancans 27
SECURING ONLINE PAYMENTS . ... ... iiiiitiiiiiriinennnennnnns 28
Methodof Payment .........oivvrniiininerinnnnnnnanennaesns 28
Creditand DebitCards .. ........oovuiiiiiiiiiiiiiienennnes 28
L 47 1 29
BWallets. . ..o ei it ie it ie i ietiacsnsntosnssnesarncns 29
Review the Website Security System. ........ovvvriernerivenennns 29
Secure Your Personal Information .....................o0vun 30
Use aSecure Browser ... .ovvivivronrnneonnersnsvecennconnn 30
EmptytheCache . ... ..ottt 30
COOKIES. ..o ittt ie i it enerrneroraraseenssnensnsnnnns 31
Third Party Cookies . .. ..o viniiinniiinenrnnannenanns 31
Detecting Cookies and Setting Preferences.................... 31
Anonymous Remailers. . .........cvviiiii i 32
PRIVACY STATEMENTS . . ... .ttt it tiienetrinnesononcaanoas 32
InGeneral .. ......ooiiuiiiiinernernnrneennrnraonannnnrnas 32
Elements of a Privacy Statement .........c.ooiverernecnanaennan 32
THIRD PARTY AUTHENTICATION SERVICES . . .. .....ccvviiavvenn, 34
InGeneral .. ....ooiviiiiiinerrnrnrrneneneesnsnsnsnsasnnss 34
TypesofSeals .......c.covmeiiiiiiiiiiiiiiier e, 34
ReliabilitySeals ...........cooiiiiiiiiiiiiiiiiiieiininns, 34
Security Seals ... ... iviiiiii i i i et e 34
VulnerabilitySeals ..........c.civiiiiiieiiiiiiiiaieinn, 35
Privacy Seals. .. ....coiiiii ittt it i i 35
Consumer Ratings Seals ...............cciiiiiiiiiiia., 35
The TRUSTe Seal Program. .........oooevieernnnrenanroennnnss 35

Privacy and the Internet: Your Expectations and Rights Under the Law iii



BBBOnline Seal Program . ........oovvvvviinnernennenenannsns 36

INTERNETAUCTIONS . . o vttt ittt iineet it ennosannaranns 38
InGeneral . ..........ociviivinninass Ciereas Ceree e, R 1.
The Role of the Internet Auction Website ............co0vvunnnn. 38
Secure Your Registration Information.......................... 38
Make Sure Your Transaction is Secure ........ Cieerenean ceeend 39
FilingaComplaint. ... ...........coiiiiiiiiiiiiinninnnns, 40

CONSUMER SENTINEL . .....citiiinirinennrnrsrnasnennansonns 40

CROSS-BORDER CONSUMER INTERNET COMPLAINTS .........c000n 41
E-consumer Complaints—Products or Services........ e 41
E-consumer Complaints—Violations. . ................covvnvee. 41
E-consumer Complaints—Consumer Locations....... R 9
E-consumer Complaints—Company Locations. .. ......vovveven.n. 41
Project COmpPOnents. ... ..ovvvtvverrrreerereerrnensencannnns 42

Public Website ................. P iseretesiaeeees Ceeriaen 42
Government Website........coviuiiirinieierinennsrrensrnnns 42
Filinga Complaint................ et 42
CHAPTER 4:
ONLINE FINANCIAL SERVICES

IN GENERAL............ Chereiriaasereans Cereeanas Cereresans 45

INTERNETBANKING. . ......oovinnnnnennn. Ceteseseereaetanas 45
Protect YOUr PIN ..ottt iiieriinneneenenrannnanens 46
Online Activities. ....... Ceerereaas veeaen Cereirreeieens Voo 46

Online Bill Pagment. . .....oounrvrnnnnrrrrenncnerrnnnnnens 46
Links to Third Party Websites . . ... .......civviiniiannenns, 47
Security Concerns .......vvvvivuiiinnenn st ee e 47

THE GRAMM-LEACH-BLILEY ACT (GLBA) .. ...'vvverrennnnennnnns 48
The Financial PrivacyRule. .. ........ctuiniiiiiiennnnnnn.. 49
The SafeguardsRule ................... cirerieas ciinseesaes 50

Employee Management and Training ..............covuviinnn, 51
Information SYStems . . ... ..couureeinnirreeaneeerrerenenss 52
Storage of Information. ................ccieiiien.s ceed 52
Retrieval and Transmission of Information ................... 52
Disposal of Information. ..........cooirivrinrirernennenn. 53
Managing System Failures. ........ bee e R 53
The Pretexting Protection ... ......oveevrreneerneennnennnnns 54
FILING A COMPLAINT . . ..ottt ittt vt eeiiiieeeeenannnnnnes 54
CHAPTER 5:

PROTECTING CHILDREN’S PRIVACY ONLINE

INGENERAL . . ... .ttt it i eernnsnnnrnens, seras 57

PROTECTING YOUR CHILD'S PERSONAL INFORMATION .............. 57

iv

Privacy and the Internet: Your Expectations and Rights Under the Law



InGeneral. ......ccvuiiiiiniteniinerenseennoneenensonannes 57

Website Privacy Statements ... .....cuovverinenreonnenenaanaanns 58
The TRUSTe Children’s Privacy Seal. .. ..o vvivienevnonnseveenns 58
PARENTAL CONTROLS .......ivutiiiiiiiiietnnincnnsnarsnnnnns 59
Kids (12&Under) ......civuirnnnnnunnnrrneannnnsenernns 59
Young Teens (13-15) ............ Cereererirereens vevenaas .. 60
Mature Teens (16=17). ..o vvvininnneeeernrnnnnnnnneenneenns 60
THE CHILDREN’S ONLINE PRIVACY PROTECTION
ACTOF 1998 (COPPA) . ...ciitiiriiirreeerernneerennanns vere s 60
COPPANOLCOPA . . ..ottt ittt iienatnereatnnanns 61
The COPPARule. .. .....cvvtiii ittt iiiiiiiiineneenn 61
Covered Website Operators. . ......oovvvveinenneenenns veenaa 61
Foreign-Based Website Operators ..........c.ovvivevennnensn 62
Notification Requirements. ..........coiviiivinnnnnenaaennnn. 62
Verifiable Parental Consent. . ........coiviiiinnnninnernenn.. 63
Method of Notification. . . ..........ovvviiiiiininnnnn., 63
Verification of Parental Identity . .............c.ooviiinn.a.. 64
Revocation of Consent. . . .....oovvriinnriennerennnneannas 64
EXCEPUONS. . ...ttt ittt it 64
Teen Websites . .. ..vvnr ittt it eannnn 65
Compliance and Enforcement ............coiiiiiiiiinannna... 66
Filinga Complaint................cooiiiiiiiiiiiiiiinn.. 67
The Safe Harbor Program .............ooiiiiiiiiiinnninnenn. 67
THE CHILDREN’S INTERNET PROTECTION
ACTOF 2000 (CIPA). ..ottt iiiiee i einaneeneeannanonns 68
InGeneral.........coiiiiiiiiiiiiiiiiiiiiiiiiieenannas 68
Internet Safety Policy. ..o, 68
Neighborhood Children’s Internet Protection Act .. ............... 68
CHAPTER 6:
SOCIALIZING ON THE INTERNET
SOCIALNETWORKING . ......oiviitiiiiiiiiienenrienneenns 69
MySpace. ..ot i i e it e 69
Facebook.........ooviiiiiiiiiiiiiiiiiiii i 69
Joint Statement on Principles of Social Networking
SitesSafety. . ... e 70
FIC Social Networking Safety Tips. ..................ooviiit, 71
INTERNETDATING . ... cv ittt iie it iiniinesacnsonsnonnanans 73
InGeneral ...... ..ottt it 73
Background Checks..............coiiiiiiiiiiiiiiiiiia,, 73
Virtual Dating ... ...oottnniiiiiiiiiiiiiiii e, 74
The International Marriage Broker Regulation Act ................ 74

Privacy and the Internet: Your Expectations and Rights Under the Law v



CHAPTER 7:

INTERNET IDENTITY THEFT
INGENERAL . . ..ottt i ettt i ennsnnesnnnnnasss 77
ADDITIONAL PREVENTION STRATEGIES. . ....... ..o, 78
Keep Track of Credit Accounts. . .........cooviiieiieninnnne, 79
UseSecure Passwords . .. ...cooiiitiiniiinnrinniiniennnnns 79
Protect Your Social Security Number..................... NP 79
Secure Disposal of Your Old Computer . ... ...........coovvunnn, 80
IFYOURIDENTITYISSTOLEN ... ... ittt iiiie i inennnnens 81
ReporttheTheft ..., 81
Close YOUr ACCOUNES ... vv'veeinin i enrinnneneecanoneennnnns 81
Contact Credit Reporting Agencies. . ....................00vtnns 81
APPENDICES
1: THE ELECTRONIC COMMUNICATIONS PRIVACY ACT
[PUB. L. NO. 99-508, 10/21/86] . . . . o oot vcvvnanennennsnnaans 83
2: THE PRIVACY PROTECTION ACT OF 1980 [42 U.S.C. § 2000aa]..... 95
3: THE U.S.A. PATRIOT ACT—SELECTED PROVISIONS
[PUB. L. NO. 107-56, 10/26/01] . .« .« oot v et eieeeerennennenenns 99
4: SUMMARY OF FEDERALPRIVACYLAWS .........co0vvrnennnnn 109
5: SUMMARY OF STATEPRIVACYILAWS. . ... ... ...oiiiinnnnnn, 121
6: INTERNET PRIVACY RESOURCE DIRECTORY .............ccvvu. 125
7: THE CAN-SPAM ACT OF 2003—SELECTED PROVISIONS
[PUB. L. NO. 108-187, 12/16/03] . . . .o e e vt e eeeeneianennens 135
8: DIRECTORY OF STATE CONSUMER PROTECTION AGENCIES. . ..... 147
9: SAMPLE INTERNET PRIVACY STATEMENT OUTLINE ............. 157
10: THE AMERICAN EXPRESS INTERNET PRIVACY STATEMENT ....... 165
11: CODE OF ONLINE BUSINESS PRACTICES—SELECTED
PROVISIONS. . .ottt i it e ittt et snaancannns 173
12: DIRECTORY OF ICPEN MEMBER COUNTRIES . ................. 183
13: THE GRAMM-LEACH BLILEY ACT—SELECTED
PROVISIONS [15U.S.C. §6801]......0ivivrrinierennnnnnns 189
14: THE CHILDREN'S ONLINE PRIVACY PROTECTION ACT (COPPA)
[15U0.8.C. § 6501—6500] . ..o vourienerrennnnannnnnnnnns 209
15: CHILDREN'S INTERNET PROTECTION ACT—SELECTED
PROVISIONS [PUB. L. NO. 106-554, 12/21/00]. . . v evvvvunnen 221
GLOSSARY ...t e i e e 227
BIBLIOGRAPHY AND ADDITIONAL RESOURCES .. ...evvvevvnennns . 241

vi Privacy and the Internet: Your Expectations and Rights Under the Law



CHAPTER 1:
SECURING YOUR COMPUTER

IN GENERAL

The “Internet” was initially conceived for military purposes in 1962 as
a decentralized computer network to protect the ability of the military
command to communicate in case of a nuclear attack. It took seven
years to develop the prototype, which initially consisted of four com-
puter networks located at three universities and one research facility.

Since that time, the Internet has grown tremendously. It has provided
the public with a revolutionary tool for marketing, banking and com-
munication. We are able to access all sorts of information and enter-
tainment; perform banking and other financial activities online;
purchase products from all over the world; and even work conveniently
from home or away while still being able to communicate efficiently
with our main office location.

Unfortunately, along with the tremendous advantages the Internet pro-
vides, there are great risks. Internet use opens up a gateway to our per-
sonal information, our security and safety. The Internet enhances the
availability and accessibility of personal identifying information, and
thus creates greater risks for consumers and greater opportunities for
criminal activity.

Registering for online services generally requires the consumer to pro-
vide personal information, including financial information. In addition,
there are many scams being perpetrated on the Internet that fool the
consumer into revealing personal information. Those seeking to invade
the privacy of Internet users, often for criminal purposes, are constantly
seeking to decode the massive amount of data being transmitted on the
Internet.

Privacy and the Internet: Your Expectations and Rights Under the Law 1



SECURING YOUR COMPUTER

In addition, the Internet has become a popular social networking
system for adults and children. There are chat rooms, online dating
services, and virtual reality “cybersocieties” where individuals meet
and socialize with each other in cyberspace. Unfortunately, there are
predators who visit these websites with no good intentions. Thus it is
important for all those who engage in social networking on the Internet
to be aware of potential dangers. This is particularly important for
children who are naive and more likely to be lured into an unsafe and
risky situation.

Therefore, it is crucial that Internet users carefully safeguard their per-
sonal information to protect their privacy and minimize the risk of becom-
ing a victim. As further discussed in this Almanac, securing a computer
and protecting one’s personal information is largely a matter of routine
maintenance. Nevertheless, these procedures are frequently neglected by
the average Internet user, exposing them to a potential disaster.

When an individual signs on to the Internet though an Internet Service
Provider (ISP), they engage in “online communication.” The informa-
tion that they communicate necessarily passes through multiple
computer systems to reach its destination. As the information passes
through the various computer systems, the capability of the computer
system to “capture” and “store” the information exists.

There is no way that anyone using the Internet can be guaranteed com-
plete privacy of the information transmitted online. Nevertheless, as
discussed below, the degree to which one’s personal information is
potentially exposed depends, in large part, on the nature of their online
activity.

INTERNET ACCESS
Dial-Up

Dial-up Internet access is achieved by using existing telephone lines.
A modem is used to connect the telephone line to an Internet Service
Provider (ISP) with whom the user has an account. In rural areas, dial-
up service may be the only way to access the Internet. Unfortunately,
dial-up service is slow and the quality of the connection is inferior.
Internet pages load very slowly and it is difficult to stream media, such
as audio and video content.

Broadband

Broadband Internet access—also known as “high speed” Internet
access—has largely replaced dial-up service for most Internet users.
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