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CHAPTER

1

Introduction

Let’s start at the very beginning,
A very fine place to start

“Do-Re-Mi”!
—The Sound of Music
A. Approach 2
B. Structure 2
C. Tempest in a Teapot—What Is Not Covered 3

Thieves, counterfeiters, name-callers, predators, gamblers, scammers, infring-
ers, pornographers, drug dealers, and spies exist on the Internet just as in any
other arena of human activity. However, investigation and prosecution of
Internet crimes? fundamentally differs from crimes in the “real” world.

If a thief bursts into a store, bops the owner over the head, and runs off
with the till, most legal professionals know how to question a witness, gather
potential evidence, and assess other relevant information. At the very least,
you as the legal professional will know enough to call the local police!

But who do you call if a client is a victim of Internet fraud? Do you have
any idea what type of evidence might exist? Can you thoroughly explain the

1. Lyrics by Oscar Hammerstein.

2. This book uses the phrases Internet crime and Internet criminals to refer collectively to any
type of scoundrel engaged in malicious Internet activity, including those who are, in fact,
criminals. It must be recognized, however, that many of the activities described in this book
are not criminal per se. The terms Internet crime or criminals are convenient labels for all those
who perpetrate scams, torts, lies, infringements, or actual crimes via the Internet.



2 Chapter 1 Introduction

problem to someone else? Probably not. There is a startling gap between our
ability to deal with scams in the real world and our ability to even understand
an Internet scam.

Accordingly, this book is intended to explain the legal implications of
the Internet’s infrastructure and teach you how to look for and interpret the
evidence.

A. Approach

This book is primarily a practical one. The chapters are organized by type of
problem instead of by legal topic as the author feels this is the most suitable
arrangement. Many legal professionals can identify a problem in a general
way (i.e., as defamation or counterfeiting), but may not be able to identify
the wide range of interdisciplinary laws needed for resolutionto resolve a
problem when it occurs on the Internet.

For example, an offer to sell stolen DVD decryption technology is a copy-
right problem (and possibly more) a mere rehash of copyright law is not what
is needed, however. The legal professional needs to understand Internet infra-
structure, to recognize the online and other tools needed to identify the
infringers, to obtain information about jurisdiction, to be aware of the list of
elements necessary to obtain a subpoena, and to have an understanding of
criminal and civil computer trespass laws. This book gathers this constella-
tion of information into sections organized by the general type of problem,
such as theft, defamation, and cybersquatting.

B. Structure

This book begins with a technology chapter called “Basic Investigation.” This
chapter is aimed at those who possess only a basic knowledge of Internet
infrastructure. You will gain an understanding about the Internet’s history,
how its layers work, and how information is distributed and traced. The prac-
tice tips are based on the author’s extensive experience, and provide practical
guidance on how to apply the particular information to daily practice.

Jurisdiction is an overarching issue implicated in a growing number of
investigations—and certainly, almost always in the more complex ones. The
Internet is global. This creates strategic opportunities to use jurisdiction to
the best advantage. These subjects are given prime attention in the second
chapter, “Jurisdictional Quagmire.”



Tempest in a Teapot—What Is Not Covered 3

Each subsequent chapter begins with a scenario, which is the jumping-off
point for specific step-by-step instructions on how to investigate the particu-
lar problem. The scenarios are followed by a subsection discussing the appli-
cable law. Finally, each chapter ends with an analysis of how the investigation
and law come together to resolve the scenario.

At the end of the book are important appendices. The two likely to be the
most important are the glossary and the list of online investigative tools. The
glossary goes beyond standard definitions and provides insight into interpre-
tations in the case law of many of the defined words. The list of investigative
tools is a list of Web sites providing access (sometimes via a subscription) to
information fundamentally important to all investigations.

The resources listed in this book will change frequently, so updated tools
and information are located at www.ecrimetools.com.

C. Tempest in a Teapot—What Is Not Covered

Cyberbullying, denial-of-service attacks, viruses, and theft of an individual’s
personal information often make headlines, but amount to little more than a
“tempest in a teapot” from a legal perspective. These problems simply do not
result in case law. The author believes this is true because despite all the press
coverage, many of these problems often do not lead to quantifiable damages.
This book covers only those problems most likely to arise in civil practice.
Updates to this book will report headline-making problems should any result
in actual claims and case law. eCrimeTools.com, which offers a database of
the cases discussed in this book, will be updated to add developing law.
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