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ABOUT THIS BOOK

This edition of Compilation of State and Federal Privacy Laws
includes citations and descriptions of all of the laws affecting
privacy and data collection that the staff of PRIVACY
JOURNAL can find. The texts of representative statutes are
included in the appendix. The texts of other statutes may be
found in earlier editions of the Compilation. If so, we have
indicated this at the end of the description of the law. If the
full text of the law is in this edition, we have indicated with a
black dot.

To order a copy of previous editions of this compilation
or a subscription to PRIVACY JOURNAL, use the
form on the back page of this book.

We continually publish supplements to describe laws
enacted since the publication of our latest edition of the
Compilation. This is available for $10 from PRIVACY
JOURNAL. This Compilation is best supplemented by a
yearly subscription to PRIVACY JOURNAL, which
monthly reports on new laws as they are introduced and as
they are enacted.

PRIVACY JOURNAL's survey of state and federal laws
affecting the confidentiality of personal information is a con-
tinuing project, just as the development of fair information
standards is an on-going process in each of the state capitals
and in Washington. We began in January 1975 with a
pamphlet of state laws, in response to requests we received
from several of our readers for a compilation of state privacy
laws.

We have collected considerably more statutes in this latest
edition. We do not claim to have found every single state
statute affecting confidentiality; we hope you will notify us
of any we have missed so that we may include them in a later
edition.

We do claim to have amassed the nation’s only single
source of information about confidentiality statutes.

Our hope is to provide a readable book that will give public
interest groups, attorneys, citizens interested in privacy,
legislators, lobbyists, business persons, and researchers an
idea of the diverse sorts of privacy protections that exist in
the 50 states.

There are weak laws and strong laws. Protecting privacy
can involve many things—from Louisiana’s prohibition
against being a “peeping Tom” to Connecticut’s limit of 34
wiretap orders in a 12-month period.

In this edition, we have added laws on drug testing and
AIDS, to reflect recent activity in state legislatures. Laws
concerning acquired immune deficiency syndrome (AIDS)
may be found in sections on Insurance, Medical Records, or
Testing in Employment. There are several new state laws
assuring confidentiality of library patrons’ records. These
will be found in the section on Data Banks in Government.

Laws governing the release of motor vehicle information
may be found in that section as well, although most are listed
in the section on Mailing Lists. Laws restricting employers’
access to, or use of, arrest records are found in Arrest
Records or Employment Records, depending on the empha-
sis. Laws recognizing the confidentiality of communications
between patients and medical professionals are found in
Medical Records, and those affecting other professionals, like
lawyers or clergy, are found in Privileges.

Generally, the first section includes laws that permit the
expunction or correction of individual arrest records, espe-
cially when no conviction results. The section on Bank
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Records describes laws that restrict what a financial institu-
tion can tell outsiders about a customer’s financial affairs.
“Credit Reporting and Investigation” includes laws affect-
ing credit bureaus, consumer investigation firms, debt col-
lectors “credit clinics,” and users of these services. The next
section describes laws, being passed now by just about every
state in response to federal regulations, setting disclosure
and accuracy policies for criminal justice information
systems.

The section on Data Banks in Government includes the
ten state laws that permit an individual to see and challenge
information about himself or herself in government records,
the so-called “Fair Information Practices Acts.” Also listed
are laws, like Kentucky’s and Illinois’, that provide partial
protections along these lines, but are not properly called
“Fair Information Practices Acts.”

The section of Employment Records has especially
changed since earlier editions, because in the interim several
states have enacted laws permitting public and private
employees to inspect (and in a few cases, correct) their own
personnel files. The Medical Records section has expanded
considerably as well, because 18 states now permit a patient
to see his or her own medical records, and a half dozen
legislatures have enacted confidentiality protections for
medical records.

The Miscellaneous section includes laws on the issuing of
stateidentity cards. Under Polygraphing in Employment, we
have listed the states (and the District of Columbia) that
prohibit the use of lie detectors in employment. We have not
included the many court cases and few state statutes that
prohibit the use of lie detector evidence in criminal cases.

The next section includes laws recognizing a right to sue
for an invasion of privacy based on at least one of the four
generally recognized aspects of that tort (listed in “About
Privacy” on the next page). The section on Privileges lists the
state statutes requiring or authorizing communications
between a person and his or her attorney, or doctor, or
clergy, or counselor to be kept confidential.

Limits on disclosure of School Records and rights of
access by parents or students is generally governed by federal
law, except in those states with provisions stronger than the
federal law.

Each state has been cited by title (tit.), article (art.), chap-
ter (ch.) and/or section (sec.) so that you may look it up in a
statute book, generally a revised (rev.) and annotated (ann.)
version, in a law library, or write to the state capitol for a
copy. The local public library will usually have your own
state’s statute books available. We have also printed texts of
representative statutes.

Be advised that court decisions enhance or diminish the
protections afforded by statutes as written by legislators.
Further, regulations drafted by state agencies enhance statu-
tory law. In fact, it is probably in state and federal regula-
tions, which have the force of law, where you will find more
reference to protection of confidentiality—and more
requirements that various kinds of personal information be
recorded. The annotations in most statute books will help in
researching court decisions and regulations. It may be that
one state provides stronger privacy protection by regulation
than a neighboring state does by statute.

Many state laws relating to drug and alcohol, psychiatric,
medical and juvenile records have “boiler plate” language
requiring confidentiality, and many other states have
“freedom of information” or “sunshine” laws that open pub-



lic records to scrutiny but designate certain records (pupil
records or welfare records) as exempt from public disclo-
sure. We have provided only representative samples of these
statutes, to avoid tedium. And because of the universal
nature of the husband-wife and attorney-client privilege,
only a few were included in the category on privileges. In
addition, since most states have uniformly adopted confiden-
tiality provisions in federal legislation to ensure federal fund-
ing for child abuse and parent locator record systems, these
provisions were not repeated.

All states have constitutional provisions similar to the First
Amendment and Fourth Amendment of the United States
Constitution; some have written into their state constitutions
specific language protecting the right to privacy.

Robert Ellis Smith
January 1988

Cover by Ben Carlson



ABOUT PRIVACY

Back in 1890, Mrs. Samuel D. Warren of Boston was
outraged at the press coverage of her parties. This prompted
her husband to team with a fellow law professor, Louis D.
Brandeis, to devise “the right of the individual to be let
alone.” The Warren-Brandeis Harvard Law Review article
on the right to privacy became the fountainhead for later law
and social policy in the United States, a relatively new and
roomy nation where privacy had not previously been a prime
concern.

Later, after becoming a U.S. Supreme Court justice,
Brandeis called the right to be let alone “the most compre-
hensive of rights and the right most valued by civilized men,”
Olmstead v. U.S., 277 U.S. 438 (1928), in dissent to the
court’s holding that wiretaps were not prohibited by the
Fourth Amendment, a decision later overturned.

Courts came to recognize the right of the individual to
recover damages when his privacy was invaded because of
(1) intrusion upon solitude, (2) public disclosure of private
facts, (3) casting one in a false light, or (4) use of one’s name
or image for another person’s profit.

In 1965, the U.S. Supreme Court recognized further that
an individual has a constitutional right to privacy, based on
the Bill of Rights guarantees of free speech and association,
freedom from unreasonable searches and seizures, the right
to remain silent, the right to have one’s house free of soldiers
in peace time and unenumerated Ninth Amendment rights
“retained by the people.” Griswold v. Connecticut, 381 U.S.
479 (1965). The Supreme Court decision in 1973 legalizing
abortions was based on privacy. The courts will recognize
this constitutional right to privacy except when it conflicts
with a specific constitutional right of another (a newsworthy
family’s privacy right does not prevail over a news organ’s
right to publish). In its decision in 1976, the Supreme Court
limited the constitutional right to privacy to ‘‘matters relating
to marriage, procreation, contraception, family relation-

_ ships, and child rearing and education’” and perhaps personal
appearance. Paul v. Davis, 424 U.S. 693 (1976).

The Roosevelt Administration’s New Deal programs
brought with them large-scale government collection of per-
sonal data to determine eligibility (Social Security, veterans
benefits, etc.). Government began to collect even more per-
sonal information in the 1960s to to evaluate effectiveness of
programs.

Private business increased its data collection in the
mid-20th Century as well, in a population relying on credit
purchases (an estimated 55 percent of retail sales are made on
credit), insurance (78 percent of all Americans now carry
health insurance) and mobility (35 percent of all Americans
no longer live in the community where they were born and
thus are not known to merchants).

With the need for more personal information came an
easier way to gather, store and organize it: computers. What
once rested in a manilla folder now could be transferred at

great distances, analyzed more cheaply, stored in a fraction
of the space and retrieved instantaneously. A computer
record can also appear more accurate than it really is and can
be used for decisions about you without any human interven-
tion.

The number of computer data banks became staggering by
the 1970s: Social Security Administration, Federal Bureau
of Investigation, Internal Revenue Service, state motor vehi-
cles departments, National Driver Registry, drug abuse data
acquisition projects, Retail Credit Co., Medical Information
Bureau, Tenant Reference Guide, TRW Credit Data, Educa-
tional Testing Service, state criminal justice information sys-
tems, municipal data systems, Veterans Administration,
military, state welfare departments, corporate personnel
offices, programs for the handicapped, regional mental
health programs, Professional Standards Review Organiza-
tions for health care evaluation, National Parent Locator,
child abuse projects, national church organizations, credit
card companies, telephone companies, Passport Office,
Immigration and Naturalization Service, state university sys-
tems, Medicaid, and more.

Citizens demanded protection. They called it privacy, but
what they really wanted was minimal data collection, accu-
racy, the right to see and correct their own records, notice
before their data was shared with others, and the right to
know which data banks exist.

Common law privacy protections were not enough. The
Fair Credit Reporting Act of 1970 covering credit investigat-
ing companies required, for the first time, that data gatherers
grant access, provide notice, limit disclosure and publicly
announce their data collection.

The Swedish Data Act of 1973, articulating virtually the
same principles and adding a data inspection board to over-
see record-keeping, became a model. The Department of
Health, Education and Welfare’s Advisory Committee on
Automated Personal Data Systems in July 1973 and the Inter-
national Business Machines Corp. in 1973-74 gave their
blessings to the same privacy principles.

Variations on the Swedish law, affecting state government
records, were passed in Minnesota in April 1974 and in Utah,
Arkansas and Massachusetts in 1975, in Ohio, Virginia and
Connecticut in 1976, and have been introduced in at least a
dozen other states. West Germany in 1976; France, Norway,
and Denmark in 1978; and Austria and Luxembourg in 1979
passed privacy laws affecting private and public record-
keeping.

In 1978 Canada enacted a Human Rights provision with
privacy protections for federal records. In the U.S., the
Family Educational Rights and Privacy Act of 1974 required
that federally supported school systems and colleges adopt
the same principles with regard to school records. The same
standards now apply to federal agencies’ records on individ-
uals, because of the Privacy Act of 1974.



ABOUT PRIVACY JOURNAL

PRIVACY JOURNAL, an independent newsletter, has
been published monthly in Washington since November
1974. The Washington Post called it *‘the most talked about
Washington newsletter since /. F. Stone’s Weekly.” A sam-
ple copy is available upon request, and back issues are avail-
able for sale.

PRIVACY JOURNAL also maintains an extensive
research collection of materials about privacy, in each of the
areas cited in this book. For a fee, readers may take advan-
tage of this Washington-based research service and receive
materials as they need them.

During this year and next, many states will be considering
legislation in each of the areas mentioned in this compilation.
PRIVACY JOURNAL will be monitoring those develop-
ments, and so we urge you now to reserve a copy of a future
edition of our compilation of state and federal laws. Simply
send us a note now (see the last page of this book) and we’ll
notify you when a new edition is published.

PRIVACY JOURNAL Publisher Robert Ellis Smith is the
author or Privacy: How to Protect What's Left of It, a
346-page hardcover book describing the personal informa-
tion that is gathered by government agencies and commercial
organizations like insurance companies, credit bureaus,
banks, and mailing houses. It also includes specific advice
on how consumers may protect their privacy in an electronic
age. The book, published by Anchor Press/Doubleday, is
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sold by mail by PRIVACY JOURNAL. The New York Times
called Privacy “an absolutely essential book for our time.”

You may order the following materials from PRIVACY
JOURNAL:

One year subscription

1978-79 Compilation of State and Federal Privacy Laws
($14.50).

1981 Compilation of State and Federal Privacy Laws ($19).

1984-85 Compilation of State and Federal Privacy Laws
(822).

Supplement to the current edition ($12).

Privacy: How to Protect What's Left of It by Robert Ellis
Smith ($11).

Workrights, a complete description of laws assuring indi-
vidual rights of employees ($9.95).

The Big Brother Book of Lists, trivia and anecdotal items on
privacy and surveillance ($6.95).

Celebrities and Privacy, a report on legal protection of
famous persons’ names and images ($14.95).

PRIVACY JOURNAL's Compilation of State and Federal
Privacy Laws was written and edited by Robert Ellis Smith,
publisher of PRIVACY JOURNAL.



CONTENTS

ADGUE THISBOOK w008 s s womes svem sy s 519 5875 30 0000000557 5 a0, S0 A % 6% 7T 0 P A 5018 S0 3% iid
ABOUL PIIVACY 50w st mom was s sswie wisrs arois oo s a3 08 610 S0 oo s 8 5000 6 600 S0 5108 S0 9% B8 B 48 8 v
About PRIVACY TOURNAL ; s s 08 si6s s s scom s s, a7 06 s 9016 0058 1450 5067 i §0058 908 0033 w1 a6 vi
Chart:of State and Federal LAWS i s s svnaa s s st viom 5655 08 5,55 40508 050 5 500 5958 5,558 5,800 5550 55 5595 543 30 2
State and Federal Laws Described
g L A 1) ¢ 3
Bank Records. ......ooovviiiiiiiiiiii i s 5
LT T T —— 7
COMPULET CRIME xasmsvormss oo sisms s Ws s oo S35 450 56 76 S8 558 H5R H55 0 FO R O SR S TS 8
Credit Reporting and Investigation (Including Credit Services and Credit Repair) .................. 10
Criminal Justice Information SYStemS ..........ovviiiiiiiiiiniiii i i 12
Data Banks in Government (Including Library Records) ...........oovvvieiiiiiiieiiiiiinnneennns 14
Eniployiient RECOTdS!: sunotsmiiontimmabeosts oyt vt S 565 208t 2o S5 83 2o S S5 S oo 5 17
INSUTATICE ROCOTAS useiviarsissvassrosmssisssisstiessysiomsissssorsss oiminion 5o 4108 Vo1 H06 SL0T5H3,6 14l SLR0FHEIoTe LATR) 0908 A 3 5 19
Mailing Listsis s snssommsansmsns imeme s i s o 5 e som oo 5 i 506 5l 5o Tan Sow e 20
Medical Records (Including AIDS Confidentiality)..........covvuunniiiinrrnnnanns 21
MiSCEHATIEONIS]  iune s mintindn ot St sure Sl et s s s e s o S S e e St S S Sl SRR TS 25
Polygraphing it ERMPIOTIENE .. suss s msnusmmaamsamssaraposs Somaes sop 5o 56 i 165 56 565 56 50575 26
Privacy Statutes and State Constitutions (Including the Right to Publicity).................oeeunns 28
Privileged Communications;: uu sus sos s s sms s sm .m0 5 i 5 565 530 556 565 9958 80 1o €9 w8 30
SCHOOLRECOTAS s aiwis s asss s oo 58535557055 37657 w05 oo to i aioiocoimsacs o436 ot sinie ks wio 1wl sl sbi 31
Social Security NUMDEIS ... ..vveeeiittt it e e e e e e 33
D 0 17 R}
TeleDhone SOUCIEAtIONS s 5w s e st camnie o5 Eors SO S T A6 55 SO0 S 950 s 1'% 36
Testing in Employment (Urinalysis and Blood TeSts).........vveeeeiniineeeiinnieeeiiinnneeeinns 37
B 1 38
Appendix—Texts of Representative Statutes
California Credit Services Act of 1984. . ....oviiiiiiiiiii i et 41
Georgia Law on Collection of Insurance Information ..............coovveeiiiinineeeiiinnnneenns 46
California AIDS Public Records Confidentiality Act .........c.vvveviiiiiieeiiiiiiieeeiiiineeneens 63
Florida Law on Confidentiality of AIDS TeStS ......vveeeeriiieeeeiiiiiieeeiiiieeeeeiiinneeenns 64
Massachusetts Law on Polygraphs in Employment ..., 66
Tennessee Law on Polygraphs in Employment..............ccoiiiiiiiiiiiiiiiiee i, 67
Califorma Law on Right 1o PUBMCIEY . o ws s sies sio arsn ssmwisssiromnisss oot uimyooioisios sty sioss S aimss 70
Tennessee Law on Right to Publicity ...........ccovviiiiiiiiiiii e, 72
Michigan Law on Telephone Solicitation ............covviiiiieeiiiie i eiiiiaeeeenns 74
Texas Law on Telephone SolCItation . ......vuvveeieieiiiiiiieiiiiiiiiieeeeieeeaeann, 75
Minnesota Law on Drug and Alcohol Testing of Employees .........covvviiiiiiiiiiiiiiiinnnnnnns 76

Vermont Law on Drug Testing of Employees ..........c.ccovviiiiiiiiiiiiiiiiiiiiiiiiiinnnn. 94



CONTENTS

ABOUE ThIS BOOK . o:ecesrcssinivrsse st ssmsainte sl o s'sim s sists srste st +65s wisloroit owasaieioriiaco miahmtosonssssoiararoratorealssoials il
DOt P TV AC v 157 7t ST, 0 o ST S VAT SRS ST e S0 Vo S ol s v
About PRIVACY JOURNAL . . . .ottt ettt et e et e ettt e et e eae e e e e e e aneeeas vi
Chattiof:-Stateand Federal LAWS! suomssmsnissumntsnsios vt semas 5o s o5 500 s s S @ nes e 2
State and Federal Laws Described
ATTEStRECOTAS: ; siuun smorms srs s @i om e e s s S S S Vals e S AS8 G000 8% s S ot 3
BankiRecords. . sus wusammansmsnannannes sin i sis ass Bediassin bies S R S wed A B SRR R EAE 5
Cable| el EVIBIN o0 5555 A RA ISR A R R R RIS NI SR Thh s 518 s A8 ST AR 7
(00001 1S 03 ¢} 1 T 8
Credit Reporting and Investigation (Including Credit Services and Credit Repair) .................. 10
Criminal Justice Information;SYSIEmS: . .usssnemmassnmsnmmmmuss ensvssenseamms s v sewm a5 55 12
Data Banks in Government (Including Library Records) ...........covvveiiviiiiiiiiiinnnneennnns 14
Employment ReCords........ovviiiiiiiiiii s 17
InSUrance RECOTAS .......uvurtee et e e 19
Mailing LiStS .o vvvetttiiiii 20
Medical Records (Including AIDS Confidentiality) . .........c..vveviiineeeeriiniieerriinnneeennns 21
IMISCEIIANEOUS io:c siars s s st s s a5 7 78 40 B8 00 G308 O AR A B TR AR 6 1018 ST TR M8 ISR 25
Polygraphing i EMPIOYMENE, < css s siois s v sies sinbiois snbmmsbasims b oias anssna s nns au e 26
Privacy Statutes and State Constitutions (Including the Right to Publicity)...............covvuunn. 28
Privileged CommMUNICALIONS . . ...t vvttie ettt ettt ettt etiiee e et e eeiieeeeeernnnaeeeeennns 30
SCHOONRECOTAS: 5,510 w10 st 08 5565 s A0 P08 8 08 00 590 P8 0 S8 S R e R S i AL 31
Social SecuribyINUMDEES: s i s s i s s sam s vros wvia 5000 550 FR8- 1650 S0 S50 SIS e i 33
Tax RECOTUSS seom arem smers wwo v wote i 700 06 €450 59 500 30 SRS S R S S R S S o 34
Telephone SOHCItAtION. . ...\ vttt e ettt ettt e e e e e et e e iae e e eniaaeeeennes 36
Testing in Employment (Urinalysis and Blood Tests)........ovveeiiiiiiiieneiiriiiiineeenennnn. 37
L G 38
Appendix—Texts of Representative Statutes
California Credit Services Act of 1984 . .....oiiiiiiiiiiiit i aeeeeee 41
Georgia Law on Collection of Insurance Information ................cooiiiiiiiiiiiiiiiiiiinnns 46
California AIDS Public Records Confidentiality Act ...........ccoviiiiiiiiiiiiiiiiiiiiiiieins 63
Florida Law on Confidentiality of AIDS TeSts .....covvvviiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiinns 64
Massachusetts Law on Polygraphs in Employment................ooooiiiiiiiiiiiiiiiiiiiii, 66
Tennessee Law on Polygraphs in Employment............oooviiiiiiiiiiiiiiiiiiiiiiiiiiiiinns 67
California Law:on Right to Publicity:s sss.ces e sss wonmnn ses sepsnmvsmanmsansmosnpsspoessesses 70
Tennessee Law on Right to Publicity ...........ooevveiiiiiiiiiiiiiiiii i 72
Michigan Law on Telephone Solicitation ..............oooiiiiiiiiiiii i 74
Texas Law on Telephone SolCItation ........oovvieiiiiiiiieiieiiiiiii s 75
Minnesota Law on Drug and Alcohol Testing of Employees .............ccoovviiiiiiiiiiinn 76

Vermont Law on Drug Testing of Employees ..........cccovvviiiiiiiiiiiiiiiiiiiiiiiiiiiii, 94



SESSESSS OSSNSO OSSN FOEHRNH MR TRENRNASS aHNSE St N

sdejaualm
JuawAodul | SNS S S ~ e > % ~> oS
uL burlsay
uoLje3lLdL|os SN S O S S ~ ~ 3 ~ ~ S>>
auoyda|ay
~ ~ ~ s >~ s
SP40234 Xel > >~ > S RN S WA S WRTENSS =
sJdaqunu e >~ 5 ~ ~ % ~
A314n28s |[eLD0S
Sp4023d [00YIS S SRS ~ S S OSSSSSSSS T OSSS S OSSSSSS S S NN NSRS
sabafLAtag | > pe e L O S S SHARSURAEE. SASS WS S RS WS S
SUOLINIL3SUOD 33B3S
b a S
/sa3n3eds AoeALid S S NN S SSS S ~ S SSS S S OSSN S
JUBWAOLAUR | LSS >SS SSSS S SRR BRI SN WRARRS ARRSRSSS
uL Butydeabhog
snoaue| 39S LW > > S el L ~ ~ ~ Sl S &

SPU0234 1BIEPA [ > IHIZZZZ TS TSI ZZSSSSSSEES SSS OSSSSSSSS OSSSSSSSSSSS

S3SL| buiptey > 2 T S = S = = W N = % 5
@oueunsu] >~ > o TR ~ S WA ~ ~ B ~

Sp4023a4 Judwko dw3 W™ W W W W S S e Ry NS NS O8N N & %%
JudwuLdA0y iy —_ P —_ — P e

ut syueq ezeg | >>S>EcS>T > SESSSSSST SESESSSSSS CENNINSSSSS S 8> S>3

SwWa3sAS UOLIeWAOSUL

aouasnf feupwgay | RS WSS SN RSN WS RO R RSN |OTR N ORSS ~

piae m:.p.u.wwwww._wmww“w S S S S WSS ~ = N 5 e TS ™

BWLUD uAINAWO) [ S>> NS TR RRERS, SSSERSEA SN A RS RS S AR NN WA s

a1qey ™ S ~ 2" > ™

SP40334 jueg | N~ = N ~ ICREEN R 5 O S ~3< C 5 = ~
SP40234 3S344y %N B ORNSHSS NSNS S ST S S T G S S SEOETEROE TR N RROES

s g £ e o
£ . £z ouE2 °
s EDRS E] = 235,88 £52¢ -5
S o _.8g4028 o 4 _9&a ] S 5% 8 §5c
= 208 - .o E3%x 2533 §oc
5l Boe8E8g8Rgn. ne 4SE BE535 R R8E508 E 2208 cobSies
2 EEoSE3eo8o5 88832233 7828325¢8¢ c£ ,8888sc8g . EE5L 858
: awiukmmmmmammmmnmwmnw.mrm.m.m.m.unbvwwwwnn.mlawmwmmmumammumrm
3 22522888 88C2EPSEES9982225555233338333535588332852352=520

cSignificunf court decision affecting privacy.

%air Information Practices Acts.



ARREST RECORDS

Alabama—An individual may have access to his or her
criminal record. Ala. Code 41-9-643.

Arizona—Any person wrongfully arrested, indicted or
otherwise charged may petition superior court for an entry of
notation upon any and all records that that person has been
cleared. Ariz. Rev. Stat. sec. 13-1761.

California— Whenever a person is acquitted of a charge
and it appears to a judge that the person was factually inno-
cent of the charge, the judge may order the records in the
case sealed and later destroyed. The person may then state
that he was not arrested. Cal. Penal Code sec. 851.8. Rec-
ords of arrest, records prior to 1976 may be destroyed upon
petition toa court. Cal. Health & Safety Code sec. 11361.5.

Law enforcement agencies may not disclose criminal his-
tory information with the intent of affecting a person’s
employment prospects. Cal. Labor Code sec. 432.7(f)(1).
Public and private employers may not inquire into arrests of
applicants, nor may public agencies inquire into arrests on
applications for a license, certificate or registration. Cal.
Labor Code sec. 432.7 and Cal. Bus. & Prof. Code sec.
461. Nor may auto insurers inquire. Cal. Ins. Code sec.
11580.08. Mere detentions, not regarded as arrests, must be
accompanied by a record of release and the individual is
entitled to a certificate labeling the incident a detention. Cal.
Penal Code 851.6(b).

For a complete description of the state’s laws on arrest
records, see Loder v. Municipal Court, 17 Cal. 3d at 869
(1976).

Colorado—Any person may petition the appropriate
court to seal his or her record, except for basic identifying
information, if the person is not guilty of an additional crime
within a certain number of years. Employers and educa-
tional institutions may not inquire about sealed records.
Colo. Rev. Stat. sec. 24-72-308.

Connecticut—State law mandates erasure of all court
and police records of arrests, including photos and finger-
prints, of persons acquitted, pardoned, dismissed or not
prosecuted. Conn. Gen. Stat. Ann. sec. 54-142a. See also
Employment Records.

Delaware—For $5, a person may receive a copy of his
or her Delaware criminal history record: Del. Code tit. 11,
sec. 8511(4). There is a procedure for expunging records.
Tit. 11, sec. 4371.

A court may order destruction of a record if there is no
conviction and there is no prior record. Tit. 11, sec. 3904.

District of Columbia—Police records of complaints are
open to public inspection and the police commissioner may
order obsolete records destroyed. D.C. Code sec. 4-131.
There is a right to expunge by court order.

Florida—Fla. Stat. Ann. sec. 901.33 provides a right
for the expunction of arrest records of acquitted or released
persons. [See 78—79 book.] Illegal to discriminate in public
employment on the basis of a prior conviction unless it is
directly related to the position sought. Sec. 112.011.

Georgia—Arrest information may be disclosed to certain
employers and others, but an individual rejected on that
basis has a right to be told of the information disclosed. Ga.
Code Ann. sec. 35-3-34.

Hawaii—“The attorney general, upon application from

a person arrested for, but not convicted of, a crime, shall
issue an expungement order annulling, canceling, and resci-
nding the record of arrest.” The record must then be placed
in a confidential file in the attorney general’s office or erased
from magnetic tape or computer memory, to be seen again
only under court order. The individual is provided a certifi-
cate of annulment and may answer inquiries about an arrest
record in the negative. Haw. Rev. Stat. 831-3.2. An indi-
vidual may not be denied a state job nor license to do
business solely because of a criminal conviction. Govern-
ment employers and license issuers may not use arrest rec-
ords for which no jail term may be imposed. Other convic-
tions may be considered if job-related. Haw. Rev. Stat.
831-3.1.

Illinois—A person charged but not convicted may petition
a court for expunction of the arrest record. Criminal records
are generally not public. Ill. Ann, Stat. ch. 38, sec. 206-5 and
206-7. Ch. 68 sec. 2-103 makes it a civil rights violation to
inquire whether a job applicant has ever been arrested. A
distinction is drawn between arrests and convictions.

Indiana—Upon written request of an individual with no
prior arrests and no other criminal charges pending, a law
enforcement agency must destroy or return fingerprints and
photographs connected with an arrest in which no charges
were pressed. The agency must also request any other agen-
cies to which it has sent the arrest materials to do the same.
And no record of the arrest may be kept in an alphabetical
file. IC 35-4.8.

Kentucky—Individuals have access to their own arrest
records. Ky. Rev. Stat. Ann. sec. 61.884.

Louisiana—La. Rev. Stat. Ann. sec. 44:9 provides for
the destruction of misdemeanor records for persons later
acquitted or released.

Maryland—An individual may answer arrest record
inquiries in the negative if acquitted, not prosecuted or dis-
missed and if he had petitioned a court to seal his record—
either three years after the arrest, or if earlier, when he
waives his right to civil claims arising from the incident. An
employer may not fire a person if he discovers such arrest
information. Md. Ann. Code art. 27, sec. 735-741 and art.
27, sec. 292(a).

Massachusetts—Employers must notify applicants that
they may respond “no record” if they have been arrested but
never convicted; if they have not been convicted within five
previous years and have only misdemeanors more than five
years old on their records; or if they have only one conviction
for simple assault, traffic offenses or drunkenness (mis-
demeanors). The law applies also to university admissions
applicants. Offenders may have criminal records sealed 15
years after release for a felony, 10 years after release for a
misdemeanor. Mass. Gen. Laws Ann. ch. 276, sec. 100
A-C. First convictions for marijuana and other drug offenses
may be sealed under certain circumstances. Ch. 94C, sec.
34.

Michigan—See Employment Records.

Minnesota—Records of arrests without conviction, con-
victions that have been expunged, and misdemeanors with-
out jail sentences shall not be used by the state in connection
with any application for public employment or license.
Minn. Stat. Ann. sec. 364.04.



Missouri—Arrest records are to be sealed if no charge
is filed within 30 days. They are then unavailable to the
public. Mo. Ann. Stat. sec. 610.100.

Nevada—Fifteen years after release from custody for fel-
ony, 10 years after release for gross misdemeanor, 5 years
after release for misdemeanor an individual may petition
court to seal all records. Nev. Rev. Stat. sec. 179.245.
Thirty days after acquittal or dismissal of charges a person
may petition for sealing. Sec. 179.255.

New Jersey—Person convicted (except for serious of-
fenses) may petition a court, ten years later, to expunge the
record, if there is no law enforcement objection. N.J. Rev.
Stat. sec. 2A:164-28.

New Mexico—Criminal records of arrests not followed
by valid conviction and misdemeanor convictions not involv-
ing moral turpitude shall not be used, distributed or dissemi-
nated in connection with an application for any public em-
ployment, license or authority. Convictions may be consi-
dered but are not a bar to employment. N.M. Stat. Ann.
sec. 28-2-3.

New York—Upon termination of a criminal proceeding
against a person in favor of that person, all records are sealed
unless the district attorney shows the court cause not to, or
the person applies for a gun license. It is an unlawful discri-
minatory practice to inquire about the proceeding. N.Y.
Crim. Proc. Law sec. 160.50 (McKinney). Marijuana mis-
demeanors shall be sealed by a court, even if there is a dis-
missal. Sec. 170.56.

It is unlawful for an employer, insurance company, or
credit bureau to inquire into an arrest that resulted in a
favorable outcome for the individual. N.Y. Exec. Law 296.16.

Ohio—TFirst offenders may petition a court for expunction
of convictions after release. Ohio Rev. Code Ann. sec.
2953.32. Applicants are not to be asked about expunged crim-
inal records. An applicant may respond in the negative if an
employer or licensing body asks about expunged or sealed
criminal records. Sec. 2953.43. Similar requirements apply
to juvenile records. Sec. 2151.358 (I) and (J).

Oregon—First offenders may petition the court after
release for the conviction to be set aside so that it is “‘deemed
not to have ocurred.” Or. Rev. Stat. sec. 137.225. An
employer must notify a person before getting access to crim-
inal records. 181.555(2). Arrest records are not subject to
disclosure if there is a good reason to delay. 192.500(1)(c).

Pennsylvania—Arrest information may not be used for
licensing. Only criminal information relevant to the em-
ployment may be used in hiring decisions, and the applicant
shall be notified when this is done. Pa. Stat. Ann. tit. 18, sec.
9124.

Rhode Island—State law requires destruction, within 45
days of acquittal, of any fingerprints, photographs, and other
records of the accused taken by law enforcement. R.I. Gen.
Laws sec. 12-1-12. An employment application form may
inquire into convictions, but not arrests. 28-5-7(7).

South Carolina—Arrest records and accompanying fin-
gerprints and mug shots shall be destroyed if no conviction.
S.C. Code sec. 17-4.

Tennessee—Upon petition toa court, arrest records may
be destroyed if there is no finding of guilt, but “non-public”
law enforcement records remain. Tenn. Code Ann. sec. 40-32-
101. See also 40-15-106.

Utah—Arrest records may be sealed one year after a
charge has been dropped. An individual not convicted within
five prior years may petition a court to expunge a prior con-
viction. Utah Code Ann. sec. 77-35-17.5.

Virginia— Similar to Maryland’s law. Code of Va. 19.2-
392.4(A).

Washington— An individual may ask a court for destruc-
tion of records after release or acquittal. Wash. Rev. Code
Ann. sec. 43.43.730.

West Virginia—An individual is entitled to have re-
turned to him arrest records, fingerprints and photographs
in state files, if he is acquitted. W.Va. Code sec. 15-2-24(h).

Wisconsin—Employment law prohibits inquiring into ar-

rest records, except for bonding. Wis. Stat. Ann. sec.
111.335.



BANK RECORDS

Alabama—A bank shall disclose financial records of its
customers pursuant to a lawful subpoena, summons, war-
rant, or court order issued by or at the request of a govern-
mental agency. No bank shall be held civilly liable or crimi-
nally responsible for disclosure of financial records pursuant
tosuch legal process when it appears on its face to be valid. A
note to the law says that customer records should be dis-
closed only upon legal process. Ala. Code 5-5A-43.

Alaska—All books and records of savings and loan asso-
ciations pertaining to accounts and loans of members shall be
kept confidential. Alaska Stat. sec. 06.30.120. Bank
records are confidential and shall not be made public except
by court order, as required by state or federal law, when
authorized, or to holder of negotiable instrument. As
amended in 1976, when disclosure is required the depositor
must be notified unless disclosure is made under a search
warrant. Sec. 06.05.175.

California—Bank customer is entitled to a 10-day notice
before a state investigator can obtain records about the cus-
tomer’s financial affairs from the bank. Notice not required if
judge determines that law or state regulation has been or is
about to be violated. Cal. Gov’t Code sec. 7460. Amended in
1978 and 1979.

Connecticut—A customer’s records may not be disclosed
by a financial institution without legal process or other spe-
cifically listed circumstances. Conn. Gen. Stat. Ann. sec.
36-9j.

Florida—Milohnich v. First Nat'l Bank of Miami
Springs, 224 So. 2d 284 (Fla. 1969), states a rule of
bank secrecy except to comply with government orders or to
exchange credit data.

The state may require banks operating electronic funds
transfer systems to inform customers of their protection poli-
cies including “protection against wrongful or accidental dis-
closures of confidential information.” In its annual report, a
bank must “disclose procedures for the protection of a cus-
tomer’s privacy and confidentiality of account information
and discuss who has access to a customer’s account informa-
tion and under what circumstances.” Social Security num-
bers may not be used as a personal identifying number in
electronic systems. Fla. Stat. Ann. sec. 659.062.

Idaho—Peterson v. Idaho First Nat'l Bank, 83 Idaho
578, 367 P.2d 284 (1961), says the bank, as the cus-
tomer’s agent, owes a duty of confidentiality.

Illinois—Bank disclosure of customer information is pro-
hibited without customer authorization, a subpoena or
regulatory agency request, or credit exchange. $1000 fine.
IIl. Rev. Stat. Ann. ch. 16%, sec. 148.1.

Towa—Satellite terminals or data processing centers are
not to permit any person to obtain information concerning the
account of any person with a financial institution, unless
such information is essential to complete or prevent the com-
petion of a transaction then being engaged in through the use
of that facility. lowa Code Ann. sec. 527.10.

Louisiana—Financial institution or credit card company
may release personal credit or financial information only
under subpoena with advance notice to the customer, except
for exchanges among credit grantors and other businesses
and for non-tax law enforcement investigations. La. Rev.
Stat. Ann. sec. 9:3571.

Maine—Bank records are confidential, except for match-
ing of government records, for supervisory audit, with con-
sent of the individual, or by legal process. 9-B Me. Rev. Stat.
161.

Maryland—Fiduciary institution may not disclose any
financial records unless customer has authorized disclosure
or unless records are subpoenaed; subpoena must be directed
to institution and customer 21 days prior to disclosure, Md.
Ann. Code art. 11, sec. 225.

Massachusetts—No person may (1) condition the exten-
sion of credit on participation in an electronic fund transfer
system, (2) require a consumer to accept an electronic fund
transfer service or establish an account as a condition of
employment or receipt of government benefits, or (3) con-
dition the sale of goods or services of a customer’s paying
by electronic means. A provider of EFT services may not
disclose customer information except to the customer or
with his authorization, to a party to the transaction, to gov-
emment regulators, to auditors, to a consumer reporting
agency, to the representative of a collection agency, or pur-
suant to legal process. There must be “reasonable proce-
dures” to prevent unauthorized disclosure. Mass. Gen. Laws
Ann. ch. 167-B-7. Banks are required to disclose, when
requested by the state, the amount of deposits held by a
recipient of, or an applicant for, public assistance. Fine of
$50. Mass. Gen. Laws Ann. ch. 18, sec. 15.

New Hampshire—No state or local investigator may get
“financial or credit” information about an individual from a
financial institution or credit reporting agency unless
“described with particularity and consistent with the scope
and requirements of the investigation.” N.H. Rev. Stat.
Ann. sec. 359-C.

New Jersey—Brex v. Smith, 146 A. 34 (Ch. N.J. 1929),
says “unauthorized prying” into a bank account is a tortious
invasion of privacy.

North Carolina—Sparks v. Union Trust Co., 256 N.C.
478, 124 S.E. 2d 365 (1962), implies that bank deposi-
tors have a right of confidentiality.

Oklahoma—*“A financial institution is prohibited from
giving, releasing or disclosing any financial record to any
[state] government authority unless it has written consent
from the customer for the specific record requested; or it has
been served with a subpoena” and a copy of the subpoena is
served on the customer before it is served on the financial
institution. The customer has 14 days to challenge the de-
mand for his or her financial records. Okla. Stat. Ann. tit.
6, sec. 2201-2206. [See 1981 book.]

Oregon—State law prohibits a financial institution from
disclosing customer information to a state or local agency,
unless there is a suspected violation of law, unless the cus-
tomer consents, or unless the government follows proce-
dures similar to those in the federal Right to Financial Pri-
vacy Act. Or. Rev. Stat. sec. 192.550.

Utah—Any bank may report to any other bank or credit
reporting agency in the state that an “unsatisfactory demand
deposit account has been closed out.” No liability for any
error or omission in such reports. Utah Code Ann. sec.
7-14-1.



Federal law—The Tax Reform Act of 1976 requires that
the Internal Revenue Service provide a customer 14 days’
notice when it issues an administrative summons to see his
records at a bank or other financial institution. After receiv-
ing this notice, the customer then has a right to intervene in
any proceeding with respect to enforcing the summons and
may suspend compliance with the summons if he notifies
IRS and the bank within the 14-day period. In that case, a
federal district judge will decide on whether to enforce the
summons. The court may allow IRS to waive the notice
requirement in exceptional circumstances. The new law also
requires IRS to notify a court when it seeks the financial
records of a class of persons under a “John Doe” summons
without specific names. Credit unions, consumer reporting
agencies, credit card companies, brokers, attorneys and
accountants are subject to these same provisions when they
are holders of a third party’s business records. 26 U.S.C.
7609. [See 78-79 book.]

Under the Right to Financial Privacy Act of 1978, nearly
all federal investigators must present proper legal process or
“formal written requests” to inspect the financial records of
an individual kept by a financial institution, including a
credit card company. The federal agent must give simulta-
neous notice to the individual, who then has an opportunity
to challenge the access. An amendment in 1979 relieved
financial institutions of the responsibility to notify customers
of these protections. 12 U.S.C. 3401. [See 1981 book.]

The Electronic Fund Transfer Act, effective May 1980,
requires institutions operating electronic banking services to
inform customers of the circumstances under which auto-
mated-banking account information will be disclosed to third
parties in the ordinary course of business. 15 U.S.C.
1693c(a)(9). See also 12 C.F.R. 205.10.



CABLE TELEVISION

California— State law prohibits a cable television corpo-
ration from using any electronic device to record, transmit,
or observe events inside a subscriber’s premises and from
disclosing any information regarding a subscriber, without
consent. Companies may sell simple lists of subscribers and
addresses if they permit a subscriber to be deleted from such
lists. Customers have a right to inspect and correct informa-
tion about themselves. Cal. Penal Code 637.5. [See 1984-85
book.]

Connecticut—It is illegal to install a device to observe or
listen inside a residence without the knowledge or permis-
sion of the cable television subscriber; to release subscriber
lists unless subscribers have a chance to delete their names;
to disclose subscribers’ viewing habits without consent; and
to install security scanning devices without express written
consent. Conn. Gen. Stat. Ann. 53-421.

District of Columbia—A provider of cable television
services shall not install any equipment that permits trans-
mission of an aural, visual, or digital signal from the sub-
scriber’s premises without written permission of the sub-
scriber. “The franchisee shall exercise the highest possible
standard of care in protecting the privacy of data in its
possession with respect to an individual subscriber’s finan-
cial transactions, viewing selections, and utilization of other
computer-based interactive services. This individual sub-
scriber data shall not be subject to subpoena or other com-
pulsory process.” D.C. Code sec. 43-1845. [See 1984-85 book.]

Illinois—It is unlawful for a cable company to use equip-
ment that would permit observation or listening inside the
household; to provide any private or public organization

with a list containing the name of a subscriber, unless prior
notice is given subscribers; to “disclose the television view-
ing habits of any individual subscriber” without consent; or
toinstall any scanning device within a home without written
consent. Ill. Ann. Stat. ch. 38, sec. 87-2 [See 1984-85 book.]

Wisconsin—Every cable TV connection must have a
device allowing the subscriber to shut off completely any
reception or transmission. “No person may intrude on the
privacy of another” by, without consent, monitoring use of
a subscriber’s equipment, disclosing names or addresses that
describes behavior or viewing habits, conducting covert re-
search over the system. List may be disclosed if the sub-
scriber has a “negative check-off” option to be deleted.
Wisc. Stat. Ann. 134.43. The wiretap law covers cable com-
munications. 968.27(1). [See 1984-85 book.]

Federal law—Cable operators must abide by a code of
fair information practices and provide a subscriber with the
opportunity to limit disclosure of name and address for mail
solicitation and similar purposes. In no case may a cable
television company release viewing choices, retail transac-
tions, or other personally identifiable information, without
written or electronic consent. A subscriber may check
information on file about him or herself for accuracy.
Aggrieved individuals have a right to sue for damages. A
governmental entity may obtain personally identifiable in-
formation only pursuant to a court order based on clear and
convincing evidence that the subject of the information
sought will be material evidence and if the subscriber has
had an opportunity to be heard to contest the government's
claim. 47 U.S.C. 551, enacted in 1984 (P.L. 98-549).



COMPUTER CRIME

Alabama—The Computer Crime Act punishes offenses
against intellectual property - accessing, communicating,
examining, modifying or destroying computer data without
authorization. Unauthorized disclosure of data is a crime.
Ala. Code 13A-8-101.

Alaska—“Property” in the criminal code includes “intan-
gible personal property including data or information stored
in a computer program, system, or network.” Alaska Stat.
sec. 11.81.900(b)(44).

Alas. Stat. sec. 11.46.200(a) was amended in 1984 to define
the unauthorized use of computer time as “theft of services.”

Arizona—State law defines types of crimes using compu-
ters and makes them punishable as felonies. Ariz. Rev. Stat.
sec. 13-2301E. Also, 13-2316.

California—It is a crime “to intentionally access . . .
any computer system or computer network for the purpose
of devising or executing any scheme or artifice; to defraud
or extort or obtain money, property or services with false
or fraudulent intent, representations, or promises; or to mali-
ciously access, alter, delete, damage, or destroy, any com-
puter system, computer network, computer program or
data.” Cal. Penal Code sec. 502.

Publishing a Personal Identification Number (PIN), pass-
word, access code, debt card number, or bank account
number is a crime. Penal Code sec. 484j.

Colorado—This law, similar to Florida's, creates a Class
3 misdemeanor for computer crimes. Colo. Rev. Stat. sec.
18-5.5-101.

Connecticut—Computer crime is a misdemeanor or a
felony, depending on the dollar amount involved. Conn. Gen.
Stat. Ann. sec. 53a-250.

Delaware—Accessing a computer system for defrauding
or obtaining money or services is computer fraud, and inten-
tionally accessing, altering, destroying or attempting todo so
for an improper purpose is computer misuse, both felonies.
Del. Code tit. 11, sec. 931 to 939.

Florida—It is a felony to commit offenses against intellec-
tual property; against computer equipment or supplies; or
against computer users. The law prohibits willful modifica-
tion, destruction, and disclosure. Fla. Stat. Ann. sec. 815.01.
[See 1984-85 book.]

Georgia— Accessing or attempting to access a computer
system owned by the state or under state contract or owned
by any business is punishable by a fine and up to 15 years.
Ga. Code Ann. sec. 16-9-90.

Hawaii—Computer fraud is a felony or misdemeanor
depending upon the amount of money or damages involved.
Computer fraud includes accessing a system with intent to
defraud or to obtain money, get credit information, or intro-
duce false information. Also, to wrongfully damage or
enhance the credit rating of any person is a crime. Unautho-
rized computer use is a separate crime. Haw. Rev. Stat.
708-890.

Idaho—The law distinguishes between accessing or alter-
ing information with fraudulent purposes (a felony) and
access only (a misdemeanor). Session Laws of Idaho 1984, ch.
68, p. 129, adding Idaho Code sec. 18-22.

Illinois—Without the consent of the owner, it is illegal to
alter a computer program, to access a system, or to obtain
uses or benefits from it. There is a civil right of action for
victims of computer crime. Ill. Rev. Stat. Ann. ch. 38, sec.
16-9, as amended in 1983.

Indiana—A person who knowingly alters a computer
program or data that is part of a system commits the felony of
computer tampering. A person who accesses a system with-
out consent commits a misdemeanor. IC 35-43-1-4.

Iowa—The computer crime law was effective July 1,1984.
Towa Code Ann. sec. 716A.

Kansas—"Willfully exceeding the limits of authorization
and damaging, modifying, altering, destroying, copying, dis-
closing or taking possession” are crimes, as well as using a
computer to defraud or to obtain money fraudulently. Kans.
Stat. sec. 21-3755.

Kentucky—Fraudulently accessing a system to defraud,
toobtain money or services, or to alter, damage, or attempt to
alter information is a felony. Access for the sole purpose of
obtaining information is a misdemeanor. A person is guilty of
“misuse of computer information” when he or she receives,
conceals, or uses any proceeds from an act in violation of the
law (or aids another in doing so). Ch. 210, Acts of 1984, adding
Ky Rev. Stat. sec. 434.

Louisiana—Computer-related offenses are defined in La.
Rev. Stat. 14:73.1 through 5.

Maryland—"No person shall intentionally, willfully, and
without authorization access, attempt to access, or cause
access to a computer, computer network, computer soft-
ware...” Personal home computers and dedicated computers
are excluded. Md. Ann. Code Art. 27, sec. 146.

Massachusetts—‘Property” in the larceny statute in-
cludes “electronically processed or stored data, either tangi-
ble or intangible [and] data while in transit.” Mass. Gen.
Laws Ann. ch. 266, sec. 30(2).

Michigan—Computer fraud is a crime. Mich. Comp.
Laws Ann. sec. 752.791.

Minnesota— Whoever intentionally and without author-
ity damages or alters computer media is subject to a fine,
depending on the loss involved, and prison term. Minn.
Stat. Ann. sec. 609.87.

Mississippi—Computer fraud is a crime, as well as
intentionally denying an authorized user effective use of a
system or disclosure or misuse of codes or passwords. Miss.
Code Ann. sec. 97-45-1.

Missouri—It is a crime to tamper with intellectual prop-
erty. Mo. Ann. Stat. sec. 569.093.

Montana—The criminal code prohibits unlawful use of
a computer, and “property” as defined in the criminal code
on theft includes “any tangible or intangible thing of value
.. . electronic impulses, electronically processed or pro-
duced data.” Mont. Code Ann. 45-6-310.

Nebraska—Unauthorized access or disruption of a com-
puter system is a felony. Neb. Rev. Stat. sec. 28-1343.



Nevada—A person who without authority denies the use
of a computer to a person who has the duty and the right to
use it is guilty of a misdemeanor. Also, using a computer
without authority, toget personal information on another or
to enter false information about another person in order to
alter a credit rating is a crime. Nev. Rev. Stat. sec. 205.473.

New Hampshire—Accessing, intercepting, or adding to
computer data is a crime, unless the person believed that he
had authority. N. H. Rev. Stat. Ann. sec. 638:16.

New Jersey—There is a civil liability for computer-
related fraud (NJ. Rev. Stat. sec. 2A:38A-1) and criminal
liability (NJ. Rev. Stat. sec. 2C:20-1).

New Mexico—Misuse of a computer is a felony. Com-
puter Crimes Act of 1979. N.M. Stat. Ann. sec. 30-16A-1.
[See 1981 book.]

New York—Intruding into a computer system with con-
fidential medical or personal information is a crime. Also,
tampering with computer data while trying to commit a
felony is itself an offense, as well as making unauthorized
duplications of data. The law permits the state to prosecute a
person in another state who taps into a computer in New
York without authorization. N.Y. Penal Law Art. 156.

North Carolina—This law punishes computer-related
offenses, including physical damage to a unit, wrongfully
accessing a computer or network, and altering or damaging
computer software, and seeking to extort by use of a com-
puter. N.C. Gen. Stat. 14-453.

North Dakota—Computer fraud by accessing, altering,
damaging, destroying without authority with intent to
defraud or deceive or control property or servicesis a Class B
felony. Doing so without false pretense is a Class C felony.
N.D. Cent. Code sec. 12.1-06.1-08.

Ohio—The criminal code was amended in 1982 to in-
clude computer media in the definition of stolen property.
Ohio Rev. Code Ann. sec. 2901.01 and 2913.01.

Oklahoma—Like Pennsylvania’s, this law, passed in
1984, distinguishes computer hacking (a misdemeanor) from
fraudulent alteration of, or damage to, computer data (a
felony). Okla. Stat. Ann. tit. 21, sec. 1951-1956.

Oregon—Two classes of computer fraud are defined, pro-
hibiting unauthorized access to systems. Or. Rev. Stat.
164.377.

Pennsylvania—Accessing, altering, damaging, or des-
troying any computer, system, or data base with criminal
intent is a third-degree felony. Tampering, where no greater
crime occurs, is a misdemeanor. Pa. Stat. Ann. tit. 18, sec.
3933.

Rhode Island—Similar to California’s law, R.I. Gen.
Laws sec. 11-52-1.

South Carolina—The computer crime law defines “com-
puter hacking.” S.C. Code sec. 16-16-10.

South Dakota—The state’s 1982 law was amended in
1984 to punish “computer hacking,” including the use or
disclosure of passwords without the consent of the owner. It
also punishes wrongful access to computerized information,
as well as altering or disclosing. S.D. Codified Laws Ann.'sec.
43-43B-7.

Tennessee—The Computer Crimes Act of 1983 prohibits
damaging or altering computers or computer data. Tenn.
Code Ann. sec. 39-3-1404. {See 1984-85 book.]

Texas—TIt is a misdemeanor to use a computer or to gain
access to it without consent when there is a computer secur-
ity system in place; or to alter or damage a program or cause a
system to malfunction. It is a felony if the loss exceeds $2500.
Tex. Penal Code Ann. 33.01. It is a misdemeanor todisclose a
secure password to another person. Legislative records are
protected by Tex. Civ. Stat. Ann. art. 5429b.

Utah—The altering, damaging or wrongful access of
computer records is punishable as a misdemeanor or felony.
Utah Code Ann. sec. 76-6-701.

Virginia—Fraudulent useof a system as well as trespass-
ing in a system so as to cause a malfunction, alter data, or
affect a financial transaction, is prohibited. It is a crime to
invade one’s privacy by perusing medical, employment,
salary, credit or other financial or personal data relating to
another person and stored in a computer. Va. Code Ann. sec.
18.2-152.1, enacted in April 1984. [See 1984-85 book.]

Washington—The computer crime law was enacted in
March 1984. Wash. Rev. Code Ann. sec. 9A.48.100.

Wisconsin—It is a crime to modify, destroy, access,
take, or copy data, programs or supporting documentation
in a computer. Wisc. Stat. Ann. sec. 943.70.

Wyoming—Passed in 1982 and amended the next year,
the law defines crimes against intellectual property and
makes it a crime wrongfully to access a system or to deny
computer services to an authorized user. Another section
prohibits crimes against equipment, including impairing
government or public services. And a third section defines
crimes against computer users. Wyo. Stat. sec. 6-3-501
through 504.

Federal law—TIt is a felony to trespass into a computer
system and receive classified information with intent to
injure the U.S.; and a misdemeanor to trespass and obtain
information from a computer system, from across state lines.
Trafficking in stolen computer passwords is a crime. 18
U.S.C. 1030, as amended by PL 99-474 in 1986.

P.L. 100-235, enacted in January 1988, requires each fed-
eral agency to provide mandatory training in computer
security awareness. The National Bureau of Standards is to
develop guidance and to set standards for encryption of data.



