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Introduction

Wireless networks and security might be considered an oxymoron. Indeed it is
hard to believe in security when it is so easy to access communication media such as
wireless radio media. However, the research community in industry and academia
has for many years extended wired security mechanisms or developed new security
mechanisms and security protocols to sustain this marriage between wireless/mobile
networks and security. Note that the mobile communication market is growing
rapidly for different services and not only mobile phone services. This is why
securing wireless and mobile communications is crucial for the continuation of the
deployment of services over these networks.

Wireless and mobile communication networks have had tremendous success in
today’s communication market both in general or professional usage. In fact,
obtaining communication services anytime, anywhere and on the move has been an
essential need expressed by connected people. This becomes true thanks to the
evolution of communication technologies from wired to wireless and mobile
technologies, but also the miniaturization of terminals. Offering services to users on
the move has significantly improved productivity for professionals and flexibility for
general users. However, we cannot ignore the existence of important inherent
vulnerabilities of these unwired communication systems, which gives the network
security discipline a key role in convincing users to trust the usage of these wireless
communication systems supported by security mechanisms.

Since the beginning of the networking era, security was part of the network
architectures and protocols design even if it is considered to slow down the
communication systems. Actually, network security is just a natural evolution of the
security of stand-alone or distributed operating systems dealing with
machine/network access control, authorization, confidentiality, etc. Even though the
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context has changed from wired to wireless networks, we are facing the same issues
and challenges regarding security. More precisely, it is about preserving the
integrity, confidentiality and availability of resources and the network. Other
security issues that are more related to the users such as privacy and anonymity are
also important from the user’s point of view today, especially with the new need of
tracking criminals, but in this book we are concerned only with network security,
and as such, two chapters are included dealing with important security issues and
solutions to secure downloaded applications in the mobile operator context and
copyright protection by watermarking techniques.

Several security mechanisms have been developed such as authentication,
encryption and access control others in order to offer secure communications over
the network. According to the network environment, some security mechanisms are
more mature than others due to the early stages of certain networking technologies
such as wireless networks, ad hoc or sensor networks. However, even with maturity,
and even if they are already widely implemented in marketed products, some
security mechanisms still need some improvement. It is also important to consider
the limited resources of mobile terminals and radio resources to adapt the wired
network’s security mechanisms to a wireless context. These limited resources have a
direct impact on security design for this type of networks.

Chapter | offers a survey on current and emerging wireless and mobile
communications coming from the mobile cellular communications such as 2G, 3G,
4G, IEEE wireless communication such as Wi-Fi, Bluetooth, WiMAX, WiMobile
and WiRan, and the IP-based mobility communication such as Mobile IP or IMS.
Even if security solutions always need to be improved, the deployment of these
wireless and mobile networks is already effective and will tend to grow because of
the growing needs of users in terms of mobility, flexibility and services. To do so,
the industry and academic researchers keep on designing mobile and wireless
technologies, with or without infrastructure, providing on the one hand more
resources and security, and on the other hand autonomous and more efficient
terminals (PDA phones, etc.).

This book is aimed at academics and industrialists, generalists or specialists
interested in security in current and emerging wireless and mobile networks. It
offers an up-to-date state of the art on existing security solutions in the market or
prototype and research security solutions of wireless and mobile networks. It is
organized into three parts.

Part 1, “Basic Concepts”, offers a survey on mobile and wireless networks and
the major security basics necessary for understanding the rest of the book. It is
essential for novices in the field. In fact, this part describes current and emerging
mobile and wireless technologies. It also introduces vulnerabilities and security
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méchanism fundamentals. It finally presents the vulnerabilities in wireless
technology and an adaptation of copyright protection techniques in the wireless and
mobile context.

Part 2, “Off-the-Shelf Technology”, looks at the issue of security of current
mobile and wireless networks, namely Wi-Fi, WiMAX, Bluetooth and GSM/UMTS,
and concludes with a description of the mechanisms for the protection of
downloaded applications in the context of mobile operators.

Part 3, “Emerging Technologies”, focuses on the security of new
communication technologies, namely the new generation of telecommunication
networks such as IMS, mobile IP networks, and self-organized ad hoc and sensor
networks. This last category of technologies offer very attractive applications but
needs more work on the security side in order to be trusted by the users.

Finally, as we can see throughout this book, security solutions for wireless and
mobile networks are either an extension of security solutions of unwired networks or
a design of specific security solutions for this context. In any case, one thing is sure:
at least four major constraints have to be considered in security design for wireless
and mobile networks: limited radio and/or terminal resources, expected security and
performance level, infrastructure or infrastructure-less architecture, and cost.
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