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Preface

The Fourth China International Conference on Information Security and Cryp-
tology (Inscrypt 2008) was co-organized by the State Key Laboratory of In-
formation Security and by the Chinese Association for Cryptologic Research.
The conference was held in Beijing, China in mid-december, and was further
sponsored by the Institute of Software, the Graduate University of the Chinese
Academy of Sciences and the National Natural Science Foundations of China.

Given its four year success, Inscrypt is now a tradition. It is, in fact, a leading
annual international event in the area of cryptography and information security
taking place in China. We are pleased to report the continuous support of the
entire community: authors, attendees, committee members, reviewers, sponsors
and organizers. This state of affairs reflects the fact that the research areas cove-
red by Inscrypt are important to modern computing, where increased security,
trust, safety and reliability are required. This need makes sure that the relevant
research community, world wide, continues producing important fundamental,
experimental and applied work in the wide areas of cryptography and informa-
tion security research. It is not a surprise that the scientific program of Inscrypt
2008 covered numerous fields of research within these general areas.

The International Program Committee of Inscrypt 2008 received a total of
183 submissions from 23 countries and regions, from which only 28 submissions
were selected for presentation as regular papers which are published by Springer
in the series of Lecture Notes in Computer Science, and 12 submissions were
selected as short paper presentations which are published in this proceedings.
All anonymous submissions were reviewed by experts in the relevant areas and
based on their ranking, technical remarks and strict selection criteria the papers
were chosen to the various tracks. The selection to both tracks was a highly -
competitive process. We also note that reviews of submissions by committee
members were hidden from their authors throughout the entire review process.
We further noted that due to the conference format, many good papers have not
been accepted regrettably.

Inscrypt 2008 was made possible by the joint efforts of numerous people
and organizations worldwide. We take this opportunity to thank the Program
Committee members and the external experts they employed for their invaluable
help in producing the conference program. We further thank the conference
Organizing Committee, the various sponsors and the conference attendees. Last
but not least, we express our great gratitude to all the authors who submitted
papers to the conference, the invited speakers and the session Chairs.

-Moti Yung, Peng'Liu and Dongdai Lin
December 2008
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Cryptanalysis of Generalized Self-shrinking
Generator

Juntao Gao!, Yupu Hu!, Yongzhuang Wei?

1 School of Telecommunication and Engineering of Xidian University, Xi’an, 710071,
China
2 Guilin University of Electronic Technology, Guilin, 541004, China
jtgao@mail.xidian.edu.cn

Abstract. Generalized self-shrinking generator consists of a linear feed-
back shift register and a vector G. It has been shown that the generalized
self-shrinking sequences have partial ability to resist all cryptanalytic
technique in previous works. This paper presents a related key crypta-
nalysis on the generalized self-shrinking generator. The results show that
the attack complexity can be sharply reduced from O(2"~! x n®) to
Ok x 2[’#1]“) by using k inappropriate keys. Furthermore, if an at-
tacker can obtain n inappropriate keys, the secret key can be identified
with the complexity of O(n®). To resist the new attack, we design a key
initialization process for the GSS stream cipher.

Keywords: Generalized self-shrinking generator, Cryptanalysis, Stream
ciphers

1 Introduction

Pseudorandom sequences have wide applications in communications and cryp-
tography. A stream cipher scheme based on a sequence generator should have
simple configuration, good pseudorandom properties and strong security to resist
various cryptanalytic techniques.

The shrinking-like generator, such as shrinking generator [8] and the self-
shrinking generator [6], have been proposed for many years. These generator
can produce pseudorandom sequences with high linear complexity. Until now,
there are not effective attacks on the two generators. Generalized self-shrinking
generator(GSS) [1] was proposed by Yupu Hu and Guozhen Xiao. The design
idea of GSS comes from the shrinkng generator and self-shrinking generator. The
GSS applies only one maximal length linear feedback shift register(LFSR) and
a vector G to produce the keystream bit b; as follows:

Definition 1. Let a = apay--- be a binary m-sequence with the least period

2" — 1. Let n-dimensional vector G = (go, 91, - ,9n—1) € GF(2)™. Sequence
v = vovy - -+ such that

Vg = goQk + g1Qk—1 + '+ + Gn—1Qk—n+1
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Output vy, if ax = 1, or no output is produced. In this way, a sequence b(G) =
boby--- 1is generated. We call the sequence b(G) a generalized self-shrinking
sequence (GSS). The sequences family B(a) = {b(G) = bob1bs --- ,G € GF(2)"}
is called the family of generalized self-shrinking sequences based on m-sequence
a.

The generalized self-shrinking sequence b(G) = bob1bs - - - has lots of good pseu-
dorandom property, such as,

— b(G) =000--- if and only if G =(0,0,- - - ,0);

— b(G) = 111--- if and only if G =(1,0, - -,0);

— Except for G = (0,0,---,0) and G = (1,0,---,0),b(G) is balanced in each
consecutive 2"~ bits;

— The family B(a) consists of a n-dimensional linear space, and |B(a)| = 2".

— The least period of 5(G) divides 2", no more than 1 of the sequences from
B(a) have the least periods less than 271,

— For each b(G) € B(a), where G # (0,0,---,0),G # (1,0,---,0), the run
length of sequence b(G) is less than n? — 3n + 3.

If the least period of a GSS in Definition 1 equals 2”~!, then the GSS is
called as a GSS with the maximal least period. In [2], the authors presented a
simple method for producing GSS with the maximal least period. Obviously the
linear complexity of the GSS with the maximal least period is larger than 272,
The authors denoted that the GSS with maximal least period could be used for
stream cipher with three secret keys: the initial state of LFSR, the coefficients of
feedback polynomial of LFSR and the vector G. In [3], [4], the authors proposed a
cryptanalysis on the stream cipher based on GSS respectively. In [3], the authors
discussed the security of GSS from the following two aspects:

— If both the vector G and the feedback polynomial of LFSR are known, then
the complexity of attack is O(2°-6%4m) under an improved clock-guessing
attack, where n is the length of the LFSR in GSS.

— If the feedback polynomial of LFSR is known, then for a stream cipher based

on GSS with 61-stage LFSR, the complexity is O(2°6) under a fast correlation
attack.

In [4], the authors discussed the security of GSS from the following three
aspects:

— If both the vector G and the feedback polynomial of LFSR are known, the
complexity of attack is O(2"~! x I3), where I < % and n is the length of the
LFSR in Generator.

— If the feedback polynomial of LFSR is known, the complexity of attack is
O(2?"~! x 13), where | < n and n is the length of the LFSR in Generator.

— If the vector G is known, the complexity of attack is O(¢(2" —1) xn? x 22n=1),
where | < n, ¢(e) denotes the Euler functions, and n is the length of the
LFSR in Generator.
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Notation: On condition that the vector G and the feedback polynomial of
LFSR are known, the cryptanalytic techniques inf3] and [4] are significantly dif-
ferent, which leads to the complexity is different accordingly. The more details
could be found in [3] and [4].

The above results show that, even if the vector G is known, the stream cipher
based on GSS is strong enough to withstand all given cryptanalytic techniques.
For example, in[3], when n=128, the complexity of attack achieves O(2%%%%) with
the vector G known. This paper presents a much faster attack on the stream
cipher based on GSS. More specifically, our results can be shown as follows:

If both the vector G and the feedback polynomial of LFSR are known, then
the complexity of attack can be significantly reduced from 0(2%94™) to O(k x
2[#1']'“) by using a few other keystreams, where k = 5 for 60 < n < 128.

In Section 2, we give several Lemmas on the GSS. It is demonstrated that,
for the GSS generator with two secret keys: the initial state of LFSR and the
vector G, the complexity of exhaust attack is O(ﬂ2ﬂ7_ll x 2"~1 x n3) other than

O(ﬂin’ll x 227), In Section 3, the new attack on GSS with vector G known is
given. We argue that the attacker can obtain the initial state of LFSR by using
a few different keystreams which are produced by different G . Furthermore,
if the attacker can obtain enough keystreams, the complexity of attack can be
significantly decreased to O(n®). In Section 4, we design a key initialization
process to resist the new attack. The key initialization process is simple and
effective to produce the running keys.

2 Several Lemmas on GSS

Definition 2. Let a = agaias--- is an m-sequence over GF(2) with the least
period 2™ — 1. Let T={t(u)|u = 0,1,2,---} be a set such that 0 < t(0) < ¢(1)
< -+, ayw) = 1 for each t(u) € T, and a; = 0 for each t ¢ T. We call t(u) the
u-th output time of family B(a).

Lemma 1. Suppose (ag,a1,...,an—1) is the initial state of LFSR in De finitionl
and ag # 0, then there must ezist an equivalent state (as(0), Ge(0)+1, - - - » @£(0)+n—1)5
which can produce same GSS with identical vector G.

The Lemma. 1 is obvious by the operation rules of GSS generator. Therefore,
we always assume that the first bit of initial state of GSS generator is 1.

Lemma 2. With the feedback polynomial and the initial state of LFSR known,
the attacker can obtain the vector G with a complezity of O(n®).

Proof. With the feedback polynomial and the initial state of LFSR known, the
attacker can obtain all information on m-sequence a. According to the operation
rules of GSS, the attacker can list lots of linear equations on the vector G by
the given keystream bits bg, b1, - - , bj, that is,
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9oa(0) + 91@¢0)—1 + - - + Gn—14(0)—n+1 = bo
908¢(1) + g10¢(1)—1 + *** + Gn—1s(1)—n+1 = b1

90G1(5) T 9104(5)~1 + *** + Gn—1G¢(j)~nt1 = b;

By the m-sequence theory, it is not difficult to find n linearly independent equa-
tions, which can be solved by Gaussian elimination method with complexity

O(n?). O

Lemma 3. For the GSS with three key, i.e., the vector G, the feedback poly-
nomial and initial state of LFSR, the complexity of exhaustive attack achieves

0321 s g1 5 13)

Proof. By Lemma 1, the attacker knows ag=1, therefore, the complexity of ex-
haustive search about the remaining bits of the initial state is O(2"~!). By
Lemma 2 and the number of n-stage primitive polynomials, the complexity of
exhaustion attack is O(2Z =1 x gn—1 x p3), O
By Lemma 3, the security of GSS nearly depends on the feedback polynomial
and the initial state of LFSR. The vector G seems not important compared with
the feedback polynomial and the initial state. This paper shows that the vector
G is also important. If the attacker can obtain a few specific G’s then the GSS
will become vulnerable. Therefore, the vector G should be chosen carefully.

3 Our Attack on GSS

Here, we assume the users choose the feedback polynomial f(z) and the initial
state of LF'SR as the keys of GSS stream cipher, however the vector G is public.
On the other hand, the attacker can obtain other several keystreams which are
encrypted by using same f(z) and (a(0), @z0)—1,- - - @(0)—n+1) but different
vectors G. Our assumptions is reasonable, because different plaintexts can not
be encrypted by same keystreams, otherwise the ciphertexts can be broken under
the known plaintext attack.

Suppose the attacker has obtained several former bits of j different keysreams,
such as

b(GD) = b, 67, b

b(G?) = b, b7, b

bGP = 3§ 3D, b

Obviously, these keystreams are encrypted by same f(z) and (ag, a1, ,an_1)
but different vectors G respectively.
Theorem 1. Let M=(GW,G®,... ,GO)T, where G = (g§?,¢{" ..., @ ),

i =0,1,---,5. If rank(M )=n, then the attacker can obtain the feedback poly-
nomial f(z) and the initial state (ay(o), Ge(0)—1,- - - > @t(0)—n+1) of LFSR with the
complezity O(n3).
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Proof. By the Definition 1, we have following equations:
gt()l)at(o) + ggl)at(O)—l +-o QS—)Nt(O)—nH = bgl)
902 at(o) + g§2)at(0)—1 +ot g,(f_)latw)_nﬂ = b(()2) (1)
g(()J)at(O) + 9&”‘%(0)—1 Rl gsl1at(0)—n+1 = béj)

Since rank(M)=n, the unique solution to equation (1) can be obtained with
the complexity O(n?).

The second procedure is to obtain the feedback polynomial f(z), we require
2n consecutive bits in the m sequence a. By the given initial state and the
previous keystreams, we can list at most two equation groups as (1) to find the
unknown n bits (a0)+1, @t0)+2> - - - , 4(0)+n) by the Gaussian eliminate methods.
By Berlekamp-Massey algorithm [7], the feedback polynomial f (z) can be found.
Since the complexity of Berlekamp-Massey algorithm is O(n?), the total com-
plexity of the second procedure is O(n3). O

Although the above method can obtain the secret keys of GSS, it requires at
least n linearly independent vector G, This gives a hint that, for a secret key,
the number of G used in the encryption process should be less than n. However,
in the following, it is demonstrated that ,even if less amount of G are used,
the attacker can still launch an attack on the GSS. Exactly, for 60 < n < 128,

we only need 4 keystreams generated by 4 specific G respectively to obtain
the initial state of LFSR in GSS.

Theorem 2. For a GSS with the vector G public, the attacker can obtain the
(@5(0)> Ge(0)—15 - - - » Be(0)—n+1) With the complezity of O(k x 2l#%51+1Y) by using k
inappropriate keystreams generated by k vectors G and same initial state.

To prove the Theorem 2, we require following several Lemmas:

Lemma 4. Let b(G) is a GSS sequences generated by initial state (at(0), a(0)—1,
.2 040)—n+1) and vector G = (90,91, 1gn-1)- Also,b(G') is generated by
initial state (at(o),at(o)—h---,Gt(o)—n+1) and vector G' = (94,91, " »9n—1);
where g; ® g;=0 for j = 0,1,---,i - Li+ 1,---,n—1, and g; ® g;=1. then
br @ b, = y(ky—i-

The Lemma 4 is obvious from the Definitionl.

Lemma 5. Let a = ag,a1,--* ,Qn,- -+ , be an m sequence with the least period
2" — 1. the number of n-dimensional vector (a;(iy, @s(i)—1," " ) Qy(i)—n+1) With the
run-length of ‘0’ is-not greater than k is denoted as n(k). Then

— Ifn mod (k + 1)=0, then n(k) > 2¥¥1 (272 4+ 1) %1
— Ifn mod (k+1) = j,j > 0,n(k) > 2lFFIk+H=1(3-2 4 1)letal—t

Proof. In an m sequences with the least period 2" -1, all n-dimensional state but
(0,0, - - ,0) are included, however, we only consider the number of n-dimensional
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state V', whose first entries equal to ‘1’ and the run-length of ‘0’ is not greater

than k. All of the n-dimensional state V' consists of a set, which is denoted by
V(k).

(1) nmod (k+1)=0

We consider a specific n-dimensional state V = (10---010---0---10---0).
The state V' consists of 77 blocks, and each block consists of ‘10 - - - 0’. Obviously
the state V' € V (k). In the following, we consider the state which is obtained by .
changing some bits in the state V.

(i) There are ﬁn 0’s in the state V', and the run-length of 0’s is not greater
than k. Now, Arbitrarily choose ¢ 0’s and change any one of them to ‘1’, then
we will obtain 2¥¥T n-dimensional states, all of which are belong to V (k).

(ii) There are ﬁ—l I’s in the state V. Choose any one ‘1’ but the a;y, and
change any one of them to ‘0’, on the other hand, change the ‘0’ in the two
sides of the original ‘1’ to 1, for example, change ‘010’ to ‘101’. By the above
transformation, we can obtain many of n-dimensional states, all of which are
belong to V(k). the sum of the number of the states obtained is as follows:

kL-l—l_l 2:—.31_24_ E:l-_l 2k+1_2X2+ -4 k+1 -1 2%—2)((,‘#“—1)
1 2 k+1 -1

The value of (2) equals to 2)
2¥FT (272 4 1)Fh L — owfr
The states set obtained by methods (i) and the state set obtained by methods
(ii) are not overlapped. the total number of states is

2FYT (272 4 1) %31
(2)nmod (k+1)=35>0
we still consider a specific n-dimensional states V' =(10---0- - -10- - -01 % - - - %),

where “*’ represents ‘0’ or ‘1’, that is the state V' consists of 25 1) bit strings
‘10---0’ and the bit string 1 % - - - * with a length of j.

(i) Arbitrarily choose i ‘0’ in the former n — j bits of the state V, and transform
them to ‘1’. Then the number of vector satisfy the condition is

2[%])(’0-}—]’—1

(ii) Arbitrarily choose 7 ‘1’ but the a,;y in the former n — j bits of the state
V', and change any one of them to ‘0’,on the other hand, change the ‘0’ in
the two sides of the ‘1’ chosen to ‘1’, for example, change ‘010’ to ‘101’. By
the above transformation, we can obtain many of n-dimensional states, all of
which are belong to V' (k). The total number of n-dimensional states obtain
is
1 z[kLH]xk+j—1(2—2 + 1)[5%]—1 _ 2[ﬁ]xk+j—1

So, if n mod (k+1) = j,j > 0, then there are at least2[Fr11k+i—1(9-24 1)[g}s]-1

n-dimensional states in V (k). O



