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Preface

ABOUT THIS BOOK

In brief, this book presents a wide array of techniques that
could be used to hide digital data under the Windows®
OS, in addition to different steganographic techniques to
conceal data in multimedia files. The book also presents
different ways to investigate and explore hidden data inside
digital files and the Windows® OS file structure.

The main focus of this book is teaching Windows®
users how they can exploit data hiding techniques within
Windows® OS and multimedia files to secure their data
and communications. Today, the demand for privacy
is a major concern for computer users. This book will
help those users learn vast arrays of techniques to bet-
ter secure their privacy by teaching them how to conceal
their personal data. Users also learn how to use differ-
ent cryptographic anonymity techniques to conceal their
identity online.

Many books on data hiding techniques are available in
the market. However, none of these books have a practical
approach such as this one. The data hiding topic is usually
approached in most books in an academic way with long
math equations about how each hiding technique algorithm
works behind the scene. These books are usually targeted
for people who work in the academic arenas. We need a
book that teaches professionals and end users alike how
they can hide their data and discover the hidden ones using
a variety of ways, under the most used operating system on
earth, Windows®.

This book will entertain the reader by following a sim-
ple writing style. It focuses on approaching the data hid-
ing topic practically and offers plenty of screen captures
for each technique used. The book is written as a series of
tutorials (you can consider it a cookbook full of delicious
recipes, with each task (hence recipe) presenting a differ-
ent hiding technique). Book contents are completely practi-
cal; a user can read a task and then implement it directly
on his or her PC. Relevant theoretical information will
be presented to enrich the user about terms used in each
hiding technique, making this book quite informative for
different user populations. Techniques discussed in this
book cover all Windows® versions, from Windows® XP to
Windows®10.

TARGET AUDIENCE

The topic of digital data hiding is quite stimulating. This
book will be valuable for the following user groups:

1. Computer forensic investigators

2. Law enforcement officers and border protection agencies

3. Intelligence services staff

4. Human rights activists

5. Journalists

6. IT professionals

7. Computing and information technology students

8. Business managers in all industries

9. End users
Any computer user will benefit from this book! All
people like to obscure their personal data using simple
methods and they are eager to become more computer
literate and able to override mass surveillance programs
deployed by many governments to monitor online traf-
fic. This book will explain these ideas in an easy-to-
follow manner, making complex technical ideas easy to
assimilate by nontechnical folks.

SUMMARY OF CONTENTS

In the following you will find a brief description about each
chapter’s contents.

Chapter 1, Introduction and Historical Background:
This chapter talks about the history of data hiding since old
civilizations, and presents historical events related to this
subject. This chapter begins by listing old cryptographic
techniques used in ancient times to secure message trans-
mission, and then discusses modern steganography and
encryption techniques used in today’s world.

Chapter 2, Data Hiding Using Simple Methods: In
this chapter, we present many simple techniques that aver-
age computer users can use to hide their personal data. The
techniques presented in this chapter can be used without
using any third-party tool.

Chapter 3, Data Hiding Using Steganographic Tech-
niques: In this chapter, we present different steganographic
techniques to conceal our data in multimedia files. We dem-
onstrate how we can use different tools and techniques to

xiii
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conceal data inside e-documents, web files, images, and
audio and video files. A brief discussion of how each tech-
nique works behind the scene is also included to make this
chapter both informative and practical.

Chapter 4, Data Hiding Under Windows® OS File
Structure: This is an advanced chapter that shows how we
can exploit the Windows® OS NTFS file structure to con-
ceal our data. Many data hiding techniques in this chapter
can be performed without using third-party tools, mostly
by exploiting Windows® OS’s own files. This chapter gives
insight on how hackers can use data hiding techniques to
launch sophisticated attacks against computer systems and
private networks.

Chapter 5, Data Hiding Using Encryption Tech-
niques: This chapter presents different techniques to pro-
tect your private data using encryption. It covers encrypting
a Windows® partition, data disk, and files in addition to
emails, IMs, and VOIP calls. Attacks against full disk
encryption and countermeasures also are described in this
chapter. This chapter also covers using cryptographic ano-
nymity techniques to anonymize your online communica-
tions, making them untraceable.

This chapter can be read alone; in fact, you can consider
it as a minibook dedicated to teaching you practical tricks
and guidelines for online risks and steps to protect yourself
against cyberattacks through encryption and cryptographic
anonymity tools.

Chapter 6, Data Hiding Forensics: This chapter is the
reverse of Chapters 3 and 4 as it looks into how data hiding

forensics investigate different methods to detect concealed
data in digital files and Windows® file structure. In addi-
tion to this the chapter illustrates how we can investigate
Windows®-based machines to determine whether any steg-
anography tools have been installed or used.

Chapter 7, Antiforensic Techniques: This chapter
discusses techniques and gives advice on eliminating your
tracks when using steganography tools to conceal secret
data. It also presents ways to prevent general computer
forensic tools from investigating and exploring your hidden
data. This chapter is the reverse of , Chapter 6.

Chapter 8, Future Trends: We discuss future trends
and advancements in digital data hiding and how new IT
technology affects this subject.

COMMENTS AND QUESTIONS

To comment or ask technical questions about this book,
send email to nihadhas@gmail.com.

We are going to publish a webpage for this book that
lists additional references, tools, examples, and other infor-
mation. You can access this page through the author’s Info-
Sec portal: http://www.DarknessGate.com.

For more information about Syngress books go to
http://store.elsevier.com/Syngress/IMP_76/.
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