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Custom Corporate Network Training

Train on Cutting Edge Technology We can bring the best in skill-based
training to your facility to create a real-world hands-on training experience. Global Knowledge
has invested millions of dollars in network hardware and software to train our students on the
same equipment they will work with on the job. Our relationships with vendors allow us to
incorporate the latest equipment and pladforms into your on-site labs.

Maximize Your Training Budget Global Knowledge provides experienced
instructors, comprehensive course materials, and all the networking equipment needed to
deliver high quality training. You provide the students; we provide the knowledge.

Avoid Travel Expenses On-site courses allow you to schedule technical
training at your convenience, saving time, expense, and the opportunity cost of travel away
from the workplace. ‘

Discuss Confidential Topics Private on-site training permits the open
discussion of sensitive issues such as security, access, and network design. We can work with
your existing network’s proprietary files while demonstrating the latest technologies.

Customize Course Content Global Knowledge can tailor your courses to .
include the technologies and the topics which have the greatest impact on your business. We
can complement your internal training efforts or provide a total solution to your training needs.

Corporate Pass The Corporate Pass Discount Program rewards our best network
training customers with preferred pricing on public courses, discounts on multimedia
training packages, and an array of career planning services.

Global Knowledge Training Lifecycle  Supporting the Dynamic and
Specialized Training Requirements of Information Technology Professionals

B Define Profile B Deliver Training B Update Profile
M Assess Skills B Test Knowledge M Use New Skills
B Design Training

College Credit Recommendation Program The American Council
on Education’s CREDIT program recommends 53 Global Knowledge courses for college
_credit. Now our network training can help you earn your college degree while you learn the
technical skills needed for your job. When you attend an ACE-certified Global Knowledge
course and pass the associated exam, you earn college credit recommendations for that
course. Global Knowledge can establish a transcript record for you with ACE, which you can
use to gain credit at a college or as a written record of your professional training that you can
attach to your resume.



Registration Information

In the US:

CALL: 1 (888) 762-4442
FAX: 1 (919) 469-7070
VISIT OUR WEBSITE:
www.globdknowlcdgc.com

MAIL CHECK AND THIS
FORM TO:

Global Knowledge
Suite 200

114 Edinburgh South
P.O. Box 1187

Cary, NC 27512

In Canada:

CALL: 1 (800) 465-2226

FAX: 1 (613) 567-3899

VISIT OUR WEBSITE:
www.globalknowledge.com.ca

MAIL CHECK AND THIS
FORM TO:

Global Knowledge

Suite 1601

393 University Ave.
Toronto, ON M5G 1E6

COURSE FEE: The fee covers course tuition, refreshments, and all course materials, Any
parking expenses that may be incurred are not included. Payment or government training form
must be reccived six business days priot to the course date. We will also accept Visa/
MasterCard and American Express. For non-U.S. credit card users, charges will be in U.S.
funds and will be converted by your credit card company. Checks drawn on Canadian banks in
Canadian funds are acceptable.

COURSE SCHEDULE:  Registration is at 8:00 a.m. on the first day. The program begins
at 8:30 a.m. and concludes at 4:30 p.m. each day.

CANCELLATION POLICY: Cancellation and full refund will be allowed if written
cancellation is received in our office at least six business days prior to the course start date.
Registrants who do not attend the course or do not cancel more than six business days in
advance are responsible for the full registration fee; you may transfer to a later date provided the
course fee has been paid in full. Substitutions may be made at any time. If Global Knowledge
must cancel a course for any reason, liability is limited to the registration fee only.

GLOBAL KNOWLEDGE: = Global Knowledge programs are developed and presented by
industry professionals with “real-world” experience. Designed to help professionals meet today’s
interconnectivity and interoperability challenges, most of our programs feature hands-on labs
that incorporate state-of-the-art communication components and equipment.

ON-SITE TEAM TRAINING:  Bring Global Knowledge’s powerful training programs to
your company. At Global Knowledge, we will custom design courses to theet your specific
network requirements. Call 1 (919) 461-8686 for more information.

YOUR GUARANTEE:  Global Knowledge believes its courses offer the best possible
training in this field. If during the first day you are not satisfied and wish to withdraw from the
course, simply notify the instructor, return all course materials, and receive a 100% refund.

REGISTRATION INFORMATION:

Course title

Course location Course date
Name/title Company
Name/title Company
Name/title Company
Address Telephone Fax

City State/Province_____ Zip/Postal Code
Credit card Card # Expiration date
Signature




FOREWORD

From Global Knowledge

At Global Knowledge we strive to support the multiplicity of learning styles
required by our students to achieve success as technical professionals. In this
testing product, it is our intention to offer the reader a valuable tool for
successful completion of the CCNP certification.

As the world’s largest IT training company, Global Knowledge is
uniquely positioned to offer these books. The expertise gained each year
from providing instructor-led training to hundreds of thousands of students
worldwide has been captured in book form to enhance your learning
experience. We hope that the quality of these books demonstrates our
commitment to your lifelong learning success. Whether you choose to learn
through the written word, computer-based training, Web delivery, or
instructor-led training, Global Knowledge is committed to providing you
the very best in each of those categories. For those of you who know Global
Knowledge, or those of you who have just found us for the first time, our
goal is to be your lifelong competency partner.

Thank you for the opportunity to serve you. We look forward to serving
your needs again in the future.

Warmest regards,
! ) beetn 4 m‘w-‘

Duncan Anderson
President and Chief Operating Officer, Global Knowledge



The Global Knowledge Advantage

Global Knowledge has a global delivery system for its products and services. The company has 28
subsidiaries, and offers its programs through a total of 60+ locations. No other vendor can provide
consistent services across a geographic area this large. Global Knowledge is the largest independent
information technology education provider, offering programs on a variety of platforms. This enables our
multi-platform and multi-national customers to obtain all of their programs from a single vendor. The
company has developed the unique CompetusTM Framework software tool and methodology which can
quickly reconfigure courseware to the proficiency level of a student on an interactive basis. Combined
with self-paced and on-line programs, this technology can reduce the time required for training by
prescribing content in only the deficient skills areas. The company has fully automated every aspect of
the education process, from registration and follow-up, to “just-in-time” production of courseware.
Global Knowledge, through its Enterprise Services Consultancy, can customize programs and products
to suit the needs of an individual customer.

Global Knowledge Classroom Education Programs

The backbone of our delivery options is classroom-based education. Our modern, well-equipped
facilities staffed with the finest instructors offer programs in a wide variety of information technology
topics, many of which lead to professional certifications.

Custom Learning Solutions

This delivery option has been created for companies and governments that value customized learning
solutions. For them, our consultancy-based approach of developing targeted education solutions is most
effective at helping them meet specific objectives. :

Self-Paced and Multimedia Products

This delivery option offers self-paced program titles in interactive CD-ROM, videotape and audio tape
programs. In addition, we offer custom development of interactive multimedia courseware to customers
-and partners. Call us at | (888) 427-4228.

Electronic Delivery of Training

Our network-based training service delivers efficient competency-based, interactive training via the
World Wide Web and organizational intranets. This leading-edge delivery option provides a custom
learning path and “just-in-time” training for maximum convenience to students.

ARG

American Research Group (ARG), a wholly-owned subsidiary of Global Knowledge, one of the largest
worldwide training partners of Cisco Systems, offers a wide range of internetworking, LAN/WAN, Bay
Networks, FORE Systems, IBM, and UNIX courses. ARG offers hands on network training in both
instructor-led classes and self-paced PC-based training.



Global Knowledge Courses Available

Network Fundamentals

Understanding Computer Networks
Teleoommumauons Fundzmcnta!s 1
Telec ions Fund II
Undcrmndmg Networkmg Fundnmemzls
hony Integration
Introduction to Vonce Ovu P
Introduction to Wide Area Networking
Cabling Voice and Data Networks
Introduction to LAN/WAN protocols
Virtual Private Networks
ATM Essentials

Network Security & Management

Troubleshooting TCP/IP Networks
Network Management

Network Troubleshooting

IP Address Management

Network Security Administration
.Web Security

Implementing UNIX Security
Managing Cisco Network Security
Windows NT 4.0 Security

IT Professional Skills
M Project Manag for IT Professional
. ‘A A ¥ Projm M. 3
B Survival Skills for the New IT Managcr
MW Making IT Teams Work

LAN/WAN internetworking

Frame Relay Internetworking

Implementing T1/T3 Services

Understanding Digital Subscriber Line (xDSL)

lnumetworkmg with Roudrs and Switches
Routing and Switchi

Mulu-layer Swnchmg and Wire-Speed Routing

Internetworking with TCP/IP

ATM Internetworking

OSPF Design and Configuration

Border G y P I (BGP) Configuration

Authorized Vendor Training

Cisco Systems

Introduction to Cisco Router Configuration
Advanced Cisco Router Configuration
Installation and Mai 2 of Cisco Routers
Cisco Internetwork Troubleshooting

Cisco Internetwork Design

Cisco Routers and LAN Switches

Catalyst 5000 Series Configuration

Cisco LAN Switch Configuration

Managing Cisco Switched Internetworks

Cisco AS5200 Installari guration .
Cisco Campus ATM Solutlons

Bay Networks

Bay Networks Accel d Router Config

Bay Networks Advanced IP Routing

Bay Networks Hub Connectivity

Bay Networks Accelar 1x0cx Installation and Basic Configuration
Bay Networks Centillion Switching

FORE Systems

B FORE ATM Enterprise Core Products
B FORE ATM Entetprise Edge Products
B FORE ATM Theory

B  FORE LAN Certification

Configuring, Monitoring, and Troubleshoonng Dial-Up Services

Operating Systems & Programming

Microsoft

B Introduction to Windows NT

B Microsoft Networking Essentials

B Windows NT 4.0 Workstation

B  Windows NT 4.0 Server

B Advanced Windows NT 4.0 Server

@  Windows NT Networking with TCP/IP
M Introduction to Microsoft Web Tools
. W' A NT T hlech

B Windows Registry Conﬁgurmon
UNIX

B UNIXLevell

B UNIX Level I

B Essentials of UNIX and NT Integration
Programming

B Introduction to JavaScript

W Java Programming

B PERL Programming

@  Advanced PERL with CGI for the Web

Web Site Management & Development

B Building a Web Site
B Web Site Mamgcment and Pcrformamc
B Web Develop

High Speed Networking

Essentials of Wide Area Networking
Integrating ISDN

Fiber Optic Network

Fiber Optic Network Installation
Migrating to High Performance Ethernet

DIGITAL UNIX

UNIX Utilities and Commands

DIGITAL UNIX v4.0 System Administration

DIGITAL UNIX v4.0 (TCP/IP) Network Management
AdvFS, LSM, and RAID Configuration and Management
DIGITAL UNIX TruCluster Software Configuration

and Management

UNIX Shell P: ming Featuring Kornshell
DIGITAL UNIX'v4.0 Security Management

DIGITAL UNIX v4.0 Performance Management
DIGITAL UNIX v4.0 Intervals Overview

DIGITAL OpenVMS

OpenVMS Skills for Users

OpenVMS System and Network Node Management I
OpenVMS System and Network Node Management I1
OpenVMS System and Network Node Management 111
OpenVMS System and Network Node Operations
OpenVMS for Programmers

OpenVMS Sy Troubleshooting for § Managers
Configuring and Managing Complex VMSdluster Systems
Utilizing OpenVMS Features from C

OpenVMS Performance Management

Managing DEC TCP/IP Services for OpenVMS
Programming in C

Hardware Courses

B AlphaServer 1000/1000A Installation, Configuration and Mai

B AlphaServer 2100 Server Maintenance
M AlphaServer 4100, Troubleshooting Techniqy

and Problem Solving
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" PREFACE

This book’s primary objective is to help you prepare for and pass the
required CIT exam so you can begin to reap the career benefits of CCNP
certification. We believe that the only way to do this is to help you increase
your knowledge and build your skills. After completing this book, you
should feel confident that you have thoroughly reviewed all of the objective
that Cisco has established for the exam.

In This Book

This book is organized around the topics covered within the Cisco exam
administered at Sylvan Testing Centers. Cisco has specific objectives for the
CIT exam: we've followed their list carefully, so you can be assured you’re
not missing anything.

In Every Chapter

We've created a set of chapter components that call your attention to
important items, reinforce important points, and provide helpful
exam-taking hints. Take a look at what you’ll find in every chapter:

B Every chapter begins with the Certification Objectives—what you
need to know in order to pass the section on the exam dealing with
the chapter topic. The Certification Objective headings identify the
objectives within the chapter, so you’ll always know an objective
when you see it!

B Certification Exercises are interspersed throughout the chapters.
These are step-by-step exercises that mirror vendor-recommended
labs. They help you master skills that are likely to be an area of focus
on the exam. Don’t just read through the exercises; they are
hands-on practice that you should be comfortable completing.
Learning by doing is an effective way to increase your competency
with a product.

xxi
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exam "
Datech B Exam Watch notes call attention to information that is critical
knowledge for the CCNP exams. These helpful hints are written by
i Cisco-certified professionals.
on the
Qob B On the Job notes point out procedures and techniques important for

coding actual applications for employers or contract jobs.

B From the Classroom sidebars describe the issues that come up most
often in the training classroom setting. These sidebars give you a
valuable perspective into certification- and product-related topics.
They point out common mistakes and address questions that have
arisen from classroom discussions.

B Q & A sections lay out problems and solutions in a quick-read
format:

QUESTIONS AND ANSWERS

What are some helpful general Ping is the most useful general-help tool. It will tell you
troubleshooting tools? whether a device is reachable by sending ICMP echo
: request and waiting for a reply. If no reply comes back,
you know there’s a problem with that device. A
protocol analyzer is also a good troubleshooting tool. A
traceroute is also helpful.

How can | connect two dissimilar LANs? You can achieve this by way of encapsulation.
Translational encapsulation is a method of transparently
bridging LANSs that have dissimilar Physical and Data
Link architecture (MAC sublayer protocols), such as
Token Ring to Ethernet. ’

B The Certification Summary is a succinct review of the chapter and a
re-statement of salient points regarding the exam.

B The Two-Minute Drill at the end of every chapter is a checklist of
the main points of the chapter. It can be used for last-minute review.
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B Tables are liberally sprinkled throughout the chapters. You’ll find
that these provide an easy way to look up information and show
material you may find worthy of memorization:

Protocol Familiar Name Port
Trivial File Transfer Protocol TFTP 69
Domain Name Service DNS 53

Time Service - 37
NetBIOS Name Server - 137
NetBIOS Datagram Server - 138

Boot Protocol (Client and Server) BOOTP 67 and 68
TACACS TACACS 49

B The Self Test offers questions similar to those found on the
certification exams. The answers to these questions, as well as
explanations of the answers, can be found in Appendix A. By taking
the Self Test after completing each chapter, you’ll reinforce what
you've learned from that chapter, while becoming familiar with the
structure of the exam questions.

Some Pointers
Once you've finished reading this book, set aside some time to do a
thorough review. You might want to return to the book several times and
make use of all the methods it offers for reviewing the material:

1. Re-read all the Two-Minute Drills, or have someone quiz you. You
also can use the drills as a way to do a quick cram before the exam.

2. Review all the Q & A scenarios for quick problem solving.

3. Re-take the Self Tests. Taking the tests right after you’ve read the
chapter is a good idea, because it helps reinforce what you've just
learned. However, it’s an even better idea to go back later and do all
the questions in the book in one sitting. Pretend you’re taking the
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exam. (For this reason, you should mark your answers on a separate
piece of paper when you go through the questions the first time.)

4. Complete the exercises. Did you do the exercises when you read
through each chapter? If not, do them! These exercises are designed
to cover exam topics, and there’s no better way to get to know this
material than by practicing.

5. Check out the Web site. Global Knowledge invites you to become an
active member of the Access Global Web site. This site is an online
mall and an information repository that you’ll find invaluable. You
can access many types of products to assist you in your preparation
for the exams, and you’ll be able to participate in forums, on-line
discussions, and threaded discussions. No other book brings you
unlimited access to such a resource. You’ll find more information
about this site in Appendix C.



INTRODUCTION

How to Take a Cisco Certification Examination

by Richard D. Hornbaker (CCIE, CNX, MCSE, MCNE),
Forté Consuiting Group

This section covers the importance of your CCNP certification and
prepares you for taking the actual examination. It gives you a few pointers
on methods of preparing for the exam, including how to study register,
what to expect, and what to do on exam day.

Catch the Wave!

Congratulations on your pursuit of Cisco certification! In this fast-paced
world of networking, few certifications compare to the value of Cisco’s
program.

The networking industry has virtually exploded in recent years,
accelerated by non-stop innovation and the Internet’s popularity. Cisco has
stayed at the forefront of this tidal wave, maintaining a dominant role in the
industry.

Since the networking industry is highly competitive, and evolving
technology only increases in its complexity, the rapid growth of the
networking industry has created a vacuum of qualified people. There simply
aren’t enough skilled networking people to meet the demand. Even the
most experienced professionals must keep current with the latest technology
in order to provide the skills that the industry demands. That’s where Cisco
certification programs can help networking professionals succeed as they
pursue their career.

Clisco started its certification program many years ago, offering only the
designation of Cisco Certified Internetwork Expert, or CCIE. Through the
CCIE program, Cisco provided a means to meet the growing demand for
experts in the field of networking. However, the CCIE tests are brutal, with

XXV



