Geoff Dean, lvar FahSihg,
and Petter Gottschalk

Orgaﬂlzed
Crime

FPolicing llegal Business
Entrepreneurialism




Organized Crime

Policing lllegal Business
Entrepreneurialism

~ Geoff Dean,
lvar Fahsing,

and

Petter Gottschalk

OXTFORD

UNIVERSITY PRESS



OXFORD

UNIVERSITY PRESS

Great Clarendon Street, Oxford ox2 6pr

Oxford University Press is a department of the University of Oxford.

It furthers the University’s objective of excellence in research, scholarship,
and education by publishing worldwide in

Oxford New York

Auckland Cape Town Dar es Salaam Hong Kong Karachi

Kuala Lumpur Madrid Melbourne Mexico City Nairobi

New Delhi Shanghai Taipei Toronto

With offices in

Argentina Austria Brazil Chile Czech Republic France Greece
Guatemala Hungary Italy Japan Poland Portugal Singapore
South Korea Switzerland Thailand Turkey Ukraine Vietnam

Oxford is a registered trade mark of Oxford University Press
in the UK and in certain other countries

Published in the United States
by Oxford University Press Inc., New York

© Geoff Dean, Ivar Fahsing, and Petter Gottschalk, 2010
The moral rights of the author have been asserted
Database right Oxford University Press (maker)

Crown copyright material is reproduced under Class Licence
Number CO1P0000148 with the permission of OPSI
and the Queen’s Printer for Scotland

First published 2010

All rights reserved. No part of this publication may be reproduced,

stored in a retrieval system, or transmitted, in any form or by any means,
without the prior permission in writing of Oxford University Press,

or as expressly permitted by law, or under terms agreed with the appropriate
reprographics rights organization. Enquiries concerning reproduction
outside the scope of the above should be sent to the Rights Department,
Oxford University Press, at the address above

You must not circulate this book in any other binding or cover
and you must impose the same condition on any acquirer
British Library Cataloguing in Publication Data

Data available

Library of Congress Cataloging-in-Publication Data

Data available

Typeset by MPS Limited, A Macmillan Company

Printed in Great Britain on acid-free paper by

CPI Antony Rowe

ISBN 978-0-19-957843-6

10987654321



Foreword

The huge expansion of organized crime that has accompanied globalization
has presented policy makers, police practitioners, and academics with many
challenges. Two of the most significant are: understanding how organized crime
operates and developing effective interventions to address it. The first of these is
a problem because, in addition to the usual difficulty of uncovering information
about criminal behaviour, it is not always easy to see how local manifestations
of organized crime relate to the wider picture. The second is a problem because
a successful intervention against a particular type of crime or operations against
individuals or groups often simply provides others with a new business opportu-
nity. The result is that despite the apparent success of the initiative or operation,
economies, communities, and individuals continue to be victimized.

The authors of this book are uniquely well placed to help the reader deal with
these challenges. They bring together a wealth of knowledge and practical expe-
rience in policing, knowledge management, and business to provide a coherent
way of understanding how organized crime operates and how best to develop
effective responses to it. The use of case examples, crime scenarios, and extended
case studies helps the reader to relate the conceptual ‘enterprise model’ of organ-
ized crime into the real business world of criminal entrepreneurialism that will
support both policy development and operational activity. This book provides
a valuable addition to the literature on organized crime for police practitioners,
policy makers, and academics.

Dr Peter Stelfox
Head of Investigative Practice
National Policing Improvement Agency
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Special Features

This book is designed for police practitioners, executives, policy makers, and
students in the criminal justice/criminological domain and related government
and non-government agencies. It is also applicable to specific industry sectors
of business, economics, and finance. There are a number of special features to
aid your understanding, reflection, and study of the content contained within
this work.

* Figures—there are some 34 diagrams that illustrate various ideas, processes,
and relationships. They convey complex information and act as conceptual
graphics for teaching and training purposes.

¢ Case Examples—these contain some 52 case examples and brief vignettes of
the operation of various business factors associated with the entrepreneurial
capabilities of crime groups.

¢ Case Studies—there are seven case studies that present a more extended and
in-depth study of particular illegal business activities in various crime markets.
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Introduction

Organized criminals are good at adapting things to fit their illegal activities.
Take for example the oft quoted saying in business that it is not what you know but
who you know that counts. The spin entrepreneurially-oriented criminals put on
this goes something like—it is not what you know but ‘what you know about’ who
you know that really counts. Our book is about this ‘high-end’ of organized crime
and its manifest forms of illegal business entrepreneurialism.

This is a hard subject to write about, not because it is difficult, but because
we do not want to unduly assist organized crime groups to get better at their
illegal business activities. Consequently, considerable thought has gone into
what to put in and what to leave out. Hence for reasons of security, the ‘left
out’ bits are better discussed in the context of police educational and training
programmes. However, even what we have ‘left in’ will no doubt ‘unfortunately’
provide some crime groups with useful knowledge for them. But the greater
danger, in our view, is in not making the innovative knowledge in this book
available to policing, security, law enforcement, and related government depart-
ments, politicians, and the various sectors of banking, economics, and finance.
Agencies and practitioners in the criminal justice field need to be smarter, more
educated, and better trained than criminal entrepreneurs. There is no alterna-
tive. Our book seeks to bridge this knowledge gap between ‘high-end’ organized
crime and ‘knowledge-managed’ policing.

We have endeavoured to pack this book with numerous, highly relevant, and
practical case examples, crime scenarios, and extended case studies to illustrate
the business of profit-driven, market-oriented, entrepreneurially-led crime. We
trust our work in producing this book will well serve the interests of society in
general and practitioners, in particular, in the criminal justice field.

Geoff Dean, Ivar Fahsing, and Petter Gottschalk
(Brisbane, Australia, Lillesand, Norway,
and Oslo, Norway)



Contents

Special Features

xiii
Abbreviations XV
List of Figures and Tables xvii
List of Case Examples and Case Studies Xix
Introduction XXi
Part One The Business of Crime
1 Entrepreneurialism of Organized Crime 3
Introduction 3
Focal Framework: Business Enterprise Paradigm 5
Entrepreneurial Framework: Individual Capabilities 6
Opportunity Perspective 7
Resources Mobilization 8
Decision-Making under Uncertainty 10
People Cooperation 11
Profit Maximization 12
Case Study: Criminal Entrepreneurship 14
Summary 17
2 Criminal Enterprises, Markets, and Industries 19
Introduction 19
Operating Framework: Model of Business Development 19
Case Study: The Business of Organized Crime in Lithuania 23
Market Mechanisms 24
Criminal Markets 33
Criminal Enterprises as Global Industries 37
Case Study: Crime in the Commerce Industry 38
Summary 40
Part Two Crime Business Phases
3 Establishing the Crime Business 43
Introduction 43
Criminal Business Modelling: Establishment Phase 43
Entrepreneurial Capability: Opportunity Perspective 45



Contents

Entrepreneurial Vision 46
Business Planning 48
Crime Money Management 52
Entrepreneurial Capability: Resources Mobilization 55
Financial Capital 56
Operational Logistics 57
‘Fuzzy’ Mapping of Establishing Crime Business 63
Summary 67
4 Expanding the Crime Business 68
Introduction 68
Criminal Business Modelling: Expansion Phase 68
Entrepreneurial Capability: Decision-Making under Uncertainty 70
Business Intelligence 70
Violence 73
Corruption 76
Counter-intelligence 81
‘Fuzzy’ Mapping of Expanding Crime Business 83
Summary 86
5 Consolidating the Crime Business 87
Introduction 87
Criminal Business Modelling: Consolidation Phase 87
Entrepreneurial Capability: People Cooperation 89
Criminal Business Connections 920
Legitimate Business Connections 93
Influential People Connections 96
‘Fuzzy’ Mapping of Consolidating Crime Business 100
Summary 102
6 Positioning the Crime Business 103
Introduction 103
Criminal Business Modelling: Positioning Phase 103
Entrepreneurial Capability: Profit Maximization 105
‘Local’ Market Share 107
‘Global’ Market Share 109
Competitive Advantages 111
‘Fuzzy’ Mapping of Positioning Crime Business 117
Summary 119

Part Three Policing Crime Businesses

7 Knowledge-Managed Policing: Principles and Practices 123
Introduction 123
Application of ‘Knowledge’ in Policing 123
Knowledge Categories in Policing 126



Contents

Knowledge Levels of Police 126
Knowledge Depth to Police 127
Police Knowledge Framework: Knowledge Cubes 130
Case Study: Knowledge Failure of Suspected Terrorist 133
Summary 142
8 Policing Criminal Businesses 143
Introduction 143
Policing in Context 143
Criminal Structures 144
Business Models: Cultural Variations 146
Case Study: The Business of Human Trafficking 146
Market Spheres: Dynamic Interconnectivity 150
Case Study: Business, Crime, and Politics in Montenegro 152
Operational Knowledge Framework: Crime Business Analysis Matrix 153
Case Study: Outlaw Motorcycle Gangs—Bandidos in Norway 156
Summary 166
9 Future Policing of ‘Organized Crime’ 168
Introduction 168
Morphing of ‘Organized Crime’ 169
Combating Organized Crime: UK Approach 171
Knowledge War: Policing Criminal Entrepreneurialism 173
Strategic Knowledge Framework: ‘Policing Sector’ Positioning 174
Intervention Strategies against Illegal Business Activities 177
Knowledge Sharing: Local and Global Policing Partnerships 178
International Cooperation in Policing 182
Future Directions 185
References 189
Index 203

xi



PART ONE

The Business of Crime

This first section deals with the twin themes of this work—illegal businesses and
entrepreneurial criminality. The section consists of two interrelated chapters
(1 and 2). These chapters lay the groundwork for understanding organized crime
as a profit-oriented, market-driven business, and more importantly, focus on
‘high-end’ illegal enterprises. High-end illegal businesses are characteristically
run by criminals with entrepreneurial talent.

Chapter 1 outlines and discusses specific capabilities which form the entrepre-
neurial framework used throughout this book. This is the focal reference point
for analysing and planning policing and law enforcement intervention strate-
gies to combat entrepreneurially-driven organized criminals.

Chapter 2 links this entrepreneurial capabilities framework to a business
development model of organized criminality. It explores how a crime business
is subject to market mechanisms and therefore must operate in a global com-
petitive criminal market context. A competitive market context presents both
obstacles and opportunities for policing intervention. Case studies are presented
throughout these first two chapters to illustrate the workings of profit-driven,
market-oriented, and entrepreneurially-led, criminal business enterprises.



