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FOREWORD

From Global Knowledge Network

At Global Knowledge Network we strive to support the multiplicity of
learning styles required by our students to achieve success as technical
professionals. In this series of books, it is our intention to offer the reader a
valuable tool for successful completion of the CCNA Certification Exam.

As the world's largest IT training company, Global Knowledge Network is
uniquely positioned to offer these books. The expertise gained each year from
providing instructor-led training to hundreds of thousands of students
worldwide has been captured in book form to enhance your learning
experience. We hope that the quality of these books demonstrates our
commitment to your lifelong learning success. Whether you choose to learn
through the written word, computer-based training, Web delivery, or
instructor-led training, Global Knowledge Network is committed to
providing you the very best in each of those categories. For those of you who
know Global Knowledge Network, or those of you who have just found us
for the first time, our goal is to be your lifelong competency partner.

Thank you for the opportunity to serve c you. We look forward to servmg
your needs again in the future. '

Warmest regards,

’Dm 4».‘...—*

Duncan Anderson

Chief Operating Officer, Global Knowledge Network
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PREFACE

In This Book

This book's primary objective is to help you prepare for and pass the
required CCNA exam so you can begin to reap the career benefits of

certification. We believe that the only way to do this is to help you increase

your knowledge and build your skills. After completing this book, you

should feel confident that you have thoroughly reviewed all of the objectives

that Cisco has established for the exam.

This book is organized around the topics covered within the Cisco exam

administered at Sylvan Testing Centers. Cisco has specific objectives for the

CCNA exam: we've followed their list carefully, so you can be assured
you're not missing anything.

In Every Chapter

We've created a set of chapter components that call your attention to
important items, reinforce important points, and provide helpful
exam-taking hints. Take a look at what you'll find in every chapter:

l Every chaptcr begins with the Certification Objectives—what you

- need to know in order to pass the section on the exam dealing with
“the chapter topic. The Certification Objective headings identify the
- objectives within the chapter, so you'll always know an objective

. when you see it!

Certification Exercises are interspersed throughout the chapters.

These are step-by-step exercises that mirror vendor-recommended

labs. They help you master skills that are likely to be an area of focus
on the exam. Don't just read through the exercises; they are
hands-on practice that you should be comfortable completing.
Learning by doing is an effective way to increase your competency
with a product.
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From the Classroom sidebars describe the issues that come up most
often in the training classroom setting. These sidebars give you a
valuable perspective into certification- and product-related topics.
They point out common mistakes and address questions that have

arisen from classroom discussions.

Q & A sections lay out problems and solutions in a quick-read

format:

| entered a static route that |
want to use as a last resort. We
are using OSPF, but currently
my route takes precedence over
OSPF entries. How do | change
the configuration?

Change the administrative
distance for your static route to
any number above | 10, which is
OSPF's default.

| am running RIP across a
64-kbps WAN link. The updates
are taking up too much

Change the update period to a
slower amount than the default
30 seconds.

bandwidth. What should | do?

B The Certification Summary is a succinct review of the chapter and a
re-statement of salient points regarding the exam.

B The Two-Minute Drill at the end of every chapter is a checklist of
the main points of the chapter. It can be used for last-minute review.

B Tables are liberally sprinkled throughout the chapters. You'll find
that these provide an easy way to look up information and show
material you may find worthy of memorization:

Protocol Familiar Name Port
Trivial Fite Transfer TFTP 69
Protocol

Domain Name DNS 53
Service

Time Service ) - 37
NetBIOS Name - 137
Server
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Protocol Familiar Name

138

NetBIOS Datagram
Server

Boot Protocol
(Client and Server)

TACACS

67 and 68

49

B The Self Test offers questions similar to those found on the
certification exams, including multiple choice and true/false
questions. The answers to these questions, as well as explanations of
the answers, can be found in Appendix A. By taking the Self Test
after completing each chapter, you'll reinforce what you've learned
from that chapter, while becoming familiar with the structure of the
exam questions.

Some Pointers

Once you've finished reading this book, set aside some time to do a
thorough review. You might want to return to the book several times and
make use of all the methods it offers for reviewing the material:

1. Re-read all the Two-Minute Drills, or have someone quiz you. You
also can use the drills as a way to do a quick cram before the exam.

2. Review all the Q & A scenarios for quick problem solving.

3. Re-take the Self Tests. Taking the tests right after you've read the
chapter is a good idea, because it helps reinforce what you've just
learned. However, it's an even better idea to go back later and do all
the questions in the book in one sitting. Pretend you're taking the
exam. (For this reason, you should mark your answers on a separate
piece of paper when you go through the questions the first time.)

4. Complete the exercises. Did you do the exercises when you read
through each chapter? If not, do them! These exercises are designed
to cover exam topics, and there's no better way to get to know this
material than by practicing.
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5. Check out the web site. Global Knowledge Network invites you to
become an active member of the Access Global web site. This site is
an online mall and an information repository that you'll find
invaluable. You can access many types of products to assist you in
your preparation for the exams, and you'll be able to participate in
forums, on-line discussions, and threaded discussions. No other
book brings you unlimited access to such a resource. You'll find
more information about this site in Appendix C.



INTRODUCTION

How to Take a Cisco Certification Examination

by Richard D. Hornbaker (CCIE, CNX, MCSE, MCNE),
Forté Consulting Group

Catch the Wave!

Congratulations on your pursuit of Cisco certification! In this fast-paced
world of networking, few certifications compare to the value of Cisco's
program.

The networking industry has virtually exploded in recent years,
accelerated by non-stop innovation and the Internet’s popularity. Cisco has
stayed at the forefront of this tidal wave, maintaining a dominant role in the
industry.

The rapid growth of the networking industry has created a vacuum of
qualified people; there simply aren't enough skilled networking people to
meet the demand. That's where Cisco certification programs come in.

Cisco started its certification program many years ago, offering only the
designation of Cisco Certified Internetwork Expert, or CCIE. Through the
CCIE program, Cisco provided a means to identify experts in the field.
However, the CCIE tests are brutal, with a failure rate over 80 percent.
(Fewer than 5 percent of candidates pass on their first attempt.) As you
might imagine, very few people ever attain CCIE status.

In early 1998, Cisco recognized the need for intermediate certifications,
and several new programs were created. Four intermediate certifications
were added: CCNA (Cisco Certified Network Associate), CCNP (Cisco
Certified Network Professional), CCDA (Cisco Certified Design Associate),
and CCDP (Cisco Certified Design Professional). Two specialties were also
added to the CCIE program for WAN Switching and ISP Dial-up.

XXV
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Why Vendor Certification?

Over the years, vendors have created their own certification programs
because of industry demand. This demand arises when the marketplace
needs skilled professionals and an easy way to identify them. Vendors
benefit because it promotes people skilled in their product. Professionals
benefit because it boosts their career. Employers benefit because it helps |
them identify qualified people.

In the networking industry, things change too quickly to rely on
traditional means of certification, such as universities and trade associations.
Because of the investment and effort required to keep network certification
programs current, vendors are the only organizations suited to keep pace
with the changes. In general, such vendor certification programs are
excellent, with most of them requiring a solid foundation in the essentials,
as well as their particular product line.

Corporate America has come to appreciate these vendor certification
programs and the value they provide. Employers recognize that
certifications, like university degrees, do not guarantee a level of knowledge
or performance; rather, they establish a baseline for comparison. By seeking
to hire vendor-certified employees, a company can assure itself that, not
only has it found a person skilled in networking, but it has also hired a
person skilled in the specific products the company uses.

Technical professionals have also begun to realize the value of
certification and the impact it can have on their careers. By completing a
certification program, professionals gain an endorsement of their skills from
a major industry source. This endorsement can boost their current position,
and it makes finding the next job even easier. Often, a certification
determines whether a first interview is even granted.

Today, a certification may place you ahead of the pack. Tomorrow, it
will be a necessity to keep from being left in the dust.

Cisco's Certification Program

As mentioned previously, Cisco now has five certifications for the Routing
and Switching career track. While Cisco recommends a series of courses for
each of these certifications, they are not required. Ultimately, certification is
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based on a candidate passing a series of exams. With the right experience
and study materials, each of these exams can be passed without taking the
associated class. ‘

Figure I-1 shows Cisco's Routing and Switching track, with both the -
Network Design and Network Support paths. The CCNA is the
foundation of the Routing and Switching track, after which candidates can
pursue either the Network Design path to CCDA and CCDP, or the
Network Support path to CCNP and CCIE.

Table I-1 shows a matrix of the exams required for each Cisco
certification. Note that candidates have the choice of taking either the single
Foundation R/S exam, or the set of three ACRC, CLSC, and CMTD
exams—four exams are not required.

You may hear veterans refer to this CCIE R/S Qualifying Exam as the
"Cisco Drake test.” This is a carryover from the early days, when Sylvan
Prometric's name was Drake Testing Centers and Cisco only had the
one exam. ’

Cisco's Routing and Switching certification track

Cisco Certiﬁeé"‘».,‘
Design Professional ™,
Cisco Certified™._

Design Associate
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TABLE |-

Examinations Required for
Cisco Certifications

CCNA

CDs

Foundation
R/S

ACRC

CLsC

CMTD

cT

CID

CCIE R/S
Qualifying

CCIE Lab

Computer-Based Testing

In a perfect world, you would be assessed for your true knowledge of a
subject, not simply how you respond to a series of test questions. But life
isn't perfect, and it just isn't practical to evaluate everyone's knowledge on a
one-to-one basis. (Cisco actually does have a one-to-one evaluation, buc it's
reserved for the CCIE Laboratory exam, and the waiting list is quite long.)

For the majority of its certifications, Cisco evaluates candidates using a
computer-based testing service operated by Sylvan Prometric. This service is
quite popular in the industry, and it is used for a number of certification
programs, including Novell's CNE and Microsoft's MCSE. Thanks to
Sylvan's large number of facilities, exams can be administered worldwide,
generally in the same town as a prospective candidate.

For the most part, Sylvan exams work similarly from vendor to vendor.
However, there is an important fact to know about Cisco's exams: they use
the traditional Sylvan test format, not the newer adaptive format. This gives



