TCP/IPi¥i#

TCP/IP Illustrated

Volume 1: The Protocols

[2#] W.Richard Stevens &

Z ARilHL

POSTS & TELECOM PRESS

\

\



| TURING

A BB R A

b =




BEEMKE (CIP) ¥

TCP/IPi¥AE. #1, i =TCP/IP Mustrated,
Volume 1. The Protocols: #3r/ () Sl
(Stevens, W.R. ) 3. —Ibz{. ABHBHLHAREE,
2010.4

(B R FRR I BALR 2 R 51
ISBN 978-7-115-22259-6

LOT IL Q% I OHBEILHEL — @S
i —3r IV. ®TN915.04

T EAR A EBECIPEIE T (2010) 0172275

NERE

AHRETCPIPGRM 2R 2 IF! BrhEBPRTCPAPHIN, FOUPHARFCIERBEDI, TiRLEA X
REGIVER TTCPAPHIURA E LRE, URERFMARGREREHRNARTHELR, ERETR
RERTCPAPHISIR, ABNAFR LAY, JLPESMRISENIE, LR THS TENEZ,

FAE A EM A LB ARTCPAPH AN TSI A B %, ERTCPIPSISBIZ A RRF R A R AUR 2
4. TREMNFEERDKEENNETRE T, 2BMEELSE.

R IF R LR LEE R 5
TCP/IPI¥ME %1 il (EXHR)

¢ & [2£] W. Richard Stevens

RIESE HER
¢ ARIBHEHHERAST — EnhigiE s Beses

#h4s 100061 B 315@ptpress.com.cn

Kak  hitp://www.ptpress.com.cn

Jem R BRI RR A F EpR
¢ IFA: 800X 1000 1/16

Elgk. 375
FH. 715 Fx 201044 A% 1R
Eli#. 1-2500 2010 4 4 AL 1 kENRI

EERARRIES BT 01-2010-03095
ISBN 978-7-115-22259-6

Efr: 79.005L

HERENL. (010) 51095186 ENEREMLE. (010) 67129223
RBRERLE. (010) 67171154




W = B8

Original edition, entitled TCP/IP Illustrated, Volume 1: The Protocols, First Edition, 9780201633467
by W. Richard Stevens, published by Pearson Education, Inc., publishing as Addison-Wesley, Copyright ©
1994 by Pearson Education, Inc.

All rights reserved. No part of this book may be reproduced or transmitted in any form or by any
means, electronic or mechanical, including photocopying, recording or by any information storage retrieval
system, without permission from Pearson Education, Inc.

China edition published by PEARSON EDUCATION ASIA LTD. and POSTS & TELECOM PRESS
Copyright © 2010.

This edition is manufactured in the People’s Republic of China, and is authorized for sale only in the
People’s Republic of China excluding Hong Kong, Macao and Taiwan.

A F5 ¥ 3 i Pearson Education Asia Ltd #2480 A Rl stk HAR. RBHIREBHEIF
A, ARLMEAAHRE RSP EABNE.

RF e ARIIERRN (B, RITENTREXNEEBX RN HERfT.

A A5 5 A Pearson Education (FrAEHE MRER) BOEBithRE, KiEELSHE,

WA, BLT.



#% 4> Brian Kernighan#=John Wait ,
BN LS5 FRBTHER, 54454



BF

A BHIRTCP/IPH UK, HEMAXFR THMTCPIPEF A, AR H—FF
WATHISHT T Bk sh BRI, WA R R AT . B WA R IR
TSRS, FTUAE i B AR TR BRI T 5 RRVHIR .. Besh, FBEoHr
TR, & TAUE TR & RS T TR,

1 R I 20 20604 R B 201 280 R BT BB rp, SHEMBA S RIEH
BEAA R B ARG AR, BEEMEESERNSH, BEF IR
HRE. BRI MR TREE RS RN ETE.

BEEMBRA T EEEM. L A TSt EALREM T Mogul 19901, R
EEMSE LigsE TN, REafi—SARKE (FLRRA), REGHELR L
REMEL. REATERZFNAXAR-AIFHFERENTE, Kb EBRdEFER
T2 IR TR RE, XIERAA5/ AR,

FHE M FTERE T RTCP/IPH UGS T REAES . REMBMANESFR. FIH



vi

"%

TCPIPAAH RHLA LS MM REFE RUARIMEF RS R STCPIPR AT R ER I F,

AHRIEH

TFEAH T ABERM &V, HHE L RAHESCEI T X
—itie,

wE7 2 27 28 30 8 14 15 16 25 29
. Telnet & Trace- NFS
Ping || ecse|| FTP || SMTP || X || T || DNs || TETP ||BOOTP|| SNMP | -pp
17, 18,19, 20 11,12
TCP 151 22,23, 24 uDP
6 jomp |33 10 1omp |13
4 2 e 5
. ARP e RARP
ft IR

(E s 0 2 40 B A R BT T itie. Blan, DNSFIRPCEHZ] TTCP, {H
MEFEARHE. )

HATRHA—F B KR LB RN BTCPIPH UK. B 1ZENETCP/IPHIE AN
BEFENEERE 2 (3E2E) JTHRR LB ilik. XHEMAT LA BB TCP/IPEE M 4% HY 1%
BRI R EET I ENT RN,

EBEFARSBPERA T —FIhaetERy 2, WA FERHESE B R LR,
Bilgn, #EIFTMA TIPEFIPER, HIPEHANKREFRREAGHNEA (XXM
AERENTRAEZHRETERNEMW) BRPNMBAEREEGEN. Fitn, sHELR
(fragmentation) MUDP ($113%) AERFEM, BEALZDULESZTHYW, EEH
i (time-to-live) F BX7E5 8 S Traceroutef2 P iR 4ifiE, WAZFTRRIZEFE
FHEET. (i, ICMPRIR 4tk th A S EMET bR, FEZED IS AEA
FrEICMPHCHI A R,

YR, BIMBIFARBIEFFGRATSI G, Bit, REAZTRUBMKE
FTCPAPR AN AR, BATRERBAILEGTNE. EFHERIPHICMP Y f5, A
*PingfiTraceroute b {7 T g, e UDP f5, A 1R T TUDPHIR A (£4%.



L) E) vii

DNS, TFTPFIBOOTP), 7\ TCP AL fiHI b4 &3 4 UM R YHE S TCP 2 J5 A REANEA
N8, B REEHBESE 1. ABWET AR A M ATCP/IPH L, i 21
435 7% 8 57 R O BT A 400

Bind

ABH R, ARz A FEERALANIRKRTCP/IPAIN, AR MT KR
MIZE30ER, SR GURBR GBI IRE W LAt — 5 R iRX skt

AFH LFMEALR: MTCP/APHBURM BT A 4115 BB iEE T LAE A B REA
F2EH, NAFRR, BA—ETCH/IPERRMINIEE TEABE AT E JLE, HEMET
FITMAMIE, REERBBNENTETEANE, SENARBRIET L3, W
DG T REY BN ER, ERMEATABEEAENAERES,

IRAF A BRI NEEA— SRS R 5y, &M IZHAEIP
(SE3EMFEIE), UDP (B11F), TCP (BITHEH24E) AR —HRMHAEY L,

SHRRFTHERXEIM, HRETTENES, Bizd T iR ZHN
. B BRSNS R R AR R A RIEE I MIIERSIZE.

INRVRFTLAYF ARG, BUUR T BRA B P E AR (FRF), HEAR SR
LSRR, SHFETHNSIBERAARKRETHIN (FAELIHTEEL R
).

BT RS

ABh g — A RBIERRE R FB T, R SRRk, B
1-11 (318W) Jeon P B FTAMARIENL., BESURRL, ChhEi%s EikAsHn
BN 2D, APBaTmti b Ti%E.,) XFMEELEERY, LRISEHALERIE
BEXRGIIRME: o, BTERTNRREABRHE, RAOTTUAERR E 824 py e
R,

ERAGA TRV T A2 E, fibsdi, svr4, sun, solaris, aix,
slip%%, XH, BIMNREEFMERHNAS LR TR ERERIT,

B HE T 2 FHBIERGMTCP/IPELH,

* EHlbsdifislip L HMIRZBerkeleyfkff:ikit 2 RIBSD/386kA 1.0, XN A%

IR ABSDM A KAHI2.0M . (FAITEF1THAIE 1-1070 25 H T & FBSDER 4 iy 0k

K&Ro)

s XHlsvra LfEHPRZUH.A TR Unix System V/386 Release 4.0/2.05% . X R%

WHISVR4, M4 Lachman AssociatesZ\ &) BJTCP/IPAzM: SLHL(SVRAMI K £ B bR A 1

FH Zbr i LB,

* FHlsun b {E A SunZy FHISunOS 4.1.3, SunOS 4.1.x BG A LR N B 412

FITCP/IPSLEL T, HTCP/AP/RRLIE H4.2BSD#14.3BSD,



=
nn\-

viii

» Hlsolaris {E FAE2ZSuns) 5 Solaris 2.2, Solaris 2x&ZZRITCP/IPLHL S
BAISunOS 4.1 xR LLARSVRAEI AR, (iZEIERS LR EESunOS 5.2, H—H
Fr4Solaris 2.2)

e EHlaix F{EFRLIBMIYAIX 3.2.2, iZTCP/IPLH] % T4.3BSD Renolk.

* ¥#lvangogh.cs.berkeley. edu ki FNIE R B MK FETEF B HEI A
S RAA4.4BSD, XA RAEHA ATRABIFTCP/IPRARA. (RRRHKE
BI1-11R4H, HEFUET FHEREE.,)

XU RUnix &S, (P ETCPAPR M FRERSEN, WHAKTHIEUNxAS

JURFRR LA TCPIP, REFLEF (thinTraceroute) RREFTH RGAREAY, HAh
IR &R 5y 2 #BiE A F4EUnix L8,

HERRAE

TR LARMATR LN, ROVAEGZESEANE, UEFRESZRHEL
Ao, DIAHEBAERE, wElmT.

bsdi % telnet svr4 discard  connectto the discard server

Trying 140.252.13.34... this line and next output by Telnet client

Connected to svr4.

B, BIERGESR (FOlPRDbsdl) fEAshel R —sr, LARBI& IEE
WAL ListT.

BADR, WATBEH 246 AR/ NS 70 B R iR i s RS Sk San i .

BMNAE Aifconfig@)k 5| HUnixFH o ar LW ZRAR . XFEMSL/FHEM
EHHERR B FRIFORER 5| Unixdr 4 RUpRifE . S HREFRUnix Pt dr &
“FHITC MRS, EBEAMUEIEMERNEE. BEFHUNIXZRENFR%EHES
AARME, MLMBESHARARE, RIRAMNRBSDRMEMERS (3 FAi4HBSD
WAL, thanSunOS 4.1.3, XANBRSEMEIR), ERIFRATEDRIHALN.

Briaf

REHB ERHATEE-ANLT, EERAEERBPNHRFTETZANKES
B, BREHFHRHZMWRAN, MNERSHOIERGE B RZHEK. FRBRIHER.
Sally, Bill, EllenfiDavid,

Fii 7] 4548 Brian Kernighan L8R ENT P BRMAFBHOAY. hEERFEIREEE
RERRHIN, LM THRAERRE, iR, SaigdiyaRnst L%
B EE RIHE—EE KM E .,

HREFBANS T AELT T, BMRATALERENEIR., IR,
BICAR (REER) MIFEEBRER THRAMES. KRijftSteve Bellovin, Jon
Crowcroft, Pete HaverlockH1Doug Schmidt h# IR iEfE R, H&ifDave Borman,



HooF ix

Tony DeSimone, Bob Gilligan, Jeff Gitlin, John Gulbenkian, Tom Herbert, Mukesh
Kacker, Barry Margolin, Paul Mockapetris, Burr Nelson, Steve Rago, James Risner,
Chris Walquist, Phil Winterbottom#fliGary Wright% A BiE& o2 TRILBAENE
HIEN. Boh, TERBEMDave BormanX i TCPET #iT T2 EHRE, KijiBob
Gilligan 51E3# & E5CHL T I E, _

AR REISLH AR, FILARBBEHTIIELA TEREHHA (EHERZ TR
ERFoRtERENAABRBAIAN): Joe Godsil, Jim Hogue, Mike Karels, Paul
Lucchina, Craig Partridge, Thomas SkibofiJerry Toporek,

RE WA RETCP/IPH EAIE M, HALEILMAACUEE, HEEF=ETE
X A—ABREL, RERIARGERNVBEE AN HEREM—2/hER, BEk e
FUERE, REHEBRNEIR. KiffPete Haverlocki2 | T A XEMW R, thikiftvan
Jacobson A& A5k AR L TR % M A Rk k.

TR LTEMNBEFEELEE - TUSARSMOEENSE S, REEEERE
HERXE, RERBRENEAKL ML FEHLAISidney Wolff, Richard WolffFliSteve
Grandi, Steve Grandi MY MFE TIRZEE, TRET AFEN LMNKS, s3Iz,
Bob B BRI KT 5 BT R L RSB A2 41 9K eith BosticFKirk McKusick#
f14E A&7 4. 4BSD A 4,

Bfa, WRHIBHRARNNEERRER, HMTARIEABLR RS ERELIRA,
X—PIERIALh T 4 lohn WaithIAAMA, HERBMRFENSE! Slohnll & Addison-
WesleyHH b Ml A=A R —HAEH AV EENE, M 1R % A s whFnsd 4075 70 LR
FUAERBRIBLER T

6% MJames ClarkZy 5 HIGrof ik - BHIVE T A5 HIB 4 i FhR——Trof flE# I, &
WIEE AR FERAR R BB L. RHEIGRITESIR.

W. Richard Stevens
1993510  F 4] AN B A F



Contents

Chapter 1. Introduction
1.1 Introduction 1
1.2 Layering 1
1.3 TCP/IP Layering 6
1.4 Internet Addresses 7
1.5 The Domain Name System 9
1.6 Encapsulation 9
1.7 Demultiplexing 11
1.8 Client—-Server Model 12
1.9 Port Numbers 12
1.10  Standardization Process 14
1.1 RFCs 14
1.12  Standard, Simple Services 15
1.13 The Internet 16
1.14  Implementations 16
1.15  Application Programming Interfaces
1.16  Test Network 18
1.17  Summary 19



xii TCP/IP Illustrated Contents

Chapter 2. Link Layer 21

2.1 Introduction 21

22 Ethernet and |(EEE 802 Encapsulation 21
2.3 Trailer Encapsulation 23

24 SLIP: Serial Line IP 24

25 Compressed SLIP 25

2.6 PPP: Point-to-Point Protocol 26

27 Loopback Interface 28

2.8 MTU 29

2.9 Path MTU 30

210  Serial Line Throughput Calculations 30
2.11  Summary 31

Chapter 3. IP: internet Protocol 33

3.1 Introduction 33

3.2 IP Header 34

3.3 IP Routing 37

3.4 Subnet Addressing 42
3.5 Subnet Mask 43

3.6 Special Case |IP Addresses 45
3.7 A Subnet Example 46
3.8 ifconfig Command 47
3.9 netstat Command 49
3.10 1P Futures 49

3.11  Summary 50

Chapter 4. ARP: Address Resoiution Protocoi 53

4.1 Introduction 53

42 An Example 54

4.3 ARP Cache 56

4.4 ARP Packet Format 56
45 ARP Examples 57

4.6 Proxy ARP 60

47 Gratuitous ARP 62

4.8 arp Command 63

49 Summary 63

Chapter 5. RARP: Reverse Address Resolution Protocol 65

5.1 Introduction 65

52 RARP Packet Format 65
5.3 RARP Examples 66

54 RARP Server Design 67
5.5 Summary 68



TCP/IP Illustrated

Contents  xiii

Chapter 6.

6.1
6.2
6.3
6.4
6.5
6.6
6.7

Chapter 7.

7.1
7.2
7.3
7.4
7.5

Chapter 8.

8.1
8.2
8.3
8.4
8.5
8.6

Chapter 9.

9.1
9.2
9.3
9.4
9.5
9.6
9.7

Chapter 10.

10.1
10.2
10.3
10.4
10.5
10.6
10.7
10.8
10.9

ICMP: Internet Control Message Protocol

Introduction 69

ICMP Message Types 70

ICMP Address Mask Request and Reply 72
ICMP Timestamp Request and Reply 74
ICMP Port Unreachable Error 77

4.4BSD Processing of ICMP Messages 81
Summary 83

Ping Program

Introduction 85

Ping Program 85

IP Record Route Option 91
IP Timestamp Option 95
Summary 96

Traceroute Program

Introduction 97

Traceroute Program Operation 97
LAN Output 99

WAN Output 102

IP Source Routing Option 104
Summary 109

IP Routing

Introduction 111

Routing Principles 112

ICMP Host and Network Unreachable Errors
To Forward or Not to Forward 119
ICMP Redirect Errors 119

ICMP Router Discovery Messages 123
Summary 125

Dynamic Routing Protocols

Introduction 127

Dynamic Routing 127

Unix Routing Daemons 128

RIP: Routing Information Protocol 129
RIP Version 2 136

OSPF: Open Shortest Path First 137
BGP: Border Gateway Protocol 138
CIDR: Classless Interdomain Routing 140
Summary 141

69

85

97

111

117

127



xiv TCP/IP Iltustrated Contents

Chapter 11. UDP: User Datagram Protocol 143

11.1  Introduction 143

11.2 UDP Header 144

11.3 UDP Checksum 144

11.4 A Simple Example 147

11.5 [P Fragmentation 148

11.6  ICMP Unreachable Error (Fragmentation Required) 151
11.7  Determining the Path MTU Using Traceroute 153
11.8 Path MTU Discovery with UDP 155

11.8  Interaction Between UDP and ARP 157

11.10 Maximum UDP Datagram Size 159

11.11 ICMP Source Quench Error 160

11.12 UDP Server Design 162

11.13  Summary 167

Chapter 12. Broadcasting and Multicasting 169

12.1  Introduction 169

12.2  Broadcasting 171

12.3  Broadcasting Examples 172
12.4  Multicasting 175

12.5  Summary 178

Chapter 13. IGMP: Internet Group Management Protocol 179

13.1 Introduction 179
13.2 IGMP Message 180
13.3 IGMP Protocol 180
13.4  An Example 183
13.5  Summary 186

Chapter 14, DNS: The Domain Name System 187

14.1  iIntroduction 187

14.2 DNS Basics 188

14.3 DNS Message Format 191
14.4 A Simple Example 194
14.5  Pointer Queries 198

146 Resource Records 201
14.7  Caching 203

14.8 UDP or TCP 206

14.9  Another Example 206
14.10 Summary 208



TCP/IP INustrated

Contents

XV

Chapter 15.

15.1
15.2
16.3
15.4
15.5

Chapter 16.

16.1
16.2
16.3
16.4
16.5
16.6
16.7

Chapter 17.

17.1
17.2
17.3
17.4

Chapter 18.

18.1
18.2
18.3
18.4
18.5
18.6
18.7
18.8
18.9
18.10
18.11
18.12

Chapter 19,

19.1
19.2
19.3
19.4
19.5
19.6

TFTP: Trivial File Transfer Protocol

Introduction 209
Protocol 209

An Example 211
Security 213
Summary 213

BOOTP: Bootstrap Protocol

Introduction 215

BOOTP Packet Format 215
An Example 218

BOOTP Server Design 219
BOQTP Through a Router 220
Vendor-Specific Information 221
Summary 222

TCP: Transmission Control Protocol

Introduction 223
TCP Services 223
TCP Header 225
Summary 227

TCP Connection Establishment and Termination

Introduction 229

Connection Establishment and Termination 229
Timeout of Connection Establishment 235
Maximum Segment Size 236

TCP Half-Close 238

TCP State Transition Diagram 240

Reset Segments 246

Simultaneous Open 250

Simultaneous Close 252

TCP Options 253

TCP Server Design 254

Summary 260

TCP Interactive Data Flow

Introduction 263

Interactive Input 263

Delayed Acknowledgments 265
Nagle Algorithm 267

Window Size Advertisements 274
Summary 274

209

215

223

229

263



xvi

TCP/IP Illustrated

Contents

Chapter 20.

20.1
20.2
20.3
204
20.5
20.6
20.7
20.8
20.9

Chapter 21,

211
21.2
21.3
21.4
21.5
216
21.7
21.8
21.9
21.10
21.11
21.12

Chapter 22.

221
222
223
22.4

Chapter 23.

23.1
23.2
23.3
23.4

Chapter 24.

241
24.2
243
244

TCP Bulk Data Flow

Introduction 275

Normal Data Flow 275
Sliding Windows 280
Window Size 282

PUSH Flag 284

Slow Start 285

Bulk Data Throughput 286
Urgent Mode 292
Summary 296

TCP Timeout and Retransmission

Introduction 297

Simple Timeout and Retransmission Example
Round-Trip Time Measurement 299

An RTT Exampie 301

Congestion Example 306

Congestion Avoidance Algorithm 310

Fast Retransmit and Fast Recovery Algorithms
Congestion Example (Continued) 313
Per-Route Metrics 316

ICMP Errors 317

Repacketization 320

Summary 321

TCP Persist Timer

Introduction 323

An Example 323

Silly Window Syndrome 325
Summary 330

TCP Keepalive Timer

introduction 331
Description 332
Keepalive Examples 333
Summary 337

TCP Futures and Performance

Introduction 339

Path MTU Discovery 340
Long Fat Pipes 344
Window Scate Option 347

275
297
208
312
323
331
339



TCP/IP IMustrated

Contents xvii

245
24.6
247
24.8
24.9

Chapter 25.

251
252
253
254
25,5
25.6
25.7
25.8
25.9
25.10
25.11
256.12
256.13

Chapter 26.

26.1
26.2
26.3
26.4
26.5
26.6

Chapter 27.

27.1
27.2
27.3
27.4

Chapter 28.

28.1
28.2
28.3
28.4
28.5

Timestamp Option 349

PAWS: Protection Against Wrapped Sequence Numbers 351
TACP: A TCP Extension for Transactions 351

TCP Performance 354

Summary 356

SNMP: Simple Network Management Protocol 359

introduction 359

Protocol 360

Structure of Management Information 363
Object Identifiers 364

introduction to the Management Information Base 365
Instance Identification 367

Simple Examples 370

Management information Base (Continued) 372
Additional Examples 382

Traps 385

ASN.1 and BER 386

SNMP Version 2 387

Summary 388

Telnet and Rlogin: Remote Login 389

Introduction 389
Rlogin Protocol 391
Rlogin Examples 396
Telnet Protocol 401
Teinet Examples 406
Summary 417

FTP: File Transfer Protoco! 419

Introduction 419
FTP Protocol 419
FTP Examples 426
Summary 439

SMTP: Simple Mail Transfer Protocol 441

introduction 441
SMTP Protocol 442
SMTP Examples 448
SMTP Futures 452
Summary 459



