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Author’s Intent

Before the final idea of this book was fully visualized, I spent a lot of
time thinking about what investigators and security professionals would
need tomorrow, next year, and on, into the future; content that really
needed attention but that was not widely covered. My thoughts kept
coming back to conducting forensics in a wireless environment.

First, there is a need. I wanted to get some good material out to
investigators on this particular type of forensics. Second, it is important.
Mobile devices are changing the very dynamics of our society, and those
changes will continue to evolve as people live and work, and as our
children grow into adults. Crime will, of course, continue to be a factor,
as well as the growth of new, inventive ways of carrying it out. My goal
is that by the time vou've finished this book, you will know a good deal
more than you now do and that you'll be able to effectively apply this
knowledge to your work.



Who Should Read
This Book

For those of you who have read my first book, lnvestigators Guide to
Steganography, you will notice a similar style and organization in this
book. I did my best to make this book readable for anyone, but it is, of
course, tailored to the forensic investigator, the private investigator with
technical skills, and the IT security professional. The flow of the book is
designed to take you from basic to advanced understanding. It does not
necessarily have to be read in order, but that is probably the best approach
to take if you're a beginner or haven't looked at the technology in a
while. I'm a big believer in keeping information in context: showing where
technology came from and why it is being used, before approaching the
subject of forensics. The book is crafted along those lines of thought.
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Introduction

My in-laws just came to visit, and when they walked in the door, they
were amazed at how much my five-month-old child had grown. They
had not seen her in about two months and were astounded at how much
she had changed. My first reaction was, “You really think she has changed
that much?” As I see her every day, I do not notice the changes because
[ adapt and grow as she grows, which introduces an interesting problem.
Although my daughter has been growing rapidly, because I am constantly
around her, the day-by-day or hour-by-hour changes are so subtle that I
fail to realize how significant the change has been until I look back at a
picture when she was born, compare it to how she looks now, and realize
that miraculous growth has occurred.

Similarly, we can all relate to this phenomenon with our children, but
the same metamorphosis has been occurring with technology. Those who
work with technology on a daily basis may be less aware of the dramatic
growth. We do not always recognize or understand the change until a
significant time period has elapsed or until others have pointed it out to
us. Probably the one area in which this phenomenon has been most
pronounced is wireless technology.

Wireless impacts everything we do and has become an integral part
of our lives. Although 1 could fill pages talking about wireless, the focus
here is on wireless data transfer in regard to computers. I am using the
term computers in the liberal sense, indicating any device that has some
processing and storage capability. For many people, one of their last
activities before they go to sleep at night — and one of the first things
they do in the morning — is utilize a wireless device. Whether it is a
home computer or a BlackBerry to check on the status of a company and
make sure no last-minute e-mails have arrived, wireless is all around us.
And if you think they are everywhere now, you have not seen anything
yet. Many of those who actively utilize wireless capabilities may think
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there is no scope left for practical development; the current technical
boundaries often limit our perspective on creative ideas for the future. A
perfect example is that many people five years ago thought cell phones
were pretty sophisticated, but since then that technology has been taken
to an entirely new level. Similar advancements will continue to occur.

As we move into the future most, if not all, critical data at some point
between source and destination is going to go over a wireless link — if
not several. As homes and offices, towns, cities, states, and countries
continue to increase their bandwidth and connectivity, a natural solution
to the problem is wireless. It is easy to install and does not require
significant changes to operate. Let us start with the smallest example, a
house. As technology advances, houses are going to have an increased
need for bandwidth for home control systems. If you decide to install all
new wiring to support a home control system you, in essence, will need
to replace all Sheetrock™ and walls in your house to support the number
of wires that would be needed. Or in very strategic locations, you could
install a few wireless access points, and have the same connectivity and
benefit at a fraction of the cost and for a fraction of the time it would
take to set up the network. Now take this example and scale it up to a
town, city, or country. The problem with wires only gets worse, and the
tremendous benefit provided by wireless only increases.

Therefore, in the next several years we can almost guarantee that
critical data is going to be routed over wireless links. The efficiencies are
too great to be ignored, and the functionality benefit will only continue
to rise. As new, complex solutions of data transfer continue to occur,
wireless, in most cases, is going to be the only reasonable solution to this
problem.

Although wireless solves many problems, it creates a huge number of
issues. The biggest problems with wireless is control, which leads to security
problems. Wired connections are controlled, and if you cannot get access
to the wires to either tap them midstream or at the demarc points, you
are not able to intercept the signal. However, with wireless, anyone within
a certain area is able to intercept the signal. Whether they can actually
process or interrupt the signal is a completely different problem, but they
can at least see the signal, which makes the attacker’s problem much easier
than if it was a wired situation. Many of you might think 1 am stating the
obvious; however, obvious or not, this is a concept that many people either
forget about or ignore in implementing solutions.

Now for the really bad news. The problem of controlling and securing
wireless is not a linear problem; it is an exponential problem in terms of
complexity. This means the longer we allow functionality to increase, the
problem of securing those wireless networks increases at a much steeper
pace.
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As most organizations traditionally do after they implement a solution,
they assume it is secure, and after it is compromised or they see the
potential for compromise from other organizations, they slowly address
the problem. We have readily observed with viruses, worms, and other
problems that this reactive measure does not work and does not scale.
With a problem space as big and as complex as wireless, proactive
measures must be put in place, and they must be put in place immediately.
Organizations can either pay now, or they can pay later. However, one
problem is that wireless is like a high interest rate credit card. If you pay
off the debt now, you no longer have any debt to worry about, but if
you pay later by paying the minimal each month, you will probably never
be able to pay it off because of the compound growth of the problem.
Even if you do manage to pay it off, you will end up paying much more
than you needed to.

General security is also a concern with any new technology, and when
we think security we typically think of stopping an attacker from breaking
in or gaining access. However, based on the broad reach of wireless,
stopping someone from passively listening in is just as critical. Therefore,
all current disciplines need to be applied to the wireless arena. Intrusion
detection systems, firewalls, and forensics are just a few of the key areas
that one must understand and apply to proactively solve the wireless
problem.

Dr. Eric Cole
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