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Preface

We are living in unprecedented times. This environment of constant change
and transformation offers both opportunities and challenges. The opportu-
nities and societal advances offered by healthcare technology are abundant.
However, these advancements come with privacy and security concerns. We
do not advocate fearing such change simply because of the privacy and secu-
rity concerns. In fact, we look forward to all of the benefits and embrace the
change, as long as society can find a way to balance the risks against the re-
wards. As we transition some of our most valued personal health information
to various healthcare technology systems, there is and always will be a critical
need for Information Security and Privacy professionals in the healthcare field.

There is a significant shortage of qualified professionals who truly understand
all the aspects of Information Security and Privacy, including what it takes to de-
velop, implement, and maintain an effective program while supporting the busi-
ness needs of the organization and delivering leading-edge healthcare. We have
seen a plethora of new threat actors enter the arena in an attempt to exploit vul-
nerable systems with various motives. These actors include foreign governments,
“hacktivists,” organized crime, cyber criminals, and even competitors in an at-
tempt to gain a strategic advantage. The sophistication and scale of attacks surpass
anything we've seen over the past decade and protecting healthcare organizations
becomes more difficult as new technologies are adopted. This contributes to an
insatiable demand for qualified Information Security and Privacy professionals.

Why focus on the Healthcare industry? Healthcare is growing at an unprec-
edented pace and is increasingly vulnerable as the industry shifts to electronic
healthcare records.

The following is a list of key issues we believe will drive information security
and privacy activities within the Healthcare industry and contribute to the de-
mand for qualified professionals.

1. The Healthcare industry is extremely fragmented with minimal
standards for interoperability and data sharing between hospitals,
pharmacy benefit management companies, insurance companies, and
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pharmacies. These issues are actively being addressed, but require a
significant investment in technology. With increasing connectivity and
access to systems and data, risks will also increase. Connectivity in the
form of health information exchanges (HITS) and accountable care
organizations also drives demand for qualified professionals.

2. There has been huge underinvestment in technology and especially for
providers with most investments focused on providing or improving
patient care. Old (legacy) systems remain a major security concern
as many contain ePHI and need to be secured as they are updated or
replaced.

3. There are enormous amounts of healthcare fraud and abuse within
the industry, causing costs to spiral out of control. Technology in
conjunction with security and privacy controls can provide solutions to
increase business visibility and assist with managing these risks.

4. Demand for healthcare is exploding commensurate with the rapidly
aging baby boomer population. This will require expansion of
existing systems and implementation of new technologies to improve
productivity and outcomes.

5. It is projected that the United States will experience a shortage of
160,000 doctors over the next 20 years and the industry will have
to find new ways of improving doctor productivity. This will require
implementation of new and innovative technologies that need to
be secured.

6. Regulators have been aggressive in regulating the security and privacy of
Healthcare IT systems and issuing fines for noncompliance.

7. Despite having vast amounts of sensitive data, healthcare Information
Security programs are far behind that of Financial Services and other
similarly situated industries. The FBI has also issued warnings to the
Healthcare industry to urgently improve their programs and controls.

8. The Bureau of Labor Statistics (BLS) projects the job market for
Information Security professionals to expand by 37% between 2012
and 2022. Information Security is one of the fastest-growing professions
in the job market.

There are a vast number of opportunities for qualified healthcare Informa-
tion Security and Privacy professionals. The HealthCare Certified Information
Security and Privacy Practitioner (HCISPP) credential will certify your knowl-
edge and stature as a qualified professional. There will be vast opportunities
for those who prepare for the future, and this book is your first step toward a
rewarding healthcare information security and privacy professional.
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CHAPTER 1

Introduction

THIS CHAPTER WILL HELP READERS UNDERSTAND

m Importance of information security and privacy

m Target audience

m HealthCare Information Security and Privacy Practitioner (HCISPP)
certification requirements

m Learning objectives

BACKGROUND

The importance of security and privacy is rapidly increasing across all indus-
tries, especially given a recent acceleration in public data breach and record dis-
closures. As this book was composed the public has witnessed large breaches
within the retail industry involving stolen credit card and personal informa-
tion. At first glance one might discard this type of threat as not applicable
to healthcare organizations given their core business involves the delivery of
patient care. In many cases they might be wrong given patients regularly pay
for healthcare services using a credit or debit card, the massive amount of per-
sonal health information (PHI) within the organization, a significant increase
in the use of health information technology (which creates additional privacy
and security risk), and PHI being shared outside organizational boundaries
with third parties to support the delivery of healthcare services. Healthcare
organizations will need qualified risk management professionals to assist with
managing the broad array of risks faced within the industry. The HCISPP certi-
fication is for individuals who want to understand how to assess risk and im-
plement and maintain security and privacy controls specific to the healthcare
industry while being compliant with the many laws and regulations that gov-
ern the healthcare industry. Individuals with certifications such as the HCISPP
are more likely to be selected for job interviews based on the immediate recog-
nition of an industry certification and the qualifications it conveys. Since the 1
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- CHAPTER 1: Introduction

exam details are subject to change, per (ISC)?, we encourage candidates to ob-
tain the most current HCISPP Candidate Information Bulletin available from
(ISC)2 prior to beginning their exam preparation. Candidates may require a
deeper understanding of some concepts discussed throughout this book de-
pending on the nature of their current or future roles, educational background,
and work experience in each of the specific HCISPP exam domains. However,
this book was written to provide a foundational level of knowledge and teach
candidates only what is necessary to pass the HCISPP examination - nothing
more, nothing less. Consider this the first step in a journey, as a security and
privacy practitioner in the healthcare industry. Since the healthcare industry,
the technology that supports it, and the laws and regulations that govern it
continuously change we encourage HCISPP candidates and certificate holders
to actively participate in the industry, stay abreast of changes, and commit to
continuing education and gaining new experiences. The examination and this
book focus on six key domains of knowledge:

Healthcare industry

Regulatory environment

Privacy and security in healthcare

Information governance and risk management
Information risk assessment

Third-party risk management

Individuals who may want to consider obtaining a HCISPP certification in-
clude, but are not limited to:

Information security analysts

Information security officers (CSO, CISO, ISO)
Privacy officers (CPO)

Compliance officers (CCO)

Records management personnel
Information technology managers

Security and privacy consultants

Risk management personnel

Internal and external auditors

Data protection officers

Health information managers ¢

HCISPP Certification Requirements
Prior to taking the HCISPP examination, candidates must meet the following
requirements:

m Register for the exam and pay the examination fee. The most current
fees are available at https://www.isc2.org/certification-register-now.aspx.



s Have a minimum of 2 years’ security, privacy, and compliance
experience in one of the six knowledge domains. At least 1 year of
experience is required in one of the following three domains:

s Healthcare industry
= Regulatory environment in healthcare
s Privacy and security in healthcare

The second year of experience can be in the domains mentioned earlier or in
one of the following three domains:

= Information governance and risk management
= Information risk assessment
m Third-party risk management

Legal and information management experience may also be substituted for
compliance and privacy experience, respectively.

m Provide a truthful attestation of professional experience and legally
agree to abide by the Code of Ethics; and

m Provide yes or no responses to four questions pertaining to criminal
history and background.

Exam Registration

The exam is computer-based (CBT) and proctored at an authorized location,
while paper-based exams are available on a case-by-case basis. The exam will
consist of 125 multiple choice questions with 4 potential choices and must be
completed in 3 h. Candidates should ensure sufficient rest prior to the exami-
nation, and if traveling from outside the area, consider staying at a hotel close
to the testing facility the night beforehand. Registration for the exam can be
completed online through the (ISC)2 website or over the phone and requires
payment of the exam fee, agreement to the Code of Ethics, and responses to
criminal history and background questions.

Code of Ethics
The Code of Ethics includes a preamble and four cannons focused on ethics.
All professionals who receive an HCISPP certification must abide by the Code,
recognize their certification is a privilege (not a right), and understand the cer-
tification is subject to revocation for members who intentionally or knowingly
violate the Code.

Preamble
The safety and welfare of society and the common good, duty to our princi-
pals, and to each other, requires that we adhere, and be seen to adhere, to the
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