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Microsoft Exam Ojectives
Exam 70-217: implementing and Administering a
Microsoft Windows 2000 Directory Services Infrastructure

Install Active Directory.
Create sites, subnets, site links, site link bridges, connection objects, and Global Catalog Servers
Move server objects between sites.
Transfer operations master roles.
Verify Active Directory installation.
Implement an Organizational Unit (OU) structure.
» Perform an authoritative restore af Active Directory.
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Recover from a system failure.

Install, Configure, Manage, Monitor, and Troubleshoot DNS for Active Directory See Chapter: |

Integrate Active Directory DNS zones with non—Active Directory DNS zones. 4
Configure zones for dynamic updates. 4
Manage replication of DNS data. 4
Install, Configure, Manage, Monitor, Optimize, and Troubleshoot Change and See Chapter:
Configuration Management
Create a Group Policy object (GPO) and then link an existing GPO.
Delegate administrative control of Group Policy. 10
Modify Group Policy and Group Policy inheritance. 10
Filter Group Policy settings by associating security groups to GPOs. 10
Control user environments by using administrative templates. 11
Assign script policies to users and computers. 1
Manage network configuration by using Group Policy, 11
Deploy and maintain software by using Group Policy. 11,42
Configure deployment options, and troubleshoot common problems that occur during software deployment. 12
-_Install an image on an RIS client computer. 13
Create an RIS boot disk. 13
Troubleshoot RIS problems. 13
Manage images for performing remote installation, and configure remote installation options. 13
Configure RIS security, and prestage RIS client computers for added security and load balancing. 13
Authorize an RIS server. 13
Grant computer account creation rights. 13

Manage, Monitor,

and Optimize the Components of Active Directory See Chapter:

Move Active Directory objects, and locate objects in Active Directory. 74
Publish resources in Active Directory. 7
Create and manage accounts manually or by scripting. 7
Control access to, and delegate administrative control of, Active Directory objects. i ]
Monitor, manage, maintain, and troubleshoot domain controller performance and Active Directory components. 8
Manage and troubleshoot Active Directory replication. 14
Manage intersite and intrasite replication. 14
Configure, Manage, Monitor, and Troubleshoot Active Directory Security Solutions See Chapter:
Monitor and analyze security events. 15
Apply security policies by using Group Policy 15
Create, analyze, and modify security configurations by using Security Configuration and Analysis 15

and Security Templates.
Implement an audit policy. ) 15
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Exam Insights

elcome to MCSE Windows 2000 Directory Services Exam Prep! This compre-

hensive study guide aims to help you get ready to take—and pass—Microsoft
certification Exam 70-217, titled “Implementing and Administering a Microsoft
Windows 2000 Directory Services Infrastructure.” This Exam Insights section
discusses exam preparation resources, the testing situation, Microsoft’s certification
programs in general, and how this book can help you prepare for Microsoft’s
Windows 2000 certification exams.

Exam Prep study guides help you understand and appreciate the subjects and
materials you need to pass Microsoft certification exams. We’ve worked from
Microsoft’s curriculum objectives to ensure that all key topics are clearly explained.
Our aim is to bring together as much information as possible about Microsoft
certification exams.

Nevertheless, to completely prepare yourself for any Microsoft test, we recommend
that you begin by taking the Self-Assessment included in this book immediately
following this Exam Insights section. This tool will help you evaluate your knowl-
edge base against the requirements for an MCSE under both ideal and real circum-
stances.

Based on what you learn from that exercise, you might decide to begin your studies
with some classroom training or some background reading. You might decide to
read The Coriolis Group’s Exam Prep book that you have in hand first, or you
might decide to start with another study approach.You may also want to refer to
one of a number of study guides available from Microsoft or third-party vendors.
We also recommend that you supplement your study program with visits to
ExamCram.com to receive additional practice questions, get advice, and track the
‘Windows 2000 MCSE program.

We also strongly recommend that you install, configure, and fool around with the
software that you’ll be tested on, because nothing beats hands-on experience and
familiarity when it comes to understanding the questions you’re likely to encounter

on a certification test. Book learning is essential, but hands-on experience is the
best teacher of all!



How to Prepare for an Exam

Preparing for any Windows 2000 Server-related test (including “Implementing and
Administering a Microsoft Windows 2000 Directory Services Infrastructure”)
requires that you obtain and study materials designed to provide comprehensive
information about the product and its capabilities that will appear on the specific
exam for which you are preparing. The following list of materials will help you
study and prepare:

>

>

The Windows 2000 Directory Services product CD should be a primary
resource when you are preparing for the test.

The exam preparation materials, practice tests, and self-assessment exams on
the Microsoft Training & Services page at www.microsoft.com/training
andservices/default.asp?PageID=mcp. The Testing Innovations link offers
samples of the new question types found on the Windows 2000 MCSE exams.
Find the materials, download them, and use them!

The exam preparation advice, practice tests, questions of the day, and discussion
groups on the ExamCram.com e-learning and certification destination Web
site (Www.examcram.com).

In addition, you’ll probably find any or all of the followmg materials useful in your
quest for Directory Services expertise:

>

Microsoft training kits—Microsoft Press offers a training kit that specifically
targets Exam 70-217. For more information, visit: http://mspress.microsoft.
com/prod/books. This training kit contains information that you will find
useful in preparing for the test.

Microsoft TechNet CD—This monthly CD-based publication delivers numerous
electronic titles that include coverage of Directory Services Infrastructure and
related topics on the Technical Information (TechNet) CD. Its offerings include
product facts, technical notes, tools and utilities, and information on how to
access the Seminars Online training materials for Directory Services Infrastruc-
ture. A subscription to TechNet costs $299 per year, but it is well worth the
price.Visit www.microsoft.com/technet/ and check out the information
under the “TechNet Subscription” menu entry for more details.

Study guides—Several publishers—including The Coriolis Group—offer
Windows 2000 titles. The Coriolis Group series includes the following:

» The Exam Cram series—These books give you information about the
material you need to know to pass the tests.

» The Exam Prep series—These books provide a greater level of detail than the
Exam Cram books and are designed to teach you everything you need to



know from an exam perspective. Each book comes with a CD that contains
interactive practice exams in a variety of testing formats.

Together, the two series make a perfect pair.

» Multimedia—These Coriolis Group materials are designed to support learners
of all types—whether you learn best by reading or doing:

» The Exam Cram Personal Trainer—Offers a unique, personalized self-paced
training course based on the exam.

» The Exam Cram Personal Test Center—Features multiple test options that
simulate the actual exam, including Fixed-Length, Random, Review, and
Test All. Explanations of correct and incorrect answers reinforce concepts
learned. '

» Classroom training—CTECs, online partners, and third-party training companies
(like Wave Technologies, Learning Tree, Data~Tech, and others) all offer class-
.room training on TCP/IP. These companies aim to help you prepare to pass the
TCP/IP test. Although such training runs upwards of $350 per day in class,
most of the individuals lucky enough to partake (including your humble
authors, who've even taught such courses) find them to be quite worthwhile.

» Other publications—There’s no shortage of materials available about Directory
Services Infrastructure. The complete resource section in the back of the book
should give you an idea of where we think you should look for further discussion.

By far, this set of required and recommended materials represents a nonpareil
collection of sources and resources for Directory Services Infrastructure and related
topics. We anticipate that you’ll find that this book belongs in this company.

Taking a Certification Exam

Once you've prepared for your exam, you need to register with a testing center.
Each computer-based MCP exam costs $100, and if you don’t pass, you may retest
for an additional $100 for each additional try. In the United States and Canada, tests
are administered by Prometric (formerly Sylvan Prometric), and by Virtual Univer-
sity Enterprises (VUE). Here’s how you can contact them:

» Prometric—You can sign up for a test through the company’s Web site at
www.prometric.com. Or, you can register by phone at 800-755-3926
(within the United States or Canada) or at 410-843-8000 (outside the United
States and Canada).

» Virtual University Enterprises—You can sign up for a test or get the phone
numbers for local testing centers through the Web page at www.vue.com/ms/.



