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Preface

The goal of this book is to introduce you to the fascinating world of cryptography. It is a
multifaceted world—for some, it is a world of spies and secrets. For others, it is a world of
mathematics and computers. Anyway you look at it, cryptography has an air of mystery
and adventure. It also transcends traditional academic disciplines. It is not just a computer-
science topic—the study of cryptography involves history, political science, engineering,
languages, military science, ethics, mathematics, and technology. No single text could
cover cryptography from all these perspectives, so the true student of cryptography must
be prepared to develop a broad educational background. This book will only serve as the
starting point for a long and satisfying search for knowledge and understanding of this very
complicated, yet rewarding, topic.

Two overall principles guided the writing of this book. The first is that cryptography
did not begin with the invention of the computer. While contemporary ciphers are all com-
puter based, they owe a lot to the early work of the developers of classical ciphers. These
developers had to work by hand using paper and pencil to discover weaknesses in the clas-
sical ciphers. Without the aid of a computer or even a calculator, they had to train their
minds to recognize patterns and to organize data. Hence, to learn how to “think” like a
cryptographer, you need to understand and appreciate the cleverness and patience that un-
derlie the classical systems.

The second guiding principle is that a course in cryptography is not (and should not
be) a programming course. While it may be helpful for students to write one or two pro-
grams that implement a cipher or an analysis tool, the time it would take learning how to
write and debug code for all the important ciphers and tools would significantly reduce
the time available to learn the real substance of cryptology. The task of writing cipher pro-
grams should be part of an algorithms or programming course. Hence, this book comes
with a software package, Cryptographic Analysis Program (CAP), that provides access to
both classical and contemporary ciphers. It also contains a set of tools for the analysis of
those ciphers. The combination of the text and the software will give you real hands-on
experience.

Beginning students, hobbyists, and advanced students should find something
worthwhile in this text and its accompanying software program, CAP. Part One covers
classical issues in cryptography and is a good place for those new to the field to begin
their study. More advanced students may want to quickly scan this part for information on
running CAP and perhaps spend more time on those classical ciphers or analysis tech-
niques that are unfamiliar. Part Two covers contemporary ciphers including stream, block,
and public key systems. This is the section that the more advanced students will find most
useful. Part Three considers the future of cryptography and provides a short introduction
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Preface

to quantum systems. The world of quantum computing is so strange that it challenges our
view of how the universe operates. This section is really for those who can abandon all
common sense, be they beginning or advanced students.

There is a Web page for this book, which can be found at http:/www.plu.edu/~spillmrj.
(Follow the CAP pointers.) It contains a set of PowerPoint® files which are designed for lec-
tures. Instructors also have access to answers to the problems in the book as well as addi-
tional problems and test questions.

The single most unique feature of this text is the accompanying software package,
CAP. Together, CAP and the text are designed to create a complete learning environment.
As you read about a particular cipher system, CAP allows you to explore the operation of
that system. As you study an analysis technique, CAP allows you to experiment with it.
CAP implements 30 different ciphers following a standardized interface so that once you
become familiar with the implementation of one cipher you can easily run all the ciphers.
CAP also provides a wide range of analysis tools that allow you to test the resistance of
most CAP ciphers to cryptanalysis and to discover weaknesses that may be exploited in
those ciphers. The usefulness of CAP is reflected in the problems at the end of each chap-
ter. The problem sets are unique and, at times, challenging because they rely on your ac-
cess to CAP. Above all, CAP is fun. It comes with a game feature so you can continue to
test your cryptographic skills after you complete the text material. The CAP website (pre-
viously referenced) will contain additional challenges and post readers’ high scores (if you
will send in your game scores).

I hope you find the study of cryptography as interesting and rewarding as I found the
writing of this book.

RICHARD J. SPILLMAN

Pacific Lutheran University,
Tacoma, WA
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1.0

Chapter 1

Introduction
to Cryptology

INTRODUCTION

We live in an exciting, fast-paced world and nothing is changing faster than the way we
deal with information. Using the Internet, we can access and use information in ways that
we never even dreamed of just a few years ago. Rather than going to the bank and standing
in line waiting for a teller, we can pay bills, write checks, and shift money between ac-
counts from home, 24 hours a day, 7 days a week. We can apply for and receive approval
for loans without ever leaving home. We can buy books, food, gifts, and just about any-
thing else over the Internet. Instead of running a garage sale in our front yard on a week-
end, we can sell anything at anytime over the Net. We can buy and sell stock. We can post
information for others to read and find information on just about any subject. With the ad-
vent of wireless technology, we can do all this and more from almost any location on earth
using a cellular phone.

Sure, these are exciting times, but they also have a down side. The same technology
that makes life so much easier has the potential to destroy our lives when used by criminals.
For example, identity theft is one of the fastest growing crimes in the United States today. It
thrives because the legal penalties have not caught up with the effects of the crime, besides
the fact that it is easy to do. This is because most of the information “out there” about indi-
viduals is not protected. To enjoy the benefits while avoiding the pitfalls of new technology,
we must have some method of protecting our identity and our personal information. How
this can be done is precisely the subject matter of this book. It is about “secret writing,”
which has been around for centuries, but has now become a vital force for protecting and
nurturing the growth of information technology. The field is called cryptography.

Cryptography is the study of codes and ciphers. David Kahn, in what has to be called
the “bible of cryptography,” defines it as follows: “Cryptology is protection. It is to that exten-
sion of modern man—communications—what the carapace is to the turtle, ink to the squid,
camouflage to the chameleon.” It is centuries old yet it remains fresh, new, and exciting. It is a
field that is constantly changing and discovering new challenges. As a result, this is more than



