Secornid Edition

Money
Laund

.
YT I I A

John Madinger

Taylor & Francis

Taylor & Francis Group



Second Edition

Money
Laundering

A Guide for
Criminal Investigators

John Madinger

Taylor & Francis

Taylor & Francis Group

Boca Raton London New York
A CRC title, part of the Taylor & Francis imprint, a member of the
Taylor & Francis Group, the academic division of T&F Informa plc




Published in 2006 by

CRC Press

Taylor & Francis Group

6000 Broken Sound Parkway NW, Suite 300
Boca Raton, FL 33487-2742

© 2006 by Taylor & Francis Group, LLC
CRC Press is an imprint of Taylor & Francis Group

No claim to original U.S. Government works
Printed in the United States of America on acid-free paper
10987654321

International Standard Book Number-10:<0-8493-3395-4 (Hardcover)
International Standard Book Number-13: 978-0-8493-3395-8 (Hardcover)
Library of Congress Card Number 2005053190

This book contains information obtained from authentic and highly regarded sources. Reprinted material is quoted with permission, and sources are
indicated. A wide variety of references are listed. Reasonable efforts have been made to publish reliable data and information, but the author and the
publisher cannot assume responsibility for the validity of all materials or for the consequences of their use.

No part of this book may be reprinted, reproduced, transmitted, or utilized in any form by any electronic, mechanical, or other means, now known
or hereafter invented, including photocopying, microfilming, and recording, or in any information storage or retrieval system, without written permission
from the publishers.

For permission to photocopy or use material electronically from this work, please access www.copyright.com (http:/www.copyright.com/) or contact
the Copyright Clearance Center, Inc. (CCC) 222 Rosewood Drive, Danvers, MA 01923, 978-750-8400. CCC is a not-for-profit organization that
provides licenses and registration for a variety of users. For organizations that have been granted a photocopy license by the CCC, a separate system
of payment has been arranged.

Trademark Notice: Product or corporate names may be trademarks or registered trademarks, and are used only for identification and explanation
without intent to infringe.

Library of Congress Cataloging-in-Publication Data

Madinger, John.
Money laundering : a guide for criminal investigators / John Madinger.--2nd ed.
p. cm.
Includes bibliographical references and index.
ISBN 0-8493-3395-4 (alk. paper)
1. Money laundering investigation--United States. 2. Money laundering--United States--Prevention. I. Title.

HV8079.M64M33 2006
363.25'968--dc22 2005053190

® Visit the Taylor & Francis Web site at
I n 0 r m a http://www.taylorandfrancis.com
and the CRC Press Web site at
Taylor & Francis Group is the Academic Division of Informa plc. http://www.crepress.com



PREFACE

The world changed forever on September 11,
2001. In a few short minutes — the time it took
for two towers to fall — thousands of lives and
billions of dollars were lost. Destroyed also
were illusions that had been sustained for much
too long: We believed that terrorists would not
strike America in its homeland, that threats
made by people like Osama bin Laden were idle,
that our institutions were strong enough to pre-
vent catastrophe.

Some long-held assumptions also collapsed
that day, notably the belief that terrorism could
be dealt with strictly as a law enforcement prob-
lem. In previous incidents of terrorism, law
enforcement responded to the scene; even
before the smoke cleared, FBI evidence techni-
cians and ATF bomb experts were meticulously
combing the wreckage for clues as criminal
investigators began following leads to the per-
petrators. Prosecutors waited for the evidence
that would lead to indictments, trials, and, hope-
fully, long stretches in a federal penitentiary for
those responsible.

After September 11, most folks were ready
to say goodbye to all that, or at least goodbye
to the concept that we could afford to wait
around until the next bomb blast or aircraft
hijacking before taking some preemptive action.
Just about everybody agreed that much more
effective proactive measures were going to be
needed if we were going to prevent something
like the September 11 attacks (or something
even worse) from happening again.

We also recognized pretty quickly that we
were dealing with an enemy who was highly
motivated, well trained, organized, disciplined,
and, perhaps most significant, well funded. The
funding aspect is so important because all the
motivation, training, and discipline in the world
won’t get you onto an airplane unless you have
the price of an airline ticket. The September 11

hijackers, of course, required a great deal more
money than that, but they had all they needed.
The plotters’ costs, though not enormous, were
substantial and included international travel,
communications, flying lessons, and living
expenses for two dozen or more people, proba-
bly totaling between $400,000 and $1 million.

The investigators swarming over the records
after September 11 quickly followed the trail of
this money to Europe and the Middle East, dis-
covering that not only did the terrorists have
enough money, they also had some left over. The
investigators also discovered that many of the
techniques used by the terrorists and their finan-
cial backers to move their cash were very simi-
lar, if not identical, to those used by money
launderers for decades. In addition to cash, the
terror networks utilized banks, wire transfers,
informal banking networks, business fronts, and
the financial systems of countries where secrecy
is the rule. Most drug trafficking and organized
crime groups would be comfortable with all of
these methods of laundering money; indeed, as
we shall see, they developed and perfected them.

So, although the world changed, some things
did not and one of these was the need for crim-
inal investigators to develop and perfect the tech-
niques necessary to combat those who violate
society’s laws. We are trying to keep up with the
criminals and, if they are playing in the financial
arena, we need to be able to understand the rules
of that game.

This book is, as its subtitle states, a guide for
criminal investigators. It was originally written
to help train task force officers and others who
might be working on complex narcotics or other
cases in which there was a financial component.
Since the book was first written, the need for
this information has only grown. Today, the
Drug Enforcement Administration (DEA) and
the Organized Crime Drug Enforcement Task



Force program (OCDETF) both require that the
financial aspects of every case be at least
addressed, if not fully investigated. DEA and
other federal agencies are actively seeking
investigators who can conduct financial investi-
gations and most major cases now have some
financial component.

No book can do everything for everyone, so
it’s a good idea to say right up front what this
one is and is not. It provides a basic grounding
in the law and theory of money laundering. It is
not a “how to” guide on laundering money,
although at the end the reader will know more
about how launderers operate. It also is not a
detailed examination of advanced or highly com-
plex money laundering schemes. Some of these

are so convoluted that even the people who
designed them don’t know what they’re doing.
If a law enforcement officer encounters one of
these schemes, the advice of experts will be
essential and this book will help the officer
understand what the experts are talking about.

Finally, this book is a reminder that the vast
majority of crimes are all about money. Some
are motivated by greed for money, while in oth-
ers, like the terrorist attacks of September 11,
2001, money fuels the criminals in their illegal
activity. Finding the money, tracing it, linking it
to the criminal, and taking it away are all essen-
tial parts of our jobs now and this book provides
information to help us do those jobs. Because it
is so important, I wish you the best of luck.
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INTRODUCTION

“Where large sums of money are concerned, it is advisable to trust nobody.”
Agatha Christie, Endless Night

“Whoever profits by crime is guilty of it.”
French proverb

“AS GOOD PYRATES AT LAND...”:
THE LEGEND OF HENRY EVERY’S SECOND
BIG MISTAKE

It’s been a while since Henry Every made his
second big mistake. He should never have turned
to crime to begin with, which was the first. Not
that Henry and his associates were unsuccessful
criminals. On the contrary, they were daring and
resourceful, and they overcame tremendous
hardships to further a pirate career that spanned
five years and half the globe (see Figure I.1).

And what a career it was. In their last seizure
alone, Every and his crew took the Portuguese
ship Gung-i-Suwaie and its treasure valued at
£325,000. As the new owner of what would be
$400 million in today’s money, Every is alleged
to have offered to retire the British national debt
in exchange for a pardon. Three hundred years
later, leaders of a drug cartel would make similar
offers to their government, and these, like
Every’s, would be refused.

No, the problem was not that Every and his
men were poor criminals. Their problem was
that they were so successtul: Prosperity would
lead directly to Every’s second big mistake. Hav-
ing accumulated a vast treasure, Every and his
crew of pirates decided to divide the spoils and
leave the high seas forever. Somewhat surpris-
ingly, they chose Jolly Olde England for their
retirement home.

Europe represented a civilized place to spend
the loot, and there were sentimental ties, but
England (and the other European countries, for
that matter) had a less-than-jolly attitude toward

Figure 1.1 Arch-Pirate Henry Every, from a contem-
porary image. Every had a successful career as a
pirate in the Atlantic and Indian oceans, but legend
has it that he came undone when he tried to launder
his share of the treasure. (Source: National Archives)

piracy. Here, the discovery of their pirate past
would result in a short ride to the end of a long
rope. Every and his shipmates had radically dif-
ferent ideas about how to avoid that ride. Neither
approach would be very successful.

Novelist Daniel Defoe (Robinson Crusoe)
chronicled the story some years later in an



account probably more fiction than fact. Accord-
ing to Defoe, Every’s crew landed in Scotland
and split up, each carrying his share of the trea-
sure. Many of the crew members immediately
drew attention to themselves by spending money
freely (“Like a drunken sailor” is the phrase that
comes most immediately to mind). Curious
townspeople began to ask difficult questions
about the background of the men and their
money. This caused the crew to panic, with
members offering extravagant sums for transpor-
tation out of town. Arrests ensued, followed by
prompt, well-deserved hangings. One mystery
remained: None of the condemned men were
able to shed any light on the whereabouts of their
leader, who had evidently taken a more refined
approach to his financial affairs.

In Defoe’s legend, Every moved quietly into
the small Devonshire town of Bideford, a place
with a strong maritime tradition. Up to the
moment Every turned over his treasure to the
Bideford merchants, his criminal career had
been almost letter-perfect. Although he was the
most wanted man in all of England, his travels
throughout the world had kept his face from
becoming well known in his home country.
Those same travels had provided him with
more wealth than was possessed by the entire
populations of some English towns. Every had
had to do some fairly unpleasant things to
amass his fortune, but he was now confident
that his riches would enable him to live out his
days in quiet retirement. In short, he thought
he was home free. The Bideford merchants had
other ideas.

Every wanted to sell some diamonds, a
straightforward enough request, and not unusual
in Devon, the home to a large seafaring popula-
tion, many of whom acquired precious stones in
their travels throughout the world. What made
Every stand out was the size of the sale. The
retired sailor who gave his name as “Henry
Bridgeman™ had literally a king’s ransom in dia-
monds, worth several thousand pounds. In a time
when the average seaman might see 500 pounds
over a lifetime, Every’s hoard was, quite liter-
ally, a fortune.

T i

Figure 1.2 Henry Every’s Big Mistake. Henry Every,
arch-pirate, anxiously awaits the verdict of the Bide-
ford merchant who is about to cheat him out of a
king's ransom. The story of Every's failed career as
a money launderer comes to us from Daniel Defoe,
author of Robinson Crusoe. (Source: Author’s col-
lection)

The Bideford merchants put two and two
together, getting exactly four. They made Every
a generous offer, paid a small deposit, took all
of the diamonds, and refused to give him another
shilling. When Every complained, the merchants
suggested he contact the local sheriff — perhaps
that good man would be interested to learn of
the large number of jewels brought to his quiet
town. (See Figure 1.2.)

Defoe says that Every, the retired arch pirate
who lost his treasure to the merchants of Bide-
ford in 1697, lived on in poverty for a number
of years. He occasionally received a small sum
from the merchants, whom he died cursing as
being “as good Pyrates at Land as he was at
Sea.” (They were much better money launder-
ers, t0o0.)

A couple lessons from this short and unhappy
career in money laundering are still valid today.
First, criminals should be aware that no matter
how successful they are at the crime itself, there
may still be problems disposing of the loot.
Every paid dearly for this wisdom. Second, the
mere existence of wealth may result in exposure
to the criminal. In fact, the failure to adequately
explain the source of the wealth may even be



fatal, as Every’s crew discovered. Finally, those
of us who enforce the law might take note of the
fact that although the British government spent
huge sums in a futile attempt to catch Every and
his crew while they were pirating, it was the
spending of the loot, not some fierce sea battle,
that ended the pirates’ careers.

Business Week magazine called money laun-
dering “the crime of the 1990s,” but it’s older,
of course. Certainly those who commit crimes
for financial gain have gotten more sophisticated
in the concealment of their wealth, but as the
Every case shows, the need to dispose of the
wages of sin is ancient indeed. Law enforcement
today has more resources than ever to address
this difficult problem, but the criminals strive to
stay at least one step ahead. It is, after all, their
necks (and their money) that are on the line.

Several factors have combined to make
money laundering more important than ever
before. Advances in communications and trans-
portation have made the world a smaller place.
Concealment of the proceeds of crime is a much
easier proposition today than in Every’s time.
Criminals have the ability to move themselves
and their stolen property between countries
within hours. Funds can be wired from one
world financial center to another in seconds.
With centers located in different time zones, one
will always be open and ready for business.

A second factor involves the internationaliza-
tion of crime. Organized crime, in its various
forms and assorted ethnic faces, has become a
problem in countries around the globe. The
home-grown syndicate has given way to a new
breed of criminal, at home in many cities, able
to move quickly from place to place, capable of
using contacts and facilities in foreign countries.
These criminals, be they members of Japan’s
Boryokudan, Sicily’s Mafia, or Colombia’s drug
cartels, represent a serious challenge for law
enforcement. It is no longer possible for a police
officer to “know his beat” and all of those people
on it. Today, a jewel thief can meet with a fence
in New York on the same business day as the
theft in France, get paid, and have her money in
a Hong Kong bank the day before!

Drug trafficking between nations and across
international borders has contributed greatly to
the globalization of crime. Since the source
countries for drugs such as cocaine and heroin
are generally not those where the drugs are con-
sumed, transport of the commodity is required.
Customs officers worldwide are all too familiar
with the almost infinite variety of methods by
which drugs are smuggled. The constant testing
and probing of Customs’ resources by smugglers
has led to an intimate familiarity with the ways
and means of international travel.

Drug trafficking organizations move their
product by land, sea, and air, using commercial
or private facilities. Recent cases on the United
States—Mexico border have led to the discovery
of tunnels leading between the two countries.
Smuggling by private aircraft is a common
means of moving quantities of drugs quickly
between nations or couriers may be employed
to carry the drugs aboard commercial airliners.
The sheer volume of traffic at airports and at
border crossings makes detection of these efforts
most difficult.

In addition to travel for the purpose of smug-
gling, international criminals have discovered
that movement between countries is an excellent
way to avoid detection by local authorities. Sen-
sitive meetings can be scheduled for a foreign
country with little anticipation that local police
will follow or that those at the meeting site will
be alerted or interested in the activity.

A good example is the planning session for
the terrorist attacks that took place in New York
on September 11, 2001. Members of the Al
Qaeda terrorist organization, which was then
headquartered in Afghanistan, traveled from
Europe and North America to Indonesia to final-
ize their plans, far away from their bases and
from their targets in the United States.

Finally, international organizations have
learned the value of currency movement and are
now as skilled and experienced at moving money
from nation to nation as any financial expert in
the world. Criminals have traditionally taken
advantage of the confidentiality afforded by
some countries’ banking laws. The banks of



Switzerland have long been a haven for foreign
capital, some of which stems from questionable
sources. Other nations have imitated the Swiss
example, creating havens for foreigners seeking
to conceal wealth or income from their home
governments. These offshore havens are often
“dead ends” for investigators attempting to fol-
low the money’s trail. More than one investigator
has seen a case go into a black hole in Switzer-
land, the Cayman Islands, the Bahamas, or Hong
Kong never to emerge again.

IMPROVEMENTS IN LAW AND LAW
ENFORCEMENT

Law enforcement has made some advances of
its own. We see this progress not only in the
form of new statutes enacted to deal with mod-
ern criminal activity but also in the methods
used to investigate sophisticated international
financial crimes.

Thirty years ago, the drug laws of the United
States were relatively simple and most could
easily fit on one page of the statute book. Drug
offenders were charged with distribution or pos-
session of the illegal substance and occasionally
with conspiracy to possess or distribute. Today,
such provisions as the Continuing Criminal
Enterprise statute and much enhanced conspir-
acy provisions greatly improve the ability of
investigators to penetrate a large organization
and reach its upper echelons.

Laws directed at organized crime such as the
Racketeer Influenced and Corrupt Organizations
Act (RICO), “travel” or Interstate Travel in Aid
of Racketeering (ITAR) Act, and similar laws
have taken direct aim at the ability of criminals
to combine or conspire for some nefarious pur-
pose. Some of these statutes such as the RICO
law also provide for the seizure of assets
acquired by the criminal, making them even
more potent weapons against crime.

In some countries, laws directed at organized
crime include antimembership provisions, the
banning of certain organizations, and prohibi-
tions against association with certain groups.
These laws can have a major impact on the

criminal’s ability to associate and they make the
conduct of an illegal business more difficult and
expensive.

Finally, and perhaps most significantly, the
expanding use of forfeiture around the world has
made life most uncomfortable for the criminal.
The prospect that a government might take away
all of one’s ill-gotten gains, even those earned
in another country, must be extremely disheart-
ening for the mobster, drug trafficker, or syndi-
cate hoodlum. Law enforcement has become an
enthusiastic supporter of the forfeiture laws.
Governments worldwide are becoming much
more creative in using these provisions against
all sorts of criminal activity.

All of these factors are well known to the law
violator who is offered on one hand a world of
much broader opportunities and, on the other,
one with much greater risk. Smart criminals
respond by finding ways to conceal their interest
in illegal operations. In our day and age, even
as in Henry Every’s, this most definitely includes
hiding any financial interest.

“Yeah, I'm doing twenty to life, but at
least they didn’t get my car.”

MODERN LAW ENFORCEMENT METHODS

Just as the Information Age has increased oppor-
tunity for the criminal, so has it provided new
benefits for the law enforcement officer. Agen-
cies on the national and international level have



recognized the need to adjust to and take advan-
tage of new technology, laws, and techniques.

INTERPOL, the International Criminal
Police organization, based in France, has estab-
lished links to police departments and investiga-
tive agencies throughout the world. Communi-
cations via INTERPOL and other channels have
steadily improved, aided by the stationing of law
enforcement personnel in overseas postings.
Today, representatives of at least six federal law
enforcement agencies are posted in American
embassies or consulates on every continent. The
primary function of this foreign presence is to
establish an effective liaison with law enforce-
ment counterparts in the host nation. Many of
those nations also station their law enforcement
personnel in the United States, although not in
such large numbers.

Law enforcement agencies all over the world
have come to recognize the value of financial
information in the detection and prosecution of
criminal activity and many countries have estab-
lished Financial Intelligence Units (FIUs) to
track large and suspicious currency transactions.
Not only do law enforcement officers within that
country have access to this valuable resource,
but the FIUs have the ability to communicate
with each other about transactions having inter-
national ramifications.

By sharing ideas in all of these situations,
law enforcement makes the job of the criminal
more difficult. This is an especially important
factor in the complex financial crimes that span
international boundaries. As we draw nearer to
a cashless society, the ability to track assets and
unravel complicated financial schemes will chal-
lenge law enforcement personnel to be ever more
sophisticated and aware. Law enforcement’s
response to this challenge will determine the
success or failure of efforts against not just finan-
cial crimes but organized crime in general.

LAW ENFORCEMENT RESPONSE TO MONEY
LAUNDERING AND ORGANIZED CRIME

The law enforcement response to money laun-
dering and organized crime takes two forms. The

first is an organizational response, in which
agencies or entire governments react as a matter
of policy. Perhaps the easiest response is to adopt
a “business as usual” approach, one that assumes
that the tried and true methods that worked in
the past can be applied successfully to any new
problem. Unfortunately, this response ignores
the sophistication of today’s criminals, as well
as the rapidly changing environment in which
they operate. Law enforcement officers tend to
be basically conservative, slow to change, and
reluctant to accept new ideas. These same atti-
tudes and characteristics can also suffuse their
organizations, bureaucracies that are naturally
inclined toward doing “business as usual.”

In fact, law enforcement has already made
many adjustments to its changed environment.
Recognition of the importance of financial inves-
tigative techniques has been emphasized by the
use of forfeiture laws, first against drug traffick-
ers and later against all manner of criminal activ-
ity. The ability of law enforcement agencies to
take a flexible, integrated approach toward com-
plex financial crimes such as money laundering
will bear immediate fruit. By integrating finan-
cial investigative techniques into the law
enforcement arsenal, we have the opportunity to
become as flexible as the criminals we are now
compelled to pursue. Law enforcement also
becomes able to make better use of forfeiture
statutes, to use financial information in drug or
other criminal cases, and to obtain and under-
stand financial intelligence that can be useful in
future cases.

The second response is individual. Each law
enforcement officer whose career will extend
into the 21st century must make an honest
appraisal of his or her own ability to compete
on this global playing field. One of the most
important messages of this book is that money
laundering and complex financial crimes are
going to be a part of our future. For the individ-
ual detective, investigator, or agent to properly
address these crimes, he or she will need the
right attitude, the right training, and administra-
tive support.



The ability to investigate money laundering
is not difficult to acquire. Most investigators
already possess the necessary skills. It is not, for
example, necessary to be an accountant, but a
basic knowledge of financial systems, including
accounting techniques, is essential. Many
already have some of this knowledge through
contact with banks, financial crimes, or similar
job-related intercourse. (You can actually learn
quite a bit about banking operations and
accounting just by balancing your own check-
book. Many of the accounting functions needed
to do financial investigations are no more com-
plicated than this simple process.)

Another important individual response is the
development of sources of financial information.
Whether this is a reorientation of an informant
to seek information about financial transactions
or the development of sources within the busi-
ness community, financial information is critical
to the development of money laundering cases.
As we will see (and without giving away too
much at the beginning), there are essentially two
approaches to a money laundering investigation.
In option one, you can look for the crime that
underlies the money laundering violation, drug
trafficking for example, and then try to find out

what happened to the money generated by that
crime. In option two, you can look for the money
and then trace it back to the crime that generated
it. A surprising number of cases, many of which
are going to be cited in this book, have been
resolved in exactly this way.

It is definitely not the intent of this book to
sell one option over the other. Both work and
both work well. Rather, it is hoped that the con-
scientious investigator will see the merits of each
approach, understand the value of financial
investigative techniques in each, and use the
information in this book effectively in either
approach. In any case, the development of finan-
cial information, either from traditional sources
(i.e. informants) or financial sources, is an
important key to success.

Summing up, this text has three principal
goals. First, I want to provide an understanding
of how money laundering works and how it fits
into the world of modern criminal activity. Sec-
ond, I hope to increase the investigator’s ability
to conduct money laundering and financial inves-
tigations. Finally, it is hoped that the reader will
recognize how valuable this knowledge will be
in the investigation of organized criminal activity
and be convinced to employ it in future cases.
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